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Foreword

Terrorism as a threat to America is growing both domestically and internationally.
America no longer has fixed borders either geographically, politically, economically or in cyber-
space. Therefore we cannot defend ourselves from this threat using older unresponsive, dated,
merely reactive conventional methods. As threats change, we must change our response to these
threats. Technology will play a key role in predicting, monitoring, responding to the full spectrum
of threats in the 21st century.

Our mission is to assess emerging technologies that may present as new threats to
America’s security, we also see other emerging technologies as possible cures for these threats. A
cure may be seen either as a tool to prevent a threat or to treat its consequence. As a physician I
have a specific viewpoint which often looks at a threat as a disease, and a new technology as a
treatment. Other similiarities exist as well when we deal with both biothreats and cyberthreats.
Their method of attack is similar in the sense that they infect and spread. They have many more
similarities that we will deal with in this report. Most importantly, they both have the capability
of being a strategic threat to America.

We have assessed emerging technologies from both the offensive and defensive point of
view. Although we initially thought to limit our report to only emerging technologies, our report
is framed in the context of present and future strategy and operations that America will use to fight
terrorism. From meetings with people from the areas of policy, operations and from technology
we found that we learned most from the process that occurs at the intersection of these three
areas. We also found it to be clear that there existed a need for emerging technologies to be used
to integrate the interaction between these three groups.

We believe that we can contribute in this report to our basic knowledge about emerging
technologies - both as threats and treatments (response and solutions). But we also believe that
our recommendations need to address how to evolve our policy, operational plans and technolo-
gy together. In this report we have included key papers and comments on strategy and operations
as a framework for how we believe we can protect our society in the 21st century from terrorist
attacks. We have also listed other comprehensive reports that create a body of knowledge that is
critical to an understanding of the present and future environment of terrorism and counter-ter-
rorism efforts.

In our project we have limited ourselves to an attack that combines cyber and bio, because
the methods required to prevent or respond to a combined cyber and bio attack will more than
likely cover what needs to been done to respond to other attacks whether they include explosives
or other weapons of mass destruction. A bio threat was specifically chosen as an area of study
because of its low cost, its large scale of casualties, its reliance and effects on the medical respon-
der and its ability to spread rapidly and become a strategic weapon. It is both our newest threat,
and it is historically one of our oldest threats.



As background to our efforts on emerging technologies we reviewed the present strategy
and policy of the US. We also reviewed the federal response plan and multiple state plans that
were available to us. We found that our strategy and policy must be based on a 21st century view
of America as a country without physical or virtual borders. This includes operational plans based
on a sound strategy that allows first responders, FBI, FEMA, DHHS, DOD and other state and
federal agencies to work together to prepare for, detect and ultimately to respond to an attack.
Emerging technologies will play a critical role in this response. They will also play a critical role
in permitting terrorists and their groups to cause potentially greater harm to our society. In the past
this harm has been limited to a tactical threat, in the future as incidents of terrorism as well as our
response escalates we may cross a threshold and be faced with strategic threats such as the large-
scale use of bioweapons within the Continental US.

This report provides specific recommendations for a process that will prepare the U.S. for
this eventuality. This report will also describe how emerging technologies could create a system
to prevent an attack through improved intelligence. It will also present emerging technology that
could limit the extent of damage of a mass casualty strategic bioweapons attack on America.

In summary we present a timeline for future threats from weapons of mass destruction,
especially bioweapons. This timeline will cover from the near term to the year 2025. We present
one major recommendations for how to prepare for these threats. The recommendation involves
the use of virtual reality in the form of a large-scale distributed simulator that will be used to eval-
uate alternate reponse strategies, technologies, and evolve into a fielded national distributed com-
mand and control system. Other recommendations to enhance response preparations are includ-
ed.

Many limitations exist in any report on terrorism. We have tried to accomplish as much as
possible with the help of many individuals. If implemented we believe that this report will pro-
vide a number of recommendations that will help to protect our society from the growing threat
of terrorism. [ would like to thank everybody that have generously given their time and support
in the preparation of this product.

Joseph Rosen, MD



Mission Statement

The Institute for Security Technology Studies at Dartmouth College was awarded a grant
by the Department of Justice, National Institute of Justice to perform an assessment of emerging
technologies. These technologies may affect our national security either as potential threats or as
tools of counter-terrorism. These tools may be used as methods of prevention or as part of an
overall response plan to terrorist attacks.

Terrorism is defined by the FBI as a violent act, or an act dangerous to human life, in vio-
lation of the criminal laws of the United States or of any state, to intimidate or coerce a govern-
ment, the civilian population, or any segment thereof in furtherance of political or social objec-
tives. Terrorism, in the past, has generally used explosive, conventional weapons as their tools for
creating violent acts. In the future, it is expected that this may escalate to the use of weapons of
mass destruction and casualties. These weapons may include nuclear, chemical, biological, and/or
cyberthreats. In our report we concentrated on a combined bio and cyberthreat to emphasize a
specific type of attack.

This attack would be different than previous terrorist attacks, or future potential nuclear
or chemical attacks, in that it would present an attack that could be of strategic consequence to
America s security. It would be an attack that if not prevented, or contained, would spread rapid-
ly throughout our society both geographically and within cyberspace. This type of attack would
also allow us to study what process is needed to prepare us for any type of attack from a weapon
of mass destruction, or from an attack with conventional weapons that involved multiple sites, or
one sustained over a period of time. This approach has given us a unique opportunity to provide
recommendations, and a system that could provide a simulation environment in which we could
prepare for any number of terrorist attack scenarios in the future. This simulation environment is
a key recommendation of our report and could be used to prepare, potentially prevent, and train
for a response to a large-scale strategic attack from a weapon of mass destruction. It could also
be used to implement an augmented reality system that could be used to coordinate a large-scale
tele-operated remote response to an overwhelming attack from a weapon of mass destruction,
such as a bioweapon.

In approaching our task, we emphasized emerging technologies from the present through
the future. We specifically looked at 2000, 2005, and 2025. We included first responders, both
from the law enforcement and the medical community. We included operators from the crisis and
consequence communities. We also included policy makers in our conferences and individual
meetings. We brought these groups together with leading technologies from many areas of
emerging technologies. These technologies, in many cases, had a double-edged sword in the sense
that they could be used for both threats and responses. We emphasized recommendations that we



obtained through extensive discussions with these groups and individuals.

What we have found to be the unique challenge is the process necessary to unite policy
makers, operators, and technologists into a common framework to rapidly change in the face of
emerging threats. Our present strategy and policy must respond to new threats that are brought on
by the introduction of inexpensive weapons of mass destruction such as bio weapons and
cyberthreats. These affect our policy decisions. Our policy then directs our operational plans. The
changes in our operational plans often require the introduction of new emerging technologies to
meet the demands of new threats. Then the cycle is repeated with the introduction of new threats.
This cycle is increasing in its tempo as we enter the 215t century, and our ability to respond to this
need to evolve and change is critical to the protection of our institutions, whether it be our phys-

ical or cyberspace infrastructure.

We found a need early in our mission to address how emerging technology influences this
cycle of terrorism/counter-terrorism policy, operations, and emerging technology. Although we
have many recommendations regarding responses to specific threats with specific new technolo-
gies, we have found our over-arching recommendation to be a central technology that would
allow each of the groups, agencies, and individuals involved in creating our response to terrorist
threats to have a process that would enable them to more rapidly adapt to this challenge.

Our key recommendation is a process based on emerging technologies that will enable the
US to more rapidly respond to emerging threats from terrorists, especially if these threats move
from conventional explosive devices to weapons of mass destruction. This process involves the
use of virtual reality in the form of a large-scale distributed simulator that brings together policy
makers, crisis and consequence operators, and technologists. This will enable each of these
groups to participate in a realistic manner through a large number of scenarios and test our new
approaches to meet the challenge of terrorism. It will also allow us to determine if a given policy
and its implementation result in a favorable outcome, or an escalation in the terrorist response.
These simulation tools have been used successfully in the past by both the civilian and defense
communities to train and prepare for unusual events. This tool could play a key role in training
and preparation in our efforts against terrorism.

This same large-scale distributed simulation environment will provide the infrastructure
for more than just a training environment. It will also help to predict the outcomes of our respons-
es to specific scenarios. In many cases it may reveal that a response to a specific attack may cause
an inversion, in which what we believed to be right policy choice may lead to future escalation
of violence, or immediately to an increase in casualties. This may be especially true in attacks
where the site is contaminated, such as is the case with biological weapons, and with nuclear and
chemical attacks.



Finally, the infrastructure created through this large-scale virtual reality simulator may be
used in the prevention of terrorist attacks, or directly in the implementation of a response to a spe-
cific attack. Performance machines are augmented reality systems that combine a virtual model
of a situation superimposed on the real events. They are used in surgical simulators and in tele-
operations in remote areas. Teleoperations may be used in law enforcement for defusing bombs,
in industry for a response to a contaminated zone, or in deep-water rescue missions. This tech-
nology is ideal for a response to a large-scale terrorist event in which there are mass casualties
and the resources needed are either not available locally or the use of local responders will endan-
ger their lives. This system would allow the coordination of crisis and consequence management
from multiple remote sites to provide the necessary support in a timely manner to the sites under
attack. For this to work effectively it would first need to be practiced in a large-scale simulation
environment. We need to prepare for large-scale events prior to the events occurring, so that we
can minimize our casualties and protect our society from both tactical and strategic threats from
weapons of mass destruction.

It will be the mission of this report to explain how emerging technologies can be used to
respond to terrorist threats in the 218t Century from weapons of mass destruction and conven-
tional weapons. It will also be the mission of this report to provide insight into what emerging
technologies we expect will become available to the terrorist community in the future. Although
we hope that weapons of mass destruction do not become a tool for terrorists, we have seen a
trend over the past ten years with an escalation in not the number of events, but in the scale of
casualties from these events. We need to prepare at several levels to address this trend, and to pro-
tect America from emerging technologies that may threaten our society and critical infrastructures
whether they are physical ones or part of our cyberspace.

Joseph Rosen, MD



Biological Terrorism Emerging Threats Assessment:
Response Recommendations

Introduction

The U.S. Department of Justice, National Institute of Justice, tasked the Institute for
Security Technology Studies at Dartmouth College to make response planning recommendations,
as part of its grant to study emerging terrorist threats. The July 7-9, 2000 Conference on
Biological Terrorism developed ideas presented by conferees, based on Dr. David Franz's white
paper and other submissions. These were further reviewed and refined at a September 23, 2000,
Ad Hoc Advisory Group meeting in Washington, DC.

The Institute for Security Technology Studies Emerging Threats Assessment Program
response recommendations cover these twelve areas:

1) Technology Base: Research and Development
2) Intelligence and Surveillance

3) Medical Countermeasures

4) Physical Countermeasures

5) Forensics

6) Proactive Deterrence

7) Public Health Infrastructure

8) Interagency Collaboration

9) Education

10) Complementary programs
11)  International Cooperation
12)  New Technologies

Central to the recommendations are the following: (1) we must prepare for hundreds to
thousands of casualties; even if the current probability of attack is low, it will certainly increase
with the dissemination of scientific advances, possibly to the point of empowering of the indi-
vidual terrorist; (2) there must be a concerted effort and investment with strong leadership to
improve preparations in the years ahead; and (3) most investments and new technology applica-
tions will have a beneficial dual use -- for our public health structure and for our society.

Summary

1. Technological base: multi-year appropriations for biological terrorism basic science research
should fund public and private efforts to achieve practical defensive applications. We believe that
we understand the relative limits of nuclear physics and chemistry, but we do not understand the
limits of biology -- for good (medicine), or for evil (biowarfare). The future biological warfare
or terrorism threat is relatively unknown; therefore, it will be difficult, especially in the medical
arena, to prepare specific countermeasures for all threats. We must be capable of responding
quickly and effectively to the unknown; therefore, our technical base must be deep and broad.



There is not a military-industrial complex for biological defense as there was for our nuclear
weapons and energy programs. We must strengthen our military tech-base for threat evaluation,
pathogenesis, and specific medical countermeasures research. We must expand and leverage non-
military government public health research, especially in the areas of immunology, diagnostics
and drug development. We must increase our support to academic research, and partner with the
pharmaceutical industry for advanced development and production of orphan vaccines and antivi-
ral drugs. All of these efforts will provide more spin-off application to public health than we typ-
ically expect from defense research. Finally, we must demonstrate that we are in this battle for the
long term. Multi-year research grants can help assure completion of technology objectives.

2. Intelligence: human covert intelligence gathering, electronic communication and Internet
monitoring, and advanced data mining must be continually interpreted and refined through com-
puter simulation and "red teaming (opposing teams expert event exercises)" to proactively antic-
ipate future threats. Intelligence for bioterrorism is extremely difficult because of the dual-use
nature and minimal signature of weapons programs. Facilities, equipment and human resources
for the R&D and production of biological agents are not unique. Even weaponization and dis-
semination---especially for the terrorist---can be done with equipment stolen from legitimate
industry. Precursors are not unique, and signatures are non-specific, rapidly diluted or destroyed
in the environment, or nonexistent. Maintaining quality expertise in our intelligence analyst corps
is proving difficult because of competition from industry for our best young scientists...and
because of mundane aspects of the analyst’s job. On the other hand, the "new openness" fostered
by information technologies and the spread of free enterprise biotech throughout the world offer
new options for information data mining. We must not only use these technologies to better
understand the threat worldwide, but to better use human sources that are more plentiful in the era
of increased mobility. Excellent intelligence is key for early threat detection to gauge intent and
capabilities and to perform proper threat assessment. While sources and methods producing intel-
ligence are often classified, the products of a rigorous intelligence program can facilitate both
deterrence and response on the streets of our cities.

Scientific methodology must be applied to the study of terrorism, to develop better theo-
ries regarding the "seeds of terrorism," to improve psychological profiling of terrorist groups, and
to understand how past events may be a prologue to future events. For example, what lessons
may be applied from knowing that former CIA-trained Afghan freedom fighters joined terrorist
groups and that a former U.S. serviceman was convicted for the Oklahoma City bombing? What
political or operational decisions made today may impact our future? How might we have avoid-
ed the recent attack on the USS Cole? Should we require "terrorism impact studies," as we now
require environmental impact studies? Might some of the information sharing that Radio Free
Europe used to fight the iron curtain now be turned to fighting cultures fostering terrorists through
internet and broadband technologies?

3. Medical countermeasures: just as the US has a National Cancer Institute (NCI, under NIH)
to coordinate and sponsor anti-cancer research, there needs to be a focused effort to equip and
update America’s cities (the para is quite a bit broader than just a first responder focus) with test-
ed and proven vaccines, drugs, laboratory tests, treatments, and so forth. Protecting civilians from
bioterrorism is more difficult than protecting a military force. For the force, we can use: (1) active



immunization for some agents; (2) passive immunoprophylaxis and chemoprophylaxis for others;
(3) battlefield detection systems; (4) physical protection (masks); (5) identification and diagnos-
tic tools and methods; (6) decontamination procedures; (7) passive immunotherapy; and (8)
chemotherapy. For an attack on our citizens, our useful countermeasures begin with identifica-
tion and diagnostics and essentially end with chemotherapy (medical treatment).

Identification of the agent used in an attack is of critical importance. Without this, ration-
al post-exposure prophylaxis will be futile. Diagnostic capabilities must be ready in the field,
throughout a network of hospital and government clinical laboratories, and in key national refer-
ence laboratories. Classical and molecular methods must be known and validated. Triage may be
critical to success in therapy for the right subpopulation. Humans exposed, even to replicating
agents, may not have measurable amounts (by current tests) of the agent in their blood or serum
for several days at the earliest, nor will they have a measurable immune response. Yet, humans -
- or domestic animals -- may be the only sentinels at the site of the aerosol attack. Therefore,
methods of preclinical diagnosis and triage tools must be developed.

We must stockpile sufficient antibiotics effective against anthrax, pneumonic plague and
tularemia (as in the CDC’s National Pharmaceutical Stockpile Program). Prolonging the shelf life
of the antibiotics could facilitate this. Today, neither antiviral drugs for smallpox nor vaccines for
the two agents -- smallpox and anthrax -- for which they might be needed post-attack, are avail-
able in sufficient quantities to allow stockpiling. ~We must leverage industry and academic
research for antiviral drugs that target selected threat-agent active sites. We must develop ade-
quate stocks of anthrax and smallpox vaccines. Most experts believe that ventilators are likely to
be in short supply after an attack on a city, with certain of the most lethal classical agents. We
must also prepare for rapid acquisition of necessary equipment and hospital bed space in an emer-
gency. Finally, we must consider and prepare for the potential psychological impact of a biolog-
ical attack on a society frightened by novels, movies and media spin.

Further thought and planning need to be done for a national medical response plan that
could rapidly be deployed in the face of a biological attack affecting 1% or more of a city’s pop-
ulation. The recent terrorism rehearsal ("TOPOFF") in Denver, demonstrated severe strain and
burnout when relying primarily on the medical and nursing staffs of local hospitals. There is a
need for a national consensus on a biological response strategy allocating response preparedness,
to avoid this outcome in the future.

4. Physical countermeasures: continuing efforts to improve biosensors to protect public areas
must be encouraged along with development of other defensive measures such as inexpensive
face masks. Fewer physical countermeasure options exist for the civilian population than for the
military force. At present, technological hurdles (cost, logistical requirements, narrow spectrum
and high false-positive rates) prevent the widespread application of sensor technologies for bio-
logical terrorism. We lack the accurate, self-validating, dynamic sensors that are necessary to
avoid false positive alarms. A clearer delineation of current sensor capabilities versus the real
threat, and an independent test center to test and certify equipment would be useful. Without
timely warning, protective masks seem to have little utility. However, some experts advocate the
development of a simple, inexpensive "bio-only" mask to be carried in automobile, briefcase or



purse. To date, this concept falls below the threshold set by the balance between perceived risk
and benefit to the population. Collective protection by modification of HVAC (heating, ventila-
tion, and air-conditioning) systems in critical public buildings may have utility. Decontamination
of patients, buildings and environmental areas should be considered. It is believed that deconta-
mination following a biological event is less important than following a chemical attack. The true
aerosol that is required for effective dissemination of the non-volatile biological agent might
leave little residual, except around the area of detonation. The agent deposited is thought to be
poorly reaerosolized and subject to inactivation by environmental factors, especially ultra-violet
light.

5. Forensics capability: as we invest money to develop better tests and procedures, we must also
validate them so that we can rely on these experts when making national military responses or in
courts of law. While diagnostic capabilities are paramount in responding medically to an attack,
attribution following a bioterrorist attack will require exquisite forensics capabilities. We must
be capable of quickly dissecting an organism at the molecular level. More importantly, people
who are familiar with the epidemiology and laboratory characteristics of strains and isolates from
around the world, and who work with these agents daily, must do this work. Obtaining the com-
plete genetic fingerprint of an agent used in a biological attack may be a crucial clue for attribu-
tion. It may tell us if this is a natural strain or a bioengineered agent. Forensics may hold the key
to determining whether an outbreak is a natural or manmade event. Even in preparation, what we
learn about the genomes of the biological agents of concern will have application in basic science
and public health.

6. Proactive deterrence: this is a vigilant posture that uses all tools and tactics at its disposal to
aggressively deter and preempt biological terrorism. We must remain alert and aware, never let-
ting down our guard. We must employ all means, including diplomacy, intelligence, detection,
prosecution, and sanctions when indicated. This may also require a political will to retaliate,
which is clearly understood by anyone contemplating such violence (with due respect to U.S. and
international law). The way we respond to the first use of biological agents against our citizens,
even if it is not a mass-casualty event, will likely set the general course for our future interplay
with the biological terrorist. The Israeli model for defense against airline hijacking -- granted a
less complex problem than we face here -- has proven effective: vigilant, integrated, uncompro-
mising and swift. We must take the most extreme measures against known proliferators and users
of biology to harm our citizens; their clear understanding of our resolve will serve as a deterrent.

7. Public health infrastructure: these are our medical first responders, our medical first line of
defense; recent outbreaks like AIDS, West Nile Virus, and Ebola Virus illustrate how important
public health personnel are to future response preparation. Strengthening our public health infra-
structure should be at the forefront in our preparation for defense against bioterrorism. Effective
surveillance programs, improving the laboratory capabilities at state and local levels, teaching and
practicing public health and epidemiology, and enhanced communications and health threat
response systems are all dual-use functions. Not only do they prepare us to better respond to a
human-made outbreak, but to naturally occurring ones as well. The CDC and state health depart-
ments must continue to improve their information networking and sharing. We must develop sur-
veillance systems that can differentiate a slightly increased incidence of disease from "normal"



expected disease rates, yet protect the confidentiality of patients. The current initiative support-
ed by the Public Health and Social Services Emergency Fund for FY2000 is an important start.
As with our biomedical tech base and intelligence programs for biodefense, we must think "long-
term" in supporting our public health infrastructure. It will be cost effective.

8. Interagency collaboration: this can only be improved by strong leadership/structure, sup-
ported by computer simulation exercises and actual practical exercises, to keep the various state
and federal agencies in sync and ready for the future. Preparing to respond to biological terrorism
must involve intelligence, law enforcement and other traditional emergency responders, clinical
and research medical communities, public health, political leadership and the military. It must
involve national, state, regional and local organizations, agencies and officials. As the perceived
threat has mounted and the federal government has responded with funds, bioterrorism defense
has become a growth industry. Yet, no single office with the necessary authority has clearly taken
the lead, either within the Department of Defense or within the federal government. Therefore,
interagency collaboration has become even more important. Vertical (local through national) and
horizontal (across all disciplines) communication and willingness to collaborate are imperative.
Excellent leadership facilitates necessary collaboration. Serious consideration should be given to
selecting a single lead coordinator, possibly modeled on the "Drug Czar." Strong central leader-
ship could seamlessly integrate command, control, communications, computer systems, and intel-
ligence operations, perhaps following a military organizational model with additional responsi-
bility for coordinating medical care for massive casualties that overwhelm local resources. (Some
conferees were satisfied with current federal plans to use the FBI -- a lead federal agency for cri-
sis management -- and FEMA as lead federal agencies for consequence management). Virtual
reality computer simulation technology could aid command and control preparation and training.

9. Educational programs: just as investment in education has contributed to making us the
world leader in technology, it can also benefit the unique field of bioterrorism defense prevention.
Education and training must be given the highest priority. The fundamental need in a hospital or
medical center facing a spike in the patient load following an attack is application of the standard
principles of medicine with which the professional and support staffs are already intimately famil-
iar. However, our health-care providers have not seen the diseases caused by many of the threat
agents. Education and training must include the general characteristics of biological agents ver-
sus chemical agents; clinical presentation, diagnosis, prophylaxis and therapy of the most impor-
tant diseases; sample handling; decontamination and barrier patient care. Training, planning and
drills must prepare physicians and first responder staff for mass-casualty patient management,
respiratory support for unusual numbers of patients, distribution of medications and support of the
local government in vaccination programs. Engineering staffs must be taught to establish impro-
vised containment in patient rooms or suites. Traditional emergency-responders and public and
military leaders must understand rather complex technical and biological issues in order to effec-
tively balance cost and benefit in preparation and response. Application of the knowledge we
already have though education may be the least expensive and the most important thing we can
do as we prepare. There is a need to develop educational modules for professional schools of
medicine, law, and engineering. Special educational efforts should be made for federal and state
elected officials. The conferees urge DOJ to seek sources of funding to dedicate to these efforts.
There is a need for one group to be responsible for monitoring new technology and information



in order to bridge the knowledge gap with emergency responders, so as to keep them fully aware
of new threats, technologies, etc.

10. Complementary programs: we must continually support and seek out less obvious or direct
programs as partners in this war against bioterrorism. In addition to the obvious domestic pre-
paredness initiatives needed, we must continue to be prepared through the military (available to
assist the FBI upon request under current federal plans) or law enforcement, to destroy biologi-
cal weapons whether deployed or in storage. We must have the means to neutralize facilities
wherever they are found. We must seek and support international law that would bring prolifer-
ators to justice. We must seek to enhance communication between scientists internationally,
through cooperative threat reduction programs with states that might threaten us; there are sig-
nificant risks inherent in these programs, but there are huge potential payoffs as well.

11. International cooperation: the fight against terrorism must be worldwide, coordinated, and
ongoing, with every attempt made to resolve potential conflicts that could result in future inci-
dents. While U.S. efforts to strengthen domestic biological warfare response capabilities and pre-
ventive measures are well founded and need expansion, we should consider biological terrorism
a global problem. First, terrorists with biological weapons could emanate from any part the world
and attack U.S. assets at home or abroad. Furthermore, biological terrorists incidents elsewhere
in the world would impact American society by adversely affecting the international economy and
our own sense of security. A holistic global strategy to prevent and to respond to biological ter-
rorism is needed not only to determine what could be done internationally to strengthen preven-
tion, but to lay the groundwork for enhanced international cooperation to this end. (There is ben-
efit in tracing certain individuals and organizations across boarders.) Currently we tend to look
at the problem of biological warfare primarily through our own perspective, though we are coop-
erating with Britain and Canada on WMD issues. [Actually, we are also cooperating with some
others. We could generalize and say "cooperating with allies on WMD issues"] There is every rea-
son to believe that an international effort to identify integrated ways to prevent and respond to
biological incidents would yield new and valuable approaches to deal with the problem. Such a
perspective would also allow the U.S. to better focus its internal measures in light of a global
strategy.

12. New technologies: these must be assessed for potential bioterrorism defensive and offensive
capabilities. We must exploit to the fullest, the phenomenal advances in both biotechnologies and
the cyber- and communication technologies that have occurred in parallel with the changing bio-
logical terrorist threat. Genomics and proteomics are revolutionizing diagnostics, vaccine devel-
opment and drug discovery. These have obvious and wide application for biodefense.
Telemedicine, robotics, virtual reality and simulation, nanotechnology and the Internet and wire-
less communications must be used to replace or augment human capabilities and allow us to
respond more quickly when lives are threatened. If we keep the pressure on those who would use
these breakthroughs for evil -- taking away their freedom through effective intelligence programs
and law enforcement -- we will be more likely to stay steps ahead as we use the technologies for
good, and provide an additional deterrent to the threat. It would be useful to have a lead group
to evaluate new emerging technology, sponsor research and development, and commercialize
proven new technology. Potential future threats go beyond currently considered pathogens and



approaches. As a simple example, binary biological threats of the future might require a priming
agent followed by a second agent (e.g. a vitamin or antibiotic) to initiate a viral infection or can-
cer. New weapons technologies will require a dynamic and responsive approach to domestic pre-
paredness.

Conclusion

Participants in the Program on Emerging Threats Assessment believe that ongoing efforts
such as the Dartmouth College July Conference should be a national priority to regularly update
developments in the area of biological terrorism. A majority agreed that scientific advances, if
not already impacting existing offensive capability, will be more available and applicable over the
next 5 to 25 years. Preparation for biological terrorism affecting agriculture and industry was also
urged. The potential for cyberterrorism to be used in conjunction with a biological event was also
held by some participants to be a present danger meriting further research. It will be critical for
present and future technologies to be applied to response planning. Computer simulators,
telemedicine, and robotics were identified as current technologies that could be added to response
planning over the next 5 years to radically improve our capability to handle such an event. Over
the next 25 years, emerging technologies such as nanotechnology and computer informatics
should improve our detection and response capabilities. Investment, coordination, and leadership
are critical to this effort to defend against the poor person’s nuclear weapon.



Policy in a Borderless World in the 21st Century—
The Role of Emerging Technologies

Joseph Rosen, MD

The mission of this report is to assess the impact of emerging technologies on terrorism.
The connection between technologies and policy can take many forms. The clearest of these is
the influence of emerging technologies that create new threats that will, in turn, influence our
policies. Emerging technologies will also create new tools that will help us prevent and respond
to terrorist threats. In sum, the technologies will impact both our policy and our operational plans;
and given that these changes may affect the US more than other countries, there will be profound
effects on our policy and strategies as a nation.

Strategy is an evolving process that incorporates quantifiable objective factors, and fac-
tors that are unquantifiable and subjective. Operational plans can only succeed when based on
good strategy and policy. If our policies are not adjusted to the realities of a borderless world in
the 21st century, our operational plans will not be capable of responding effectively to new
threats.

Biothreats and cyberthreats inherently are ideal weapons in a borderless world. A world
that is shifting from distinct borders to a global environment — both with respect to our physical
borders for biothreats, and to our borders in cyberspace for cyberthreats. They both easily cross
their respective physical- and cyberborders. They are relatively inexpensive compared to explo-
sive, nuclear, and chemical weapons with respect to the damage they can cause. Most important-
ly, they can replicate themselves and spread again across borders in their respective worlds. They,
in some special cases, will be strategic weapons and could potentially undermine the very fabric
of our society.

The US counterterrorist policies are based on what we believe to be a rapidly shifting
trend in global terrorism. (Patterns of Global Terrorism 1999 — United States Department of State
—April 2000). This trend is based on a shift from state sponsored international terrorism to "loose-
ly organized, international networks of terrorists." We have made strong efforts to eliminate the
safehavens in which these terrorists and their groups operate. This policy is based on a notion that
we can in the future isolate terrorists and create a boundary between their threat and ourselves.
This 1s even more difficult with respect to domestic terrorist organizations, groups, and individu-
als. In the 21st century emerging technologies have made it very difficult to keep our borders safe,
whether these borders are physical or in cyberspace.

Strategy and policy are based on variables that are often unique to each nation. These
include geography, history, economic factors, the organization of government and military insti-
tutions, and finally religions, ideology and culture. The modern US has very unique factors com-
pared to many other nations. Although we will not go into all of these factors, a key factor we will



emphasize is geography. It is through geography that we will show how dramatically the land-
scape of the 21st century will be altered from our 20th century position. Many of these changes
have already been put into place, more will come by 2005, and by 2025 we expect that dramatic
changes will have occurred that will severely stress our ability to protect our borders and at the
same time preserve our present position in the world.

With the fall of the Berlin Wall, and the end of the Cold War, we have seen a shift to a bor-
derless world in which boundaries, walls, and isolation are more difficult to achieve.
For almost one-half century we had strategies and policies based on a world of definitive borders.
These strategies and policies may no longer be valid. Information technologies played a key role
in removing this wall even before it was physically torn down. Biotechnologies have created
weapons that easily cross our physical borders, just as information technologies have created
weapons that easily cross our cyberspace.

This transition from a world with borders to a world without borders affects both our phys-
ical world and the world of cyberspace. Although we would like to base our strategy on creating
a border between ourselves and our threats, this notion of isolation geographically, and isolation
within cyberspace may not be an achievable goal in the 21st century. We may apply many tech-
nologies to achieve a safe and secure border but emerging technologies that penetrate this wall
will continue to advance more rapidly than our emerging technologies to respond to them.

Presidential Decision Directives 62 and 39 can be summarized as the US policy of coun-
terterrorism:

Our policy has four main elements:
- First, make no concessions to terrorists and strike no deals
- Second, bring terrorists to justice for their crimes
- Third, isolate and apply pressure on states that sponsor terrorism to force them to
change their behavior
- Fourth, bolster the counterterrorist capabilities of those countries that work with
the United States and require assistance"

We believe that this is a strong policy and operationally is being increased to encompass
the threat of weapons of mass destruction. However, key to this policy is a world with borders.
America s policies have been heavily based on the ability to isolate an enemy and defeat them
offshore or in their own homeland, not within the continental US.

Geographically, we have been isolated and protected from direct attack. Our defense has
been based on our isolation with the Atlantic Ocean on our east and the Pacific Ocean on our west.
We have not been faced with invasion, but have been able to fight our wars on the sea or on dis-
tant shores (George Baer, Strategy 1890-1990). We have been protected by our military through
a strong Navy, Army, and more recently, air superiority. In the 21st Century the global environ-
ment requires new strategies and policies to effectively control an enemy that is transnational and



is willing to use terrorist means, including weapons of mass destruction, to achieve their goals.

Technologies that were once expensive and only available to a few are now inexpensive
and ubiquitous. This has created both a cyberspace and physical space that the US shares with
other nations, groups, and individuals. With the loss of this geographic isolation, we will have to
dramatically alter our policy and strategy to effectively protect us from new weapons based on
emerging technologies that can be disseminated widely and cross our old borders with impunity.

We have included an overview paper on US policy in the future by Rafael Perl. Also
included in our reading list is reference to a Report to Congress on International Terrorism: A
Compilation of Major Laws, Agreements, and Executive Documents, dated July 2000 (Patterns
of Global Terrorism 1999 — United States Department of State — April 2000). In addition, we have
referenced other recent documents for review. We also recommend the National Committee
Report on Terrorism that reveals a trend to more violent attacks with a greater number of casual-
ties.

In our edited volume we have included a number of papers from the congressional
research service. These papers chronicle a decade of escalating events in terrorism. They include
coordinated attacks and attacks on strategic targets. The attacks show no boundaries with respect
to whether they attack the US on foreign soil, in transit or in the continental US. At some point a
threshold may be reached where our present policies will not protect us from the use of a weapon
of mass destruction.

The goal of this report is to create a process that will enable policy makers, operational
players, and technologists to work together to evolve a strategy that may reverse this escalating
trend. This is not to say that there are not effective present methods to accomplish this. It is to say
however that emerging technologies in virtual reality and training can be used in new ways to
address this issue of counterterrorist policy and strategy and connect it directly to operational
plans, emerging threats and responses and specific scenarios.

In the past, we have been able to adapt as a nation to changes in the world. In the 21st cen-
tury, we are faced with changes that will test America both with respect to how we define our-
selves geographically and how we define our freedoms for our citizens. Terrorism tests our bor-
ders in both these areas. A 21st century America no longer has fixed physical borders or borders
in cyberspace that can be protected in conventional ways. A 21st century America must protect
the freedom of its citizens and yet at the same time restrict the freedom of others to prevent ter-
rorist acts.

This report provides a technical view of strategy and policy. It recommends a compre-
hensive environment in which to create new strategies and policies. It states that technologies,
both as threats and responses, will play an ever-increasing role in our society s security. The fab-
ric of our society depends upon both a free and safe America. This will be a formidable task for
future policy and strategy formation.



Terrorism, the Future, and U.S. Foreign Policy

Raphael F. Perl

Summary

International terrorism threatens U.S. foreign and domestic security and compromises a
broad range of U.S. foreign policy goals. This issue briefly examines emerging international ter-
rorist threats and the U.S. policy response. Available policy options range from diplomacy, inter-
national cooperation and constructive engagement to economic sanctions, covert action, physical
security enhancement, and military force.

Throughout successive administrations, a key element of stated U.S. policy has remained:
no concessions to terrorism. Recent willingness by such groups as the PLO, and IRA to moder-
ate behavior may indicate success of this policy. In this context, current U.S., British, and Israeli
policies of engagement with such groups is seen by many as a response to changing circum-
stances.

Dramatic events, such as the Oklahoma City, World Trade Center, and U.S. embassy
bombings in Kenya and Tanzania, as well as the Tokyo subway gas attack, have brought the issue
of terrorism to the forefront of American public interest. These specific occurrences raise ques-
tions as to whether U.S. policy and organizational mechanisms are adequately focused to combat
what may be a new brand of terrorist: one who does not work for any established organization
and who is not an agent of any particular state sponsor, yet has access to the most lethal weapon-

ry.

Formal definitions of terrorism do not include terrorist activity for financial profit or ter-
rorists motivated by religious goals. Non-traditional harm such as computer "violence" may not
be included either. Such activity may well be on the rise, and policy and organizational mindsets
geared to deal with terrorism as politically motivated and violent behavior may limit our ability
to combat new and expanding forms of terrorism.

Terrorist access to chemical, biological, or nuclear weaponry raises the specter of mass-
casualty attacks. Faced with such prospects, governments are increasingly likely to consider uti-
lizing covert operations to protect their citizenry.

In light of the shifting nature and enhanced intensity of the new terrorist threat, some ana-
lysts believe a comprehensive review of U.S. terrorism policy, organizational structure, and pre-
paredness to respond to major terrorist incidents in the United States is desirable. PDD 62, which
established a terrorism coordinator at the National Security Council (NSC), may take much of the
terrorism decision-making process out of the realm of congressional oversight as NSC members
do not generally testify on the Hill.

Radical Islamic fundamentalist groups pose a major terrorist threat to U.S. interests and
friendly regimes. Nations facing difficult challenges include Algeria, Bahrain, Egypt, Israel,



Jordan, Pakistan, and to a lesser degree, Russia and Saudi Arabia. One of the seven states on the
State Department’s terrorism list, Iran, is seen as the most active state sponsor. Iran has been
aggressively seeking nuclear weapons technology. Sanctions have not deterred such activity to
any meaningful degree. Some see utility in an informal "watch-list" of nations not currently qual-
ifying for inclusion on the terrorism list. See also: CRS Report 98-733, Terrorism: U.S.Response
to Bombings in Kenya andTanzania: A New Policy Direction?

Background Analysis

In recent years, terrorism has been primarily viewed as an international and foreign poli-
cy issue. Numerous acts of state-sponsored terrorists and of foreign-based groups have given sup-
port to this notion. While U.S. policies, citizens, and interests are prime targets for international
terrorism in 1999 approximately 52%, up from 40% in 1998, of all terrorist incidents world-
wide were committed against U.S. citizens or property according to the U.S. Department of State,
and the vast majority of those acts took place on foreign soil. Although terrorism may be inter-
nationally motivated, financed, supported or planned, on the receiving end, all terrorism is local.
Thus, US public perception of terrorism as primarily an overseas issue may be changing with the
bombings of the Trade Center in New York and the Federal Building in Oklahoma City. The pre-
dominant method of attack during 1999 was bombing (roughly one-half); the most common tar-
gets were business related.

On May 1, 2000, the Department of State released its Patterns of Global Terrorism report
(Patterns 1999). In 1999, casualties associated with terrorism worldwide were significantly down
from 1998 data. The report indicates that worldwide deaths from terrorist incidents are down
roughly threefold from 1998 (from 741 to 233) and the number of wounded was down roughly
eightfold from 5,952 to 706. In terms of deaths by region, Asia ranked first; Africa, second; and
the Middle East, third. In terms of wounded by region, Asia ranked first, Africa, second, and the
Middle East , third as well. In 1998, Africa was highest in both the number of dead and wound-
ed by terrorism; Asia was in second place. In 1999, the number of attacks rose in all regions of
the world except the Middle East.

Both timing and target selection by terrorist groups has produced significant political and
economic impact on phenomena such as the Middle East peace process and tourism in nations
such as Egypt. Some analysts have expressed concern that radical Islamic groups may seek to
exploit economic and political instabilities in Saudi Arabia. Other potential target nations of such
groups include Algeria, Bahrain, Egypt, India, Jordan, Turkey, and Pakistan. Patterns 1999 sug-
gests that a decline in state sponsorship of terrorism has moved terrorism eastward from Libya,
Syria, and Lebanon to South Asia. The result: more U.S. policy focus on Usama bin Laden and
the alliance of groups operating out of Afghanistan with the acquiescence of the Taliban. A heavy
area of focus remains the ability of terrorists to raise funds through non-state sources, often
through charitable contributions, kidnaping, and drug trafficking.

Patterns 1999 cited North Korea, Cuba, and Syria as possible candidates for removal from
the list of state sponsors of terrorism (see CRS Report RL30613, North Korea: Terrorism List
Removal?). Iran, despite political changes in 1999, is again listed as the most active state spon-
sor of international terrorism. Iran and Syria were cited for supporting regional terrorist groups,
and Lebanon was cited as a key safe haven. Concern was expressed by Russia and Chechnya’s



neighbors that increased radicalization of Islamist populations would encourage violence and
spread instability elsewhere in Russia and beyond. Though not added to the list, Afghanistan and
Pakistan were singled out as major sites of terrorist activity.

The bombings of U.S. Embassies in East Africa, of the N.Y. World Trade Center, and of
the Jewish cultural center in Buenos Aires may indicate a trend to inflict higher casualties on what
are generally less protected civilian targets. It appears that state-sponsored terrorism is decreas-
ing significantly as, in a post-Cold War era, groups find it harder to obtain sponsors and rogue
states are less willing to risk exposure to broad based and severe international sanctions. In this
environment, access to private sources of funding for terrorist enterprises becomes critical.

International terrorism is recognized as a threat to U.S. foreign and domestic security; it
also undermines a broad range of U.S. foreign policy goals. Terrorism erodes international sta-
bility, a major foreign and economic policy objective for the United States. Terrorist groups often
seek to destabilize or overthrow governments, sometimes democratically elected or friendly

governments, and such groups often draw their support from public discontent over the per-
ceived inability of governments to deliver peace, security, and economic prosperity. Efforts by
governments to enhance national or regional economic development and stability may become
the object of particularly virulent attack. In this regard, and because of their avowed goals to
overthrow secular regimes in countries with large Muslim populations, extremist Islamic funda-
mentalist groups, and Iran s support for such groups, are seen as a major threat to U.S. foreign
policy goals and objectives.

Definitions

There is no universally accepted definition of international terrorism. One definition
widely used in U.S. government circles, and incorporated into law, defines international terrorism
as terrorism involving the citizens or property of more than one country. Terrorism is broadly
defined as politically motivated violence perpetrated against noncombatant targets by subnation-
al groups or clandestine agents. A terrorist group is defined as a group which practices or which
has significant subgroups which practice terrorism (22 U.S.C. 2656f). One potential shortfall of
this traditional approach is its focus on groups and group members and exclusion of individual
(non-group organized) terrorist activity which has recently risen in frequency and visibility.
Another possible weakness of these standard definitions is the criteria of violence in a tradition-
al form. Analysts pointing to "virus" sabotage incidents warn that terrorist s acts could include
more sophisticated forms of destruction and extortion such as disabling a national infrastructure
by penetrating vital computer software.

Current definitions of terrorism all share one common element: politically motivated
behavior. Such definitions do not include violence for financial profit or religious motivation.
The rapid growth of transnational criminal organizations and the growing range and scale of such
operations could well result in their use of violence to achieve objectives with financial profit as
the driving motivation. Thus, although the basic assumption today is that all terrorist acts are
politically motivated, some are driven by other factors, and this number may grow in light of
expanding international criminal activity and an increasing number of extremist acts carried out
in the name of religious and cultural causes. A new approach might focus more on defining ter-
rorist acts, giving less emphasis to the motivation behind the acts.



U.S. Policy Response

Framework

Past administrations have employed a range of options to combat international terrorism,
from diplomacy and international cooperation and constructive engagement to economic sanc-
tions, covert action, protective security measures, and military force. The application of sanctions
is one of the most frequently used tools of U.S. policymakers. Governments supporting interna-
tional terrorism (as identified by the Department of State) are prohibited from receiving U.S. eco-
nomic and military assistance. Export of munitions to such countries is foreclosed, and restric-
tions are imposed on exports of "dual use" equipment such as aircraft and trucks.

Throughout successive administrations, U.S. policy as publicly stated has remained: no
concessions to terrorists, the U.S. government will not pay ransoms, release prisoners, change its
policies, nor agree to other acts that might encourage additional terrorism. Practice, however, has
not always been so pure. Recent U.S. and Israeli overtures to the PLO, and recent U.S. and
British approaches to the IRA clearly appear to reflect some change in approach as such groups
begin to moderate their behavior.

Most experts agree that the most effective way to fight terrorism is to gather as much intel-
ligence as possible, disrupt terrorist plans and organizations before they act, and organize multi-
national cooperation against terrorists and countries that support them. The U.N.’s role in man-
dating sanctions against Libya for its responsibility in the 1988 Pan Am 103 bombing was sig-
nificant as the first instance when the world community imposed sanctions against a country in
response to its complicity in an act of terrorism. Several factors made the action possible. First,
terrorism has touched many more countries in recent years, forcing governments to put aside
parochial interests. (Citizens from over 30 countries have reportedly died in Libyan-sponsored
bombings.) Second, the end of the Cold War has contributed to increased international coopera-
tion against terrorism. And third, U.S. determination to punish terrorist countries, by military
force in some instances, once their complicity was established, was a major factor spurring other
countries to join U.N.-sponsored action.

In the past, governments have often preferred to handle terrorism as a national problem
without outside interference. Some governments were also wary of getting involved in others
battles and possibly attracting additional terrorism in the form of reprisals. Others were reluctant
to join in sanctions if their own trade interests might be damaged or they sympathized with the
perpetrator s cause. Finally, there is the persistent problem of extraditing terrorists without aban-
doning the long-held principle of asylum for persons fleeing persecution for legitimate political,
or other activity.

Dilemmas

In their desire to combat terrorism in a modern political context, nations often face con-
flicting goals and courses of action: (1) providing security from terrorist acts, i.e. limiting the
freedom of individual terrorists, terrorist groups, and support networks to operate unimpeded in
a relatively unregulated environment; versus (2) maximizing individual freedoms, democracy,
and human rights. Efforts to combat terrorism are complicated by a global trend towards deregu-



lation, open borders, and expanded commerce. Particularly in democracies such as the United
States, the constitutional limits within which policy must operate are often seen to conflict direct-
ly with a desire to secure the lives of citizens against terrorist activity more effectively.

Another dilemma for policymakers is the need to identify the perpetrators of particular
terrorist acts and those who train, fund, or otherwise support or sponsor them. Moreover, as the
international community increasingly demonstrates its ability to unite and apply sanctions against
rogue states, states will become less likely to overtly support terrorist groups or engage in state
sponsored terrorism.

Today a non-standard brand of terrorist may be emerging: individuals who do not work
for any established terrorist organization and who are apparently not agents of any state sponsor.
The worldwide threat of such individual or "boutique" terrorism, or that of "spontaneous" terror-
ist activity such as the bombing of bookstores in the United States after Ayatollah Khomeini’s
death edict against Salman Rushdie, appears to be on the increase. Thus, one likely profile for
the terrorist of the 21st century may well be a private individual not affiliated with any established
group. Another profile might be a group-affiliated individual acting independently of the group,
but drawing on other similarly minded individuals for support. Because U.S. international count-
er-terrorism policy framework is sanctions-oriented, and has traditionally sought to pin responsi-
bility on state-sponsors, some policy realignment may be required.

Another problem surfacing in the wake of the number of incidents associated with Islamic
fundamentalist groups is how to condemn and combat such terrorist activity, and the extreme and
violent ideology of specific radical groups, without appearing to be anti-Islamic in general. A
desire to punish a state for supporting international terrorism may also be subject to conflicting
foreign policy objectives.

Policy Tools

The U.S. government has employed a wide array of policy tools to combat international
terrorism, from diplomacy and international cooperation and constructive engagement to eco-
nomic sanctions, covert action, protective security measures, and military force.

Diplomacy/Constructive Engagement. Most responses to international terrorism
involve use of diplomacy in some form as governments seek cooperation to apply pressure on ter-
rorists. One such initiative was the active U.S. role taken in the March 1996 Sharm al-Sheikh
peacemaker/anti-terrorism summit. Another is the ongoing U.S. effort to get Japan and major
European nations to join in U.S. trade and economic sanctions against Iran. Some argue that
diplomacy holds little hope of success against determined terrorists or the countries that support
them. However, diplomatic measures are least likely to widen the conflict and therefore are usu-
ally tried first.

In incidents of international terrorism by subnational groups, implementing a policy
response of constructive engagement is complicated by the lack of existing channels and mutual-
ly accepted rules of conduct between governmental entities and the group in question. In some
instances, as was the case with the PLO, legislation may specifically prohibit official contact with
a terrorist organization or its members. Increasingly, however, governments appear to be pursu-



ing policies which involve verbal contact with terrorist groups or their representatives.

The media remain powerful forces in confrontations between terrorists and governments.
Appealing to, and influencing, public opinion may impact not only the actions of governments
but also those of groups engaged in terrorist acts. From the terrorist perspective, media coverage
is an important measure of the success of a terrorist act or campaign. And in hostage type inci-
dents, where the media may provide the only independent means a terrorist has of knowing the
chain of events set in motion, coverage can complicate rescue efforts. Governments can use the
media in an effort to arouse world opinion against the country or group using terrorist tactics.
Public diplomacy and the media can be used to mobilize public opinion in other countries to pres-
sure governments to take action against terrorism. An example would be to mobilize the tourist
industry to pressure governments into participating in sanctions against a terrorist state. See CRS
Report 97-960, Terrorism, The Media, and the Government: Perspectives, Trends, and Options for
Policymakers.

Economic Sanctions. In the past, use of economic sanctions was usually predicated upon
identification of a nation as an active supporter or sponsor of international terrorism. On August
20, 1998, President Clinton signed an executive order freezing assets owned by Saudi-born
Islamic terrorist leader Osama bin Laden, specific associates, and their self-proclaimed Islamic
Army Organization, and prohibiting U.S. individuals and firms from doing business with them.
Previously, the Clinton Administration had frozen the assets of 12 alleged Middle East terrorist
organizations and 18 individuals associated with those organizations. On October 8, 1997, the
State Department released a list of 30 foreign terrorist organizations. As of October 1999, the
number of organizations on this list stood at 28. The 1996 Antiterrorism and Effective Death
Penalty Act makes it a crime to provide support to these organizations, and their members shall
be denied entry visas into the United States.

On August 10, 1999, the United States froze the assets of Afghanistan’s national airline
under sanctions designed to punish the Taliban movement for harboring bin Laden. Apprehension
of bin Laden remains a publically announced top priority for the U.S. counter-terrorism commu-
nity, despite suggestions from some that such policy focus overstates his importance, aids his
recruitment efforts, neglects other foreign policy and national security priorities, and diverts
resources from other counter-terrorism areas where they are badly needed. In related develop-
ments, on July 6, 1999, the United States banned trade with parts of Afghanistan controlled by the
Taliban.

Economic sanctions fall into six categories: restrictions on trading, technology transfer,
foreign assistance, export credits and guarantees, foreign exchange and capital transactions, and
economic access. Sanctions may include a total or partial trade embargo, embargo on financial
transactions, suspension of foreign aid, restrictions on aircraft or ship traffic, or abrogation of a
friendship, commerce, and navigation treaty. Sanctions usually require the cooperation of other
countries to make them effective, and such cooperation is not always forthcoming.

The President has a variety of laws at his disposal, but the broadest in its potential scope
is the International Emergency Economic Powers Act. The Act permits imposition of restrictions
on economic relations once the President has declared a national emergency because of a threat



to the U.S. national security, foreign policy, or economy. While the sanctions authorized must
deal directly with the threat responsible for the emergency, the President can regulate imports,
exports, and all types of financial transactions, such as the transfer of funds, foreign exchange,
credit, and securities, between the United States and the country in question. Specific authority
for the Libyan trade embargo is in Section 503 of the International Trade and Security Act of
1985, while Section 505 of the Act authorizes the banning of imports of goods and services from
any country supporting terrorism.

Other major laws that can be used against countries sponsoring terrorism are the Export
Administration Act, Arms Export Control Act, and foreign assistance legislation. The Export
Administration Act (Section 6(j)) allows the President to regulate export of dual use technology
and prohibit or curtail the export of critical technology or other technological data. U.S. sales of
technology, particularly high technology processes, have been considerable, and sales restrictions
or prohibitions are known to have put pressure on states reluctant to control terrorism. Under this
Act, exports of various sensitive articles to terrorism-list states are strictly controlled or prohibit-
ed because of their support of terrorism. The Arms Export Control Act authorizes the President
to restrict the sale of defense articles and restrict or suspend defense services to states fostering
terrorism. Foreign assistance authorization and appropriations acts deny foreign aid to countries
supporting terrorism and require the U.S. to vote against loans to such countries in the multilat-
eral developments banks. Country specific export control restrictions on munitions list items and
dual use equipment apply to Iraq and Iran and are found in the Iraq Sanctions Act (Section 586
of PL. 101-513). More recently, Executive Orders 12957 and 12959 prohibit U.S. development
of Iran’s oil industry and U.S. exports to and imports from, Iran, as well as third country reexport
of U.S. products to the Islamic Republic. P.L. 104-172, the 1996 Iran Oil Sanction s Act, pro-
hibits U.S. trade with companies that invest more than $40 million in Iran’s or Libya’s petroleum
development, or with companies not complying with U.N. mandated embargoes on sales of oil
equipment to Libya. On March 17, 2000, Secretary of State, Albright, announced suspension of a
ban on imports of Iranian pistachio nuts, caviar, and carpets a move seen as a gesture to
Iranian reformers and their supporters.

P.L. 104-132 prohibits the sale of arms to any country the President certifies is not coop-
erating fully with U.S. anti-terrorism efforts. The seven terrorist list countries and Afghanistan
are currently on this list. Sections 325 and 326 of this law also require that aid be withheld to any
country providing lethal military aid to countries on the terrorism list.

On July 6, 1999, President Clinton issued an executive order imposing sanctions against
the Taliban and on October 15, 1999, the U.N. Security Council unanimously adopted a resolu-
tion imposing limited sanctions against the Taliban. The Council demanded that the Taliban turn
over alleged Saudi terrorist suspect Usama bin Laden to a country where he will be effectively
brought to justice. Sanctions called for include: (1) denying aircraft landing and takeoffs to and
from Taliban controlled territory; and (2) freezing funds and financials resources from Taliban
owned or controlled undertakings.

The United States can suspend airline service to and from a nation or deny entry to ter-
rorists and their supporters. In 1978, the United States joined with West Germany, Canada,
Britain, France, Italy, and Japan in declaring a willingness to suspend commercial airline service



between any of those countries and any country harboring hijackers. Recently, efforts have been
made to sanction third-party countries for trading with an already sanctioned country.

Covert Action. Intelligence gathering, infiltration of terrorist groups and military opera-
tions involve a variety of clandestine or so called "covert" activities. Much of this activity is of
a passive monitoring nature. A more active form of covert activity occurs during events such as
a hostage crisis or hijacking when a foreign country may quietly request advice, equipment, or
technical support during the conduct of operations, with no public credit to be given to the pro-
viding country.

Some nations have periodically gone beyond monitoring or covert support activities and
resorted to unconventional methods beyond their territory for the express purpose of neutralizing
individual terrorists and/or thwarting preplanned attacks. Examples of activities might run the
gamut from intercepting or sabotaging delivery of funding or weapons to a terrorist group, to seiz-
ing and transporting a wanted terrorist to stand trial for assassination or murder. Arguably, such
activity might be justified as preemptive self-defense under Article 51 of the U.N. charter. On the
other hand, it could be argued that such actions violate customary international law. Nevertheless,
a July 1989 memorandum by the Department of Justice’s Office of Legal Counsel advises that the
President has the authority to violate customary international law and can delegate such authori-
ty to the Attorney General level, should the national interest so require.

Assassination is specifically prohibited by U.S. Executive Order (most recently, E.O.
12333), but bringing of wanted criminals to the United States for trial is not. There exists an
established U.S. legal doctrine that allows an individual’s trial to proceed regardless of whether
theperson is forcefully abducted from another country, or from international waters or airspace.
For example, Fawaz Yunis, a Lebanese who participated in the 1985 hijacking of a Jordanian air-
liner, with two Americans among its 70 passengers, was lured aboard a yacht in international
waters off the coast of Cyprus in 1987 by federal agents, flown to the United States for trial, and
convicted.

Experts warn that bringing persons residing abroad to U.S. justice by means other than
extradition or mutual agreement with the host country, i.e., by abduction and their surreptitious
transportation, can vastly complicate U.S. foreign relations, perhaps jeopardizing interests far
more important than "justice," deterrence, and the prosecution of a single individual. For exam-
ple, the abduction of a Mexican national in 1990 to stand trial in Los Angeles on charges relating
to torture and death of a DEA agent led to vehement protests from the government of Mexico, a
government subsequently plagued with evidence of high level drug related corruption.
Subsequently, in November 1994, the two countries signed a treaty to Prohibit Transborder
Abductions. Notwithstanding the unpopularity of such abductions in nations that fail to appre-
hend and prosecute those accused, the "rendering" of such wanted criminals to U.S. courts is per-
mitted under limited circumstances by a January 1993 Presidential Decision Directive issued
under the Bush Administration, and reaffirmed by President Clinton. Such conduct, however,
raises prospects of other nations using similar tactics against U.S. citizens.

Although conventional explosives specifically car bombs appear to be the terrorism
weapon of choice, the world is increasingly moving into an era in which terrorists may gain



access to nuclear, chemical, or biological weaponry. Faced with the potential of more frequent
incidents and higher conventional casualty levels, or a nuclear or biological holocaust, nations
may be more prone to consider covert operations designed to neutralize such threats.

Rewards for Information Program. Money is a powerful motivator. Rewards for infor-
mation have been instrumental in Italy in destroying the Red Brigades and in Colombia in appre-
hending drug cartel leaders. A State Department program is in place, supplemented by the avia-
tion industry, offering rewards of up to $4 million to anyone providing information that would
prevent or resolve an act of international terrorism against U.S. citizens or U.S. property, or that
leads to the arrest or conviction of terrorist criminals involved in such acts. This program was at
least partly responsible for the arrest of the Unabomber, of Ramzi Ahmed Yousef, the man
accused of masterminding the World Trade Center bombing, and of the CIA personnel shooter,
Mir Amal Kansi. The program was established by the 1984 Act to Combat International Terrorism
(P.L. 98-533), and is administered by State’s Diplomatic Security Service. Rewards over
$250,000 must be approved by the Secretary of State. The program can pay to relocate inform-
ants and immediate family who fear for their safety. The 1994 "crime bill" (P.L. 103-322) helps
relocate aliens and immediate family members in the U.S. who are reward recipients. Expanded
participation by the private sector in funding and publicizing such reward programs has been sug-
gested by some observers.

Extradition/Law Enforcement Cooperation. International cooperation in such areas as
law enforcement, customs control, and intelligence activities is an important tool in combating
international terrorism. One critical law enforcement tool in combating international terrorism is
extradition of terrorists. International extradition traditionally has been subject to several limita-
tions, including the refusal to extradite for political or extraterritorial offenses and the refusal of
some countries to extradite their nationals. The United States has been encouraging the negotia-
tion of treaties with fewer limitations, in part as a means of facilitating the transfer of wanted ter-
rorists. Because much terrorism involves politically motivated violence, the Department of State
has recently sought to curtail the availability of the political offense exception, found in many
extradition treaties, to avoid extradition.

Military Force. Although not without difficulties, military force, particularly when
wielded by a superpower such as the United States, can carry substantial clout. Proponents of
selective use of military force usually emphasize the military’s unique skills and specialized
equipment. The April 1986 decision to bomb Libya for its alleged role in the bombing of a
German discotheque exemplifies use military force. Other examples are: (1) the 1993 bombing of
Iraq’s military intelligence headquarters by U.S. forces in response to Iraqi efforts to assassinate
former president George Bush during a visit to Kuwait, and (2) the August 1998 missile attacks
against bases in Afghanistan and a chemical production facility in Sudan.

Concerns about a terrorist threat prompted an extensive buildup of the military’s counter-
terrorist organization. A special unit known as "Delta Force" at Fort Bragg, NC, has been organ-
ized to perform anti-terrorist operations when needed. Details about the unit are secret, but esti-
mates are that it has about 800 assigned personnel.

Use of military force presupposes the ability to identify a terrorist group or sponsor and



its location, knowledge often unavailable to law enforcement officials. Risks of military force
include: (1) military casualties or captives; (2) foreign civilian casualties; (3) retaliation and esca-
lation by terrorist groups; (4) holding the wrong parties responsible; (5) sympathy for the "bul-
lied" victim; and (6) perception that the U.S. ignores rules of international law.

P.L. 104-264 includes a sense of the Senate statement that if evidence suggests "beyond a
clear and reasonable doubt" that an act of hostility against any U.S. citizen was a terrorist act
sponsored, organized, condoned or directed by any nation, then a state of war should be consid-
ered to exist between the United States and that nation.

International Conventions. To date, the United States has joined with the world com-
munity in developing all of the major anti-terrorism conventions. These conventions impose on
their signatories an obligation either to prosecute offenders or extradite them to permit prosecu-
tion for a host of terrorism-related crimes including hijacking vessels and aircraft, taking
hostages, and harming diplomats. An important new convention not yet in force is the
Convention for the Marking of Plastic Explosives. Implementing legislation is in P.L. 104-132.
On December 8, 1999, the U.N. General Assembly adopted the Anti-Terrorism Financing
Convention that grew out of G-8 nation endeavors to combat terrorist financing.

Potential Tools

An International Court for Terrorism. Each year bills are introduced urging that an
international court be established, perhaps under the U.N., to sit in permanent session to adjudi-
cate cases against persons accused of international terrorist crimes. The court would have broad
powers to sentence and punish anyone convicted of such crimes. Critics point out many admin-
istrative and procedural problems associated with establishing such a court and making it work,
including jurisdictional and enforcement issues. An International Court of Justice in the Hague
exists, but it deals with disputes between states, and lacks compulsory jurisdiction and enforce-
ment powers.

Media Self-Restraint. For some, the term "media self-restraint" is an oxymoron; the
sensational scoop is the golden fleece and dull copy is to be avoided. While some of the media
struggle to maintain objectivity, they are occasionally manipulated into the role of mediator and
often that of publicist of terrorist goals. Though not an international incident, the publication of
the Unabomber’s "manifesto" illustrated this. Notably, there have been attempts by the media to
impose its own rules when covering terrorist incidents. Standards established by the Chicago
Sun-Times and Daily News include paraphrasing terrorist demands to avoid unbridled propagan-
da; banning participation of reporters in negotiations with terrorists; coordinating coverage
through supervising editors who are in contact with police authorities; providing thoughtful,
restrained, and credible coverage of stories; and allowing only senior supervisory editors to deter-
mine what, if any, information should be withheld or deferred. Such standards are far from uni-
formly accepted. In an intensely competitive profession consisting of a multinational worldwide
press corps, someone is likely to break the story. See CRS Report 97-960, Terrorism, the Media,
and the Government: Perspectives, Trends and Options for Policymakers.

Policy Reform
On June 5, 2000, the National Commission on Terrorism (NTC), a congressionally man-



dated bi-partisan body, issued its report which included a blueprint for U.S. counterterrorism pol-
icy with both policy and legislative recommendations.

The NTC report is likely to stimulate strong congressional interest in counterterrorism
policy when the 107th Congress convenes in January 2001. Likely areas of focus are (1) a more
proactive counterterrorism policy; (2) a stronger state sanctions policy; and (3) a more cohe-
sive/better coordinated U.S. federal counterterrorism policy. (See CRS Report RS20598,
National Commission on Terrorism Report: Background and Issues for Congress.)

U.S. Organization and Program Response

The chain of command on anti-terrorism planning runs from the President through the
National Security Council, a representative of which chairs a senior interagency Terrorism
Security Group (TSG). The State Department is designated the lead agency for countering ter-
rorism overseas; the Justice Department’s Federal Bureau of Investigation (FBI) is the lead
agency for domestic terrorism; and the Federal Aviation Administration is the lead for hijackings
when a plane’s doors are closed. These roles were reaffirmed by Presidential Decision Directive
(PDD) No. 39 in June 1995. PDD 62 (Protection Against Unconventional Threats) and PDD 63
(Critical Infrastructure Protection) of May 22, 1998: (1) established within the NSC a National
Coordinator for Security, Infrastructure Protection, and Counterterrorism who also provides
"advice" regarding the counterterrorism budget; (2) established within the NSC two Senior
Directors who report to the National Coordinator one for infrastructure protection and one for
counterterrorism; (3) established a new inter-agency working group primarily focused on domes-
tic preparedness for WMD incidents; and (4) laid out the architecture for critical infrastructure
protection. Intelligence information among the various agencies is coordinated by an Intelligence
Committee, and chaired by a representative of the CIA. An important policy question is whether
current organizational structure brings excessive focus on state-sponsored actions at the expense
of attention on so-called "gray area" terrorist activity (i.e., terrorist activity not clearly linked to
any perpetrator, group, or supporting/sponsoring nation). In light of recent trends in terrorist
activity, some suggest that an independent comprehensive review of counter-terrorism policy,
organizational structure, and preparedness to respond to major terrorist incidents in the United
States is warranted. Whether PDD 62, by establishing a national terrorism coordinator at the NSC,
takes too much of the terrorism decisionmaking process out of the realm of congressional over-
sight is another issue as NSC members generally do not testify before Congress.

A number of Administration programs focus specifically on combating international ter-
rorism. They include the Department of State’s: (1) Anti-Terrorism Assistance Program (ATA);
(2) Counter-Terrorism Research and Development Program; and (3) Diplomatic Security
Program. The DOD Authorization Act (Title XIV) for FY1997 (P.L. 104-201) seeks to ensure
DOD assistance to federal, state, and local officials in responding to biological, chemical, and
nuclear emergencies.

On January 22, 1999, President Clinton announced a $10 billion initiative to address ter-
rorism. Included were $1.4 billion to protect against chemical and biological terrorism and $1.46
billion to protect critical systems from cyber and other attacks.



Anti-Terrorism Assistance Program

The State Department’s anti-terrorism assistance program provides training and equip-
ment to foreign countries to help them improve their anti-terrorism capabilities. More than
20,000 individuals from 100 countries have received training since the program’s inception in
1983 in such skills as crisis management, VIP protection, airport security management, and bomb
detection and deactivation. The Administration’s FY1998 $18 million request for this program
was fully funded at $19 million; the FY 1999 request totaled $21 million and was funded at $41
million (which included $20 million from a FY 1999 emergency security supplemental appropri-
ations), and the FY2000 request was $23 million.

Counter-Terrorism Research and Development Program

The State Department’s Counter-Terrorism Research and Development Program, which is
jointly funded by the Departments of State and Defense, constitutes a response to combat the
threat posed by increasingly sophisticated equipment and explosives available to terrorist groups.
Recent projects include detectors for nuclear materials, decontaminates for chemical and biolog-
ical weapons, law enforcement and intelligence database software and surveillance technology.
The State Department’s FY1997- FY2000 budget requests for these programs totaled $1.8 mil-
lion. DOD’s FY2000 request totaled $52.2 with a $54.8 million request projected for FY2001.

Diplomatic Security Program

The Diplomatic Security Program of the State Department is designed to protect U.S. per-
sonnel, information, and facilities abroad. Providing security guards and counterintelligence
awareness are important elements of the program. Detection and investigation of passport and
visa fraud is another component of the program.

The Administration’s FY2000 request for the Diplomatic Security Program is $226.514
million. One component of the broader program provides protection of international organiza-
tions, foreign missions and officials under the Foreign Missions Act of 1982. Security enhance-
ment for U.S. embassies is funded through the "Acquisition and Maintenance of Buildings
Abroad" account. The FY1999 request was $640.8 million with $1,030.6 million appropriated.

The State Department’s FY2000 request to Congress includes $568 million for embassy
security (see CRS Report 98-771, Embassy Security: Background, Funding, and the FY2000
Budget). The Administration included in its State Department request an advance appropriation
of $3 billion for FY2001-FY2005. Beginning with a FY2001 baseline of $300 million, the
Administration will allocate these funds in additional $150 million increments each year ending
with $900 million for FY2005.

Options for Program Enhancement

Numerous options have been proposed to improve the effectiveness of programs designed
to combat terrorism. Some notable areas cited for improvement include contingency planning;
explosives detection; joint or multinational research, operational and training programs/exercis-
es; nuclear materials safeguarding; and disaster consequence management. Some have suggest-
ed that U.S. public diplomacy/media programs could be broadened to support anti-terrorism pol-
icy objectives. Cyber security remains an important area for program enhancement. On January
9, 2000, the Administration released a comprehensive plan to combat cyber-terrorism including



$2 billion in proposed spending next year to make the nation’s computer systems less vulnerable
to attack. Plan elements include: (1) enhanced funding for research and development; (2) creation
of a ROTC-type corps of information specialists; and (3) creation of a national institute charged
with forging a research partnership with the private sector.

State-Supported Terrorism

The Secretary of State maintains a list of countries that have "repeatedly provided support
for acts of international terrorism." Data supporting this list are drawn from the intelligence com-
munity. Listed countries are subject to severe U.S. export controls, particularly of dual use tech-
nology, and selling them military equipment is prohibited. Providing foreign aid under the
Foreign Assistance Act is also prohibited. Section 6(j) of the 1979 Export Administration Act
stipulates that a validated license shall be required for export of controlled items and technology
to any country on the list, and that the Secretaries of Commerce and State must notify the House
Committee on Foreign Affairs, and both the Senate Committees on Banking, Housing, and Urban
Affairs, and Foreign Relations, at least 30 days before issuing any validated license required by
this Act. In addition, Section 509(a) of the 1986 omnibus anti-terrorism act (P.L. 99-399) bars
export of munitions list items to countries on the terrorism list. Indirect state sponsorship or spon-
sorship by proxy is addressed in a second State Department terrorist list (required by P.L. 104-
132) which is distinct from the list of state sponsors generally referred to as the "list" pro-
hibits the sale of arms to nations not fully cooperating with U.S. anti-terrorism efforts. Strong
language critical of Greece in Patterns 1999 prompts some to question whether Greece should be
included in the latter category of nations. The current list of countries not fully cooperating
includes the seven state supporters plus Afghanistan. P.L. 104-132 also requires the withholding
of foreign assistance to nations providing lethal military aid to countries on the list of state spon-
SOfS.

Adding and Removing Countries on the List

In late January each year, under the provisions of Section 6(j) of the Export
Administration Act of 1979, as amended, the Secretary of Commerce in consultation with the
Secretary of State provides Congress with a list of countries supporting terrorism. Compilation
of the list is the result of an ongoing process. Throughout the year the Department of State gath-
ers data on terrorist activity worldwide, and then beginning about November, the list is formally
reviewed. Each new determination under Section 6(j) of the Act must also be published in the
Federal Register. (For removal criteria see CRS Report RL30613, North Korea: Terrorism List
Removal?)

Paragraph 6(j)(4) of the Export Administration Act prohibits removing a country from the
list unless the President first submits a report to the House Committee on Foreign Affairs, and the
Senate Committees on Banking, Housing, and Urban Affairs, and Foreign Relations. When a
government comes to power (i.e., a government different from that in power at the time of the last
determination), the President s report, submitted before the proposed rescission would take effect,
must certify that: (1) there has been a fundamental change in the leadership and policies of the
government of the country concerned (this means an actual change of government as a result of
an election, coup, or some other means); (2) the new government is not supporting acts of inter-
national terrorism; and (3) the new government has provided assurances that it will not support
acts of international terrorism in the future. When the same government is in power, the



President’s report submitted at least 45 days before the proposed rescission would take
effect must justify the rescission and certify that: (1) the government concerned has not pro-
vided support for international terrorism during the preceding 6-month period; and (2) the gov-
ernment concerned has provided assurances that it will not support acts of international terrorism
in the future. Congress can let the President’s action take effect, or pass legislation to block it,
the latter most likely over the President s veto. To date, Congress has passed no such legislation
or resolution, although Syria would be the likely target of such endeavors, should the
Administration prematurely seek its removal from the terrorism list. Patterns 1999 notes that "if
a state sponsor meets the criteria from being dropped from the terrorism list, it will be removed
notwithstanding other differences we may have with a country’s other policies and actions."

Countries on the List

Currently seven countries are on the "terrorism list": Cuba, Iran, Iraq, Libya, North
Korea, Sudan and Syria. [For further information on states sponsoring international terrorism, see
Patterns of Global Terrorism (Patterns 1999), Department of State, April 2000.] Ofthe seven, five
are Middle Eastern nations with predominantly Muslim populations. (See CRS Report 98-722,
Terrorism: Middle Eastern Groups and State Sponsors). Of these, Iran and Iraq could currently
be characterized on one extreme as active supporters of terrorism: nations that use terrorism as an
instrument of policy or warfare beyond their borders. Iran, Iraq, and Libya are major oil produc-
ers, holding 17% of the world’s remaining oil and producing, in 1994, 5.5% of the world’s oil sup-
ply, 31% of Europe’s (OECD) oil consumption, and 9% of Japan’s. Such dependence on oil com-
plicates universal support for sanctions against these nations.

On the other extreme one might place countries such as Cuba or North Korea, which at
the height of the Cold War were more active, but in recent years have seemed to settle for a more
passive role of granting ongoing safe haven to previously admitted individual terrorists. Closer
to the middle of an active/passive spectrum is Libya, which grants safe haven to wanted terror-
ists. Syria, though not formally detected in an active role since 1986, reportedly uses groups in
Syria and Lebanon to project power into Israel and allows groups to train in territory under its
control, placing it somewhere in the middle to active end of the spectrum. And Sudan, which
allows sites for training, remains an enigma. Although Sudan has been considered primarily a
passive supporter, charges have been made that Sudan was actively involved in a 1995 attempt to
assassinate Egyptian President Hosni Mubarak.

A complex challenge facing those charged with compiling and maintaining the list is the
degree to which diminution of hard evidence of a government’s active involvement indicates a
real change in behavior, particularly when a past history of active support or use of terrorism as
an instrument of foreign policy has been well established. Removing a country from the list is
likely to result in some level of confrontation with Congress, so the bureaucratically easier solu-
tion is to maintain the status quo, or add to the list, but not to delete from it.

Iran. In a change from Patterns 1998, Patterns 1999 names Iran as the most active state
sponsor of terrorism despite acknowledged political changes in Iran during 1999. Iran continues
to be deeply involved in the planning and execution of terrorist acts by its own agents and surro-
gate groups. It provides ongoing direction, safe haven, funding, training, weapons and other sup-



port to a variety of radical Islamic terrorist groups including Hizballah in Lebanon, as well as
Hammas and Palestinian Islamic Jihad (P1J) to undermine the Middle East peace process. There
are press reports that Iran is building a terrorist infrastructure in the region by providing political
indoctrination, military training, and financial help to dissident Shia groups in neighboring coun-
tries, including Kuwait, Bahrain, and Saudi Arabia. Iran has reportedly concentrated efforts to
make Sudan a center for terrorist training and activities and reportedly continues to conduct assas-
sinations of writers and political dissidents beyond its borders. Iran was placed on the terrorism
list in January of 1984. President Clinton has halted U.S. trade with Iran and barred U.S. com-
panies from any involvement in the Iranian oil sector. The threat perceived from Iran as a lead-
ing supporter of terrorism is substantially raised by reports that Iran is acquiring nuclear technol-
ogy and seeking nuclear weapons technology.

Iraq. On September 13, 1990, Iraq was placed once again on the terrorism list, after hav-
ing been removed in 1982. Iraq’s ability to instigate terror has been curbed by U.S. and U.N. sanc-
tions which were imposed after the Kuwait invasion. Nevertheless, Patterns 1999 indicates that
Saddam Hussein’s regime continues to murder dissidents and provide a safe haven for a variety
of Palestinian rejectionist groups. There are numerous claims that the Iraqi intelligence is behind
killings and at least one planned bombing during 1999. Iraq also provides active assistance to the
MEK, a terrorist group opposed to the Teheran regime. In the past, Iraq has temporarily expelled
terrorists, only to invite them back later.

Libya. Libya has a long history of involvement in international terrorism. Libya was
placed on the terrorism list when it was started in December 1979, and approximately $1 billion
in bank deposits belonging to Libya are frozen by the United States. Libyan terrorism has been
sharply reduced after imposition of U.N. sanctions in the wake of Libyan involvement in the
bombings of Pan Am flight 103 and in the 1989 bombing of French UTA flight 772 that killed
170 persons, including seven Americans. Evidence suggests Libya has not abandoned its support
for international terrorism as an instrument of foreign policy, and it still refuses to hand over some
accused of terrorist acts. Throughout 1998, Libya continued to support groups opposed to the
Mid-East peace process that engage in violence. Nevertheless, the response of the international
community and U.S. Congress (P.L. 104-172) seems to have been relatively effective in restrain-
ing the level of Libya’s outlaw behavior and may provide one model for future international
action. There is no evidence of Libyan involvement in recent acts of international terrorism. In
April 2000, Libya took what Patterns 1999 notes as "an important step by surrendering ... two
Libyans accused of bombing Pan Am flight 103 ... in 1988."

Syria. Syria was placed on the first terrorism list in December 1979. It is generally
believed within the western community that Syria has a long history of using terrorists to advance
its own interests. The United States has said that it has no evidence of Syrian government direct
involvement in terrorism since 1986. Informed sources suggest, however, that the Syrian gov-
ernment remains active, hiding behind the sophisticated operational level of their intelligence
services and their ability to mask such involvement. Many major terrorist groups are known to
maintain an active presence (including training camps and operational headquarters) in Syria or



in Syrian-controlled Lebanon and Syria has allowed Iran to supply Hizballah with weaponry via
Damascus. Providing such support, free movement, and safe haven has caused prominent
Members of Congress to contend that Syria should remain on the terrorism list, and
Administration spokespersons have firmly maintained in testimony before Congress that until this
problem is resolved, Syria will remain on the list. In contrast, the Administration has made it
clear to Syria that it will consider removing Syria from the list should a peace treaty with Israel
be signed. Some observers argue that Syria should continue to be subject to U.S. sanctions
because of involvement in drug trafficking by some of its ruling elites and their alleged involve-
ment in counterfeiting of U.S. currency.

Sudan. Sudan was added to the terrorism list in August 1993. Sudan continues to harbor
members of some of the world’s most violent organizations and according to Patterns 1999 con-
tinues to serve as a refuge, nexus, and training hub for a number of terrorist organizations includ-
ing Hizballah, Hamas, and bin Laden s al-Qaida organization. Egypt and Ethiopia have charged
the Sudanese government with involvement in a failed assassination attempt against President
Hosni Mubarak while in Ethiopia in June 1995. On September 11, 1995, the Organization for
African Unity (OAU), in an unprecedented action criticizing a member, passed a resolution call-
ing on Sudan to extradite three suspects charged in the assassination attempt to Ethiopia. The
U.N. Security Council has also demanded extradition of the three suspects. Sudan continues to
permit its territory to be used by Iran to transport weapons to Islamic extremist groups and as a
meeting place for Iranian-backed terrorist groups.

Cuba. Fidel Castro’s government has a long history of providing arms and training to ter-
rorist organizations. A cold war carryover, Cuba was added to the 1982 U.S. list of countries sup-
porting international terrorism based on its support for the M-19 guerrilla organization in
Columbia. Patterns 1999 does not cite evidence that Cuban officials were directly involved in
sponsoring an act of terrorism in 1999, but notes that Havana remains a safe haven to several
international terrorists. The report noted that Cuba no longer actively supports armed struggles
in Latin America or elsewhere. Nevertheless, Havana continues to maintain close ties to other
state sponsors of terrorism. The Castro regime also reportedly maintains close ties with leftist
insurgent groups in Latin America.

North Korea. North Korea was added to the "official" list of countries supporting ter-
rorism because of its implication in the bombing of a South Korean airliner on November 29,
1987, which killed 115 persons. According to the State Department, North Korea is not conclu-
sively linked to any terrorist acts since 1987. A North Korean spokesman in 1993 condemned all
forms of terrorism, and said his country resolutely opposed the encouragement and support of ter-
rorism. A similar statement was made in November 1995. Nevertheless, North Korea continues
to provide political sanctuary to members of a group that hijacked a Japan Airlines flight in 1970
and may be linked to the murder of a South Korean diplomat in Vladivostoc in 1996. Patterns
1999 notes that North Korea has made "some positive statements condemning terrorism in all its
forms" and has stressed that actions triggering removal from the list "are consistent with its stat-
ed policies."



An Informal Watchlist?

Some suggest that there is utility in drawing to Congress attention countries that do not
currently qualify for inclusion in the terrorism list but where added scrutiny may be warranted.
Such a list would be similar to the Attorney General’s National Security Threat List that includes
sponsors of international terrorism, the activities of which warrant monitoring by the FBI within
the United States. Although informal, it would be controversial and speculative. However, it
would reflect legitimate concerns of those in the intelligence and policy community and might
serve as an informal warning mechanism to the countries that their activities are being scrutinized.
For example, the State Department warned Pakistan in January 1993 that it was under "active
continuing review" to determine whether it should be placed on the terrorism list. When the list
came out in April 1993, Pakistan was not on it. (See CRS Issue Brief IB 94041, Pakistan-U.S.
Relations) Sudan was also warned that it was being subject to special review prior to its being
placed on the terrorism list in August 1993.

Currently, some informally discussed candidates for such a list include (1) Afghanistan—
Patterns 2000 characterizes as "the primary safe haven for terrorist." Concerns are that Islamic
fundamentalist terrorists linked to numerous international plots continue to train and operate out
of the country and/or enter or exit with impunity, and more specifically that the Taliban continues
to offer sanctuary to Osama bin Laden and his associated terror networks; (2) Pakistan — Patterns
2000 notes that Pakistan has tolerated terrorists living and moving freely within its territory, sup-
ported groups that engage in violence in Kashmir, and provided indirect support for terrorists in
Afghanistan; (3) Yugoslavia—concerns remain over potential use of terrorism in reaction to
NATO military operations. Another concern is that militant Iranian elements remaining in terrir-
tory of former Yugoslavia may resort to terrorist violence against European nations and the United
States; (4) Lebanon—growing concern exists over terrorist groups operating with impunity from
there, often under Syrian protection; (5) Greece— Patterns 2000 describes as "one of the weakest
links in Europe’s efforts against terrorism" and where the absence of strong government measures
allows terrorists "to act with virtual impunity"; and (6) Yemen—a growing safe haven for inter-
national terrorist groups where a growing kidnaping industry flourishes. Patterns 2000 also
reflects a growing concern in policy circles that Chechnya may increasingly become a magnet
and rallying center for Islamic radicals and notes that concern exists that "increased radicalization
of Islamist populations connected to the Chechnya conflict would encourage violence and spread
instability elsewhere in Russia and beyond."



National Commission on Terrorism Report:
Background and Issues for Congress

Raphael F. Perl

Summary

On June 5, 2000, the National Commission on Terrorism (NTC), a congressionally
mandated bi-partisan body, issued a report providing a blueprint for U.S. counter-terrorism
policy with both policy and legislative recommendations. The report could be significant in
shaping the direction of U.S. policy and the debate in Congress. It generally argues for a more
aggressive U.S. strategy in combating terrorism. Critics, however, argue that NTC conclu-
sions and recommendations ignore competing U.S. goals and interests; i.e. that a proactive
strategy might lead to the curbing of individual rights and liberties, damage important com-
mercial interests, and widen disagreements between the U.S. and its allies over using the
"stick" as opposed to the "carrot" approach in dealing with states that actively support or
countenance terrorism.

The NTC report is likely to stimulate strong congressional interest in counterterrorism
policy when the 107th Congress convenes in January 2001. Likely areas of focus are: (1) a
more proactive counterterrorism policy; (2) a stronger state sanctions policy; and (3) a more
cohesive/better coordinated U.S. federal counterterrorism response. This report will be updat-
ed as events require.

Background

Combating terrorism has emerged as one of the most important U.S. foreign policy and
national security priorities. The number of terrorist groups is reportedly growing, and the tech-
nology to inflict mass casualties is becoming more readily available. The United States and other
cooperating nations confront four major tasks, namely: (1) deterring/identifying terrorists and
their sponsors/supporters; (2) weakening terrorist financial and other infrastructures; (3) harden-
ing potential targets; and (4) containing damage in the aftermath of terrorist incidents.

Six months ago, in response to what is seen as a growing threat, the U.S. Congress created
the ten-person, bi-partisan National Commission on Terrorism to evaluate U.S. laws, policies, and
practices for preventing and punishing terrorism aimed at U.S. citizens [P.L. 105-277]. The
resulting report, Countering the Changing Threat of International Terrorism, was issued on June
5,2000. It calls on the U.S. government to prepare more actively to prevent and deal with a future
mass casualty, catastrophic terrorist attack.

The report advocates: (1) using full, and what can be characterized as proactive, intelligence
and law enforcement authority to collect intelligence regarding terrorist plans and methods; (2)



targeting firmly, and with sanctions, all states that support terrorists; (3) disrupting non-gov-
ernmental sources of terrorist support, especially financial and logistical; (4) enhancing planning
and preparation to respond to terrorist attacks involving biological, chemical, radiological or
nuclear materials; and (5) creating stronger mechanisms to ensure that funding for individual
agency counterterrorism programs reflects priorities integrated into a comprehensive national
counterterrorism plan subject to congressional oversight.

The report suggests that the United States is drifting away from a strong policy of combat-
ing state support of international terrorism and is generally too passive and not proactive enough
in combating a threat that is becoming more deadly, diffuse, and difficult to detect. Implicit in
the report is the suggestion that the United States, by drifting away from a strong policy to com-
bat state support of international terrorism, may well be encouraging more terrorism. In citing
incidences of such a drift in policy, the report suggests that there is a softening of U.S. positions
on Iran and Syria, and points to a perceived U.S. weakness in not aggressively confronting
Pakistan’s support for terrorist groups. It also notes U.S. failure to use sanctions, or the threat
thereof, in response to Greece’s inactivity/reluctance to investigate and prosecute terrorist activi-
ty inaction by Greece which is portrayed as tantamount to complicity. While recognizing the
growing danger posed by lone-wolf terrorists and loosely affiliated private transnational groups,
the report intimates that U.S. policy may be too heavily focused on Usama Bin Laden.

Highlights of the Report
Areas addressed in the report’s recommendations include the following:
» Expanding sanctions on state sponsors/uncooperative nations

Greece and Pakistan. The report notes that "Greece has been disturbingly passive in
response to terrorist activities." It comments that since 1975 there have been 146 terrorist attacks
against Americans or American interests in Greece with only one case being solved and no mean-
ingful investigation into the others. The report cites examples of past Pakistani anti-terrorism
cooperation but stresses that "Pakistan provides safehaven, transit, and moral, political, and diplo-
matic support to several groups engaged in terrorism" [in Kashmir].

The NTC recommends that the President consider imposing sanctions against Greece and
Pakistan under provisions of U.S. law [P.L.104-132] that limit arms sales to countries not "fully
cooperating" with the U.S. on anti-terrorism efforts. Enactment of legislation, making countries
which have been designated as not "fully cooperating”" with U.S. counterterrorism efforts, ineli-
gible for the U.S. visa waiver program is also called for. In general, the Commission recommends
expanding the broad use of sanctions to include not just state sponsors, but nations not fully coop-
erating. Currently, U.S. law also requires the withholding of foreign assistance to nations pro-
viding lethal military assistance to nations on the U.S. list of state sponsors of terrorism a lit-
tle-known provision of P.L.104-132, but one that the Administration has used to help persuade
some countries to not provide arms to terrorist list states.



Iran. The report expresses concern that U.S. efforts to signal support for political reform in
Iran could be misinterpreted in Iran or by U.S. allies as a weakening of resolve on counterterror-
ism. The report calls for the President to make no further concessions to Iran and to keep Iran on
the terrorism sponsors list until it ceases to support terrorism and cooperates fully in the investi-
gation of the June, 1996 Khobar Towers bombing which resulted in the death of U.S. servicemen
in Saudi Arabia. It also calls upon the President to actively seek support from U.S. allies to com-
pel Iranian cooperation in the Khobar towers investigation.

Syria. The report recommends that the President make it clear that Syria will remain on the
state sponsors list until it shuts down terrorist training camps in Syria and the Bekaa valley and
prohibits resupply of terrorist groups through Syrian controlled territory.

Afghanistan. The report notes that the United States has not designated Afghanistan as a
state sponsor of terrorism because it does not recognize the Taliban regime. Nevertheless, it rec-
ommends designating Afghanistan as state sponsor and imposing sanctions against the Kabul
regime.

* Role of the Armed Forces

Under extraordinary circumstances when a catastrophic event is beyond the capabilities of
local, state, and other federal agencies, or is directly related to an armed conflict overseas, the
report suggests that the President may want to consider designating the Department of Defense
(DoD) as the lead federal agency for the government s response in the event of a catastrophic ter-
rorist attack on U.S. soil. The report calls for detailed contingency plans for the Defense
Department’s role, which could include transfer of command authority to the Pentagon, in the
event of a catastrophic event where the command and control, logistical, communications, and
specialized ability of the military to respond to chemical/biological/radiological incidents would
be required. The Commission believes that advance planning is the best way to prevent curtail-
ment of individual liberties in a weapons of mass destruction scenario.

* Enhancing foreign student visa data retrieval capability

Critics of current Immigration and Naturalization Service (INS) student visa status tracking
mechanisms often refer to them as being in the "stone age." In a move which has been charac-
terized as an effort to "substitute computers for shoeboxes," the report recommends expanding an
existing computerized pilot program designed to facilitate data retrieval capability to more effi-
ciently monitor the immigration/visa status of students from abroad. This would facilitate access
to whereabouts of students from terrorist-list countries and could "flag" a student from such a
country who suddenly changes majors from a field such as art to biochemistry or nuclear physics.
The report notes that one of the convicted terrorists involved in the World Trade Center bomb-
ing entered the U.S. on a student visa, dropped out, and remained illegally thereafter.

* Full use of law enforcement and intelligence authority



The report recommends that existing CIA guidelines restricting recruitment of unsavory
(criminal) sources not apply to recruiting counterterrorism sources. Also recommended is that the
FBI guidelines governing criteria for investigating suspected terrorists or groups be clarified to
permit full use of legal authorities including the authority to conduct electronic surveillance.

* Expulsion of suspected terrorists

Expulsion of suspected terrorists can be a touchy civil liberties issue. In a move designed to
minimize what some see as past governmental abuse in expulsion cases handled by INS proce-
dures, the report recommends use of the Alien Terrorist Removal Court (ATRC; created by
Congress in 1996 by section 401 of P.L. 104-132, but heretofore unused) to expel terrorists from
the United States in instances where criminal prosecution is not possible. This process contains
safeguards designed to protect national security and classified evidence (sources and methods),
but also accords the accused the right to challenge such evidence.

* National terrorism response exercises

The report recommends that senior federal government officials involved in responding to a
catastrophic terrorist threat or incident be required to participate in national response exercises
every year to test capabilities and coordination.

* Cyberterrorism/cybercrime

The report calls on the Secretary of State to take the lead in developing an international con-
vention aimed at harmonizing national laws, sharing information, providing early warning, and
establishing accepted procedures for conducting international investigations of cybercrime.

* Counterterrorism budget process

The report recommends that the senior National Security Council (NSC) official in charge
of coordinating overall U.S. counterterrorism efforts be given a stronger hand in the budget
process and that Congress develop a mechanism for comprehensive review of this process and
consolidate the process in fewer committees.

Issues for Congress

Protecting civil liberties, while effectively combating terrorism, remains a strong area of
concern in Congress. A number of the Commission’s recommendations have drawn sharp criti-
cism from civil libertarian and Arab-American groups. This is especially true of those recom-
mendations which relate to: (1) enhancing intelligence gathering; (2) modernizing retrieval capa-
bility of databases which monitor the visa status of foreign students; (3) expulsion of suspected
terrorists; and (4) contingency planning for an active military role (including a possible lead role)
in the event of a catastrophic terrorist attack on U.S. soil. In addition, it is interesting to note that
although the Commission’s report addresses an impressive array of counterterrorism issues, the
list of issues examined is less than exhaustive, leaving a few complex, unresolved, and potential-



ly "prickly" issues unaddressed. These issues would seem to warrant additional congressional
attention.

e Civil Liberties Concerns

In democracies such as the United States, the constitutional limits within which policy must
operate are sometimes seen to conflict with a desire to more effectively secure the lives of citi-
zens against terrorist activity. Combating terrorism requires government activity designed to
gather information on, and restrict the activities of, individual terrorists and groups seeking to
engage in direct or indirect terrorist activity. The greater the magnitude of any such acts, the
greater the pressure on societal institutions to provide security for their citizens. A challenge fac-
ing the policy community is how, in a growing age of globalization, deregulation, democracy and
individual freedom, to institute regulatory and monitoring mechanisms which help deter, identi-
fy, and track terrorists and generally hinder their operations. Implicit in the reasoning of the
Commission’s report is that combating terrorism, particularly in the wake of a mass casualty cat-
astrophic incident, may require restrictions on individual liberties. The assumption is that care-
fully planned and measured restrictions in advance of a catastrophic incident, coupled with well
thought out contingency planning for a constructive military role in the aftermath of an incident,
constitute an effective way of preserving, and not diminishing, individual liberties and demo-
cratic freedoms and institutions.

e Unresolved Issues

The report is noteworthy for what it does not address as well as for what it addresses. Areas
not covered in the Commission’s report, but dealt with by other panels or expert advisory groups,
include: (1) U.S. embassy security (1999 Overseas Advisory Panel Report); (2) security of U.S.
military installations overseas (1996 Downing Commission Khobar Towers Report); and (3)
weapons of mass destruction (WMD) disaster consequence management (1999 Gilmore
Commission Report).

Issues within the purview of the Commission’s mandate, but not addressed in its report or in
the reports cited above include:

(1) Who should be in charge of U.S. counterterrorism policy, and what are the best organiza-
tional mechanisms for policy formulation and implementation;

(2) How does one effectively utilize the gamut of tools available to policymakers to combat ter-
rorism: i.e., public diplomacy, economic and political sanctions, covert action, military force, and
international cooperation and agreements;

(3) How does one prioritize for budget purposes, whatever is viewed as an appropriate mix of
counterterrorism resources, to facilitate assuring that important components are neither short-
changed or overfunded depending on political "clout";



(4) How effective are sanctions and military force as policy tools; how might their use be
improved; and how are commercial interests balanced in the equation. For example, how might
sanctions be fine tuned or graduated to enhance their effectiveness and make their imposition
more likely;

(5) What is an appropriate role for covert operations in a proactive counterterrorism policy
(should the U.S. ban on assassinations be reviewed);

(6) How can one insure that the best international talent joins forces to enhance technological
research and development efforts to support counterterrorism goals; and

(7) What role, if any, should the media assume in a proactive counterterrorism policy.

Also absent from the report, which largely focuses on the "stick" approach to combating ter-
rorism, are suggestions for use of expanded "carrot" options which may moderate the behavior of
rogue states or terrorist groups. Supporters of these types of incentives argue that they facilitate
achievement of antiterrrorist goals without compromising core values or principles, and without
giving in to the demands of terrorists. These approaches include options such as constructive
engagement, creative foreign aid or trade packages, or expanded use of rewards for information
programs.

For example, if U.S. trade with China is deemed to produce a moderating effect on China’s
rogue human rights policy, supporters of the "carrot" approach might argue that trade with Libya
could have a moderating effect on that nation’s rogue terrorism policy. Answers are far from
clear, but pursuit of innovative "carrot"-oriented options, coupled with a strong "stick" approach,
may, or may not, produce varying degrees of success in dealing with such groups as the IRA and
PLO. And many still suggest that use of such options may well produce positive results with
countries that seem to be moving in a positive direction such as Iran.

Conclusion

The National Commission on Terrorism’s report and recommendations on countering the
changing threat of international terrorism are likely to spur strong congressional interest in coun-
terterrorism policy during the 107th Congress. The most likely areas of scrutiny include: (1)
more productive counterterrorism policies and mindsets; (2) enhanced use of legislative authori-
ty to impose sanctions on states that support or actively countenance terrorism; and (3) methods
of achieving a more cohesive, better coordinated federal counterterrorism effort through enhanced
budget coordination mechanisms.



The United States Response to Terrorism -
Is it Time to Employ the "Drug Czar' Model?

Raphael Perl and Charles Lucey, MD, JD, MPH

Introduction

Drug trafficking activity and terrorism activity have much in common. Both drugs and
terrorism have strong national security and law enforcement components, they have military com-
ponents, border control components, economic and trade components, medical components, and
agricultural components. Today there are some 50 federal agencies with some degree of coun-
terdrug responsibility and at least 12 federal agencies with important counterterrorism responsi-
bilities. This paper examines one model for unifying them under an executive branch, White
House director s office, as outlined below.

Drug trafficking and terrorism are illegal clandestine activities with strong national secu-
rity and law enforcement threat components, and operational similarities. Terrorists like drug
traffickers, need weapons and engage in violence to achieve goals. Terrorists, like drug traffick-
ers, are often involved in hiding and laundering sources of funds. Both terrorists and drug traf-
fickers operate transnationally, and often get logistical and operational support from local ethnic
satellite communities. Both groups often rely on the criminal community for support: they may
need smuggled weapons, forged documents and safe houses to operate effectively. Finally, both
groups need a steady cash flow to operate. In the case of terrorists, where state sources of fund-
ing are rapidly diminishing, drug trafficking is an attractive funding option. Increasingly, terror-
ist organizations are looking to criminal activity and specifically the drug trade as a source of
funding. The FARC (Revolutionary Armed Forces, a guerilla force) in Colombia is but one of
many cases in point.

Some experts have looked to the "drug czar" model in seeking to reform government
structures to fight terrorism. Counternarcotics efforts have forced local, state and federal agen-
cies to build operable, cooperative, inter-agency relationships. The need to build and maximize
similar relationships to deal with terrorism exists and some have suggested that the "Drug Czar"
[White House Office of National Drug Control Policy (ONDCP)] model may have applicability
to the counterterrorism arena. Legislation is currently before Congress on this issue [H.R. 4210].
It appears that the bill will not be enacted this year (2000) but will likely be reintroduced next
term.

Another structural option might require that federal departments and agencies make their
counterterrorism capabilities available for the efforts of the terrorism director. Such a structure
could be modeled after Goldwater Nichols Department of Defense Reorganization Act. This was
enacted to shape the individual military services into a more unified command structure. Under
this model, the Terrorism Czar, like the commanders of the joint unified combatant commands
controlling the operating forces of all four services around the world outside of the United States
(CINCS) could exploit all agency counterterrorism assets on a day-to day basis, with individual



federal departments and agencies tasked with developing the various counter-terrorism capabili-
ties needed to deter, prevent, detect, and respond to terrorist activity. A potential criticism is that
military command and control may not be successfully employed in civilian agencies.

The ONDCEP, the so-called "drug czar s" office, is a coordinating office in the Executive
Office of the President established by Congress in 1988 by P.L. 100-690. The office is charged
with: (1) establishing policies, objectives, and priorities for the national drug control program; (2)
promulgating a National Drug Control Strategy; (3) coordinating agency implementation of the
strategy; and (4) developing, with the advice of the program managers of agencies, a consolidat-
ed national drug control budget proposal to implement the strategy that shall be transmitted to the
President and Congress.

The Office is unique in the federal bureaucracy in its merging of international and domes-
tic responsibilities in bringing together the law enforcement, intelligence, foreign policy/national
security policy, and domestic health communities -- all of which are components of the countert-
errorism community as well. Although the office is a policy office without an operational man-
date, it does provide policy direction to operations. This is accomplished through the budget
process in the form of planning guidance and recommendations on how to prepare for existing
and emerging threats. By exercising its budget process review role, ONDCP performs budgetary
integration of the operational aspect of interdiction activities of such agencies as the Coast Guard,
the Customs Service, and the Departments of Defense and State.

P.L. 100-690 sets forth the structure of the Office and the positions requiring confirmation
by Congress. By law, the appropriations process sets full-time equivalent (FTE) staffing levels at
125 slots and the office must be periodically reauthorized. Any additional FTE slot must be
approved and funded by Congress. However, ONDCP has the unique power of being able to
demand drug control detailees from other agencies and even to require detailee transfer of drug
control personnel between or among agencies. This includes military detailees.

The Director of the Office, though not a formal statutory voting member of the Naitonal
Security Council (NSC), as the President s key drug policy adviser, is the principal adviser to the
NSC on national drug control policy [E.O. 12280]. The Director also chairs an interagency work-
ing group (IWQG) on international counternarcotics policy charged with ensuring development and
coordination of such policy. Other agencies are required by law to provide ONDCP, upon the
request of the Director, with such information as may be required for drug control and the
Director of Central Intelligence is specifically required by law to render full assistance and sup-
port to ONDCP.

The office develops four major documents: (1) a 10 year national Drug Control strategy
supplemented by annual reports (updates); (2) an annual budget summary that includes pending
budget requests and funding histories on an agency by agency basis; (3) a yearly Performance
Measures of Effectiveness (PME) evaluation; and (4) a classified annex, which contains classi-
fied information on drug flow data, interdiction efforts, and emerging technologies.

The Director s budget certification power—although often unpopular with individual agen-



cies—wields considerable clout in terms of policy input and integration. In preparing the National
Strategy, ONDCRP staff, in consultation with agency personnel who are often detailed to ONDCP,
define the mission and the threat in terms of needs, goals and objectives. Targets and measures
of effectiveness (MOE s) are established. ONDCP annually provides agencies with policy initia-
tives that reflect the goals and objectives of the strategy that are presumably threat driven, and
that ONDCP would like to see reflected in agency budgetary priorities. Agencies respond with
individual budget packages that the Director may certify as adequate to accomplish the strategy s
goals and objectives. If certified, the budget goes to the President. If decertified, the agency
resubmits to ONDCP. The process for resolution of disagreements usually involves the Office of
Management and Budget (OMB), the White House Chief of Staff, and the Director. If not
resolved, a meeting with the President, the Agency Head, an OMB representative, and the
Director is scheduled. Reportedly, the last five meetings of this nature have been resolved in
favor of ONDCP s position.

Supporters of the "drug czar" concept find favor in the current structure in that it permits
the Director to serve as both a national and international Administration spokesperson on drug
policy issues. From the congressional viewpoint, an attractive component of the drug czar model
is accountability to Congress. Unlike the current counter terrorism policy/leadership structure
under NSC direction, the Drug Czar is confirmed by Congress and testifies regularly before con-
gressional committees. Moreover, when Congress reauthorized ONDCP in 1988, it enacted spe-
cific targets that the drug strategy was required to meet. Congress could consider setting targets
for counterterrorism policy if it deemed this an effective approach. For those who favor a cen-
tralized coordination/control drug policy model, the Drug Czar s budget certification authority, an
authority not shared by NSC staff, is seen as a favorable asset. A Director with a strong person-
ality and strong backing from a President has been said to command the respect of a "500 pound
gorilla" in the interagency community.

Others, however, suggest that the effectiveness of the Drug Czar s office in integrating the
diverse and multifaceted federal counterdrug community has been mixed at best. Also, in a "czar"
type structure, perhaps more so than in other bureaucratic structures, changes in leadership could
significantly impair or enhance the effectiveness of a national leadership effort. Nevertheless, this
area is one that might be further explored as Congress considers alternative approaches to deal-
ing with terrorism.

Current Challenges for National Counterterrorism Efforts

A number of substantial challenges lie ahead for the counterterrorism policy community.
The most prominent of these is the changing nature of the terrorism phenomenon. In past years,
when terrorism was largely the product of direct state sponsorship, policymakers were able to
diminish prospects for the United States becoming a target using a combination of diplomatic and
military instruments to deter potential state sponsors. Today, however, many terrorist organiza-
tions and individuals appear to act independently from former and present state sponsors, shift-
ing to other sources of support, including the development of transnational networks.

Many terrorism experts have suggested a shift in the type of violence terrorists are will-
ing to inflict. Terrorism statistics indicate an overall reduction in the number of terrorism inci-



dents per year, but an increase in the number of victims per incidents. While the number of his-
torical cases of terrorists using CBRN weaponry is low, this trend toward increasing violence and
less state control may drive certain terrorist groups toward unconventional weapons. On the other
hand, the reduction in direct state support may decrease the terrorist s ability to acquire or inde-
pendently develop CBRN weapons. These shifts have produced a number of policy and program
initiatives designed to better deter and prevent future acts of terrorism while also building a
national capacity to effectively respond to terrorism incidents involving the full range of weapon

types.

A key challenge is working both at home and abroad to identify, track, and defeat terror-
ist groups before they undertake acts of violence against American citizens. Preventing terrorism
requires the use of a wide array of tools for the purpose of disrupting terrorists activities by
removing the secrecy they require to operate, eliminating sources of support, and prosecuting
potential terrorists. Vital to the success of these efforts are on-going threat assessments. Effective
threat assessment takes into account the need for abundant, timely and useable intelligence about
potential terrorist sponsors, perpetrators, activities and targets, as well as intelligence in order to
guide our prevention and preparation activities and programs. Despite the transnational nature of
many terrorist groups, challenges to integrating foreign intelligence with domestic law enforce-
ment information remain.

Central to threat assessment is intelligence to help develop our own targets to deter or pun-
ish state sponsors. In this regard, the development of long-term human source intelligence
(HUMINT) is often cited as a vital component in building our ability to preempt attacks. Critical
to threat assessment is the need to get smarter, not just in protecting against the threat from out-
siders, but smarter about the threat posed by people with legitimate access. This includes acts of
carelessness by insiders. A chain is only as strong as its weakest link. We need to continue our
efforts to enhance our vigilance to minimize any potential threats posed by third country nation-
als -- for example, threats posed by outsiders working at U.S. embassies and military installations
overseas.

Critical to threat assessment is a better understanding of the countries and cultures where
foreign terrorists are bred and operate. This includes understanding the root causes of unrest that
give rise to terrorism. It is important to understand such factors when we plan how to combat ter-
rorist groups on an operational level. And it is important to understand such factors when plan-
ning to prevent or respond to specific terrorist attacks. Just as there is an important role for
research and development in combating drug abuse, the Terrorism Czar would have overall pro-
gram responsibility for prioritizing and funding in this area.

Threat assessment is an ongoing and evolving process. As the threat changes, it may do
so slowly, but it may also change unexpectedly, radically, rapidly, and dramatically. To meet
changing or unanticipated threats, strategies and missions may need to be modified, and alloca-
tion of resources may need to shift as well. Such circumstances require a certain fluidity of pol-
icy.

Forward-looking planning, flexibility and periodic review thus become important policy
components. A community mindset that encourages the challenging of policy coupled with prac-



tical exercises designed to test policy and policy assumptions may contribute to policy relevance.

Some experts have suggested that designation of "no year" money (appropriated funds
that remain in an agency s kitty, even if unspent in the appropriated year) in an agency s budget
account and establishment of an interagency counterterrorism reserve contingency fund may be
options that warrant consideration. This allows for greater fiscal flexibility and funding for major
contingencies such as the embassy bombings in East Africa. Other experts are concerned about
the lack of accountability that such a process may contain and the fact that money might be spent
for purposes other than those intended.

Efforts to integrate of programs designed to improve CBRN terrorism response capacities
remain disjointed and uncoordinated. While substantial progress has been made toward improv-
ing the response capacity of CBRN to a terrorism incident, these efforts have been hampered by
the lack of a coordinated national strategy for building response capacity. Such a strategy should
include continuous assessments of response capacity based on clearly defined measures of effec-
tiveness for CBRN terrorism detection, assessment, and response capabilities and corresponding
operational capability objectives. Based on such an on-going assessment, budgetary and pro-
grammatic priorities can be adjusted to resolve deficiencies and eliminate gaps in capabilities. As
of today, there is no comprehensive budgetary process for determining counterterrorism spending
that integrates current threat assessments and assessments of domestic response capabilities. In
fact, it is nearly impossible to comprehensively list all government spending related to counter
terrorism.

There is continuing need to sustain a credible deterrent against potential state sponsors,
but also important appears to be the need to develop and sustain an increasingly proactive deter-
rent against terrorist groups and individuals operating independently. Involved is not only deter-
rence by punishment but also deterrence by denial. Moreover, developing deterrents against inde-
pendent groups may diminish the probability of use of weapons of mass destruction by terrorists.
Deterring potential CBRN terrorists requires close integration of various policy tools including
intelligence, diplomacy, law enforcement, homeland defense capabilities, and military instru-
ments.

One of the most important challenges facing the counterterrorism policy community is to
ensure that our anti-terrorism efforts are fully coordinated. When push comes to shove, agencies
still do an awful lot of ad hoc-ing. As the Oklahoma City and USS Cole bombings illustrate, ter-
rorism is not limited to those areas in which we are prepared.

Some have suggested that policy planners need to incorporate factors relating to the
impact of terrorist incidents or campaigns, not only into the domestic policy equation, but also
into the foreign and defense policy equations. Some view mechanisms similar to the Defense
Department s (DoD s) "Quadrennial Defense Review" as providing possible vehicles for organ-
izing, funding, and training for antiterrorism and counter-terrorism related missions. They
believe that potential contributions from such institutions as our nation s nuclear weapons labo-
ratories to terrorism threat analysis might be more fully explored.



As we move into the first decade of the new millennium, terrorism may receive increased
attention in the foreign policy, national defense, and law enforcement communities. As we assess
and formulate our international and national commitments, policymakers are likely to consider
the possible impacts of terrorism on those commitments and on public and political support vital
to those commitments. The challenges facing us in assessing threats, allocating resources, and
insuring an effective congressional role in counterterrorism policy are complex. But inherent in
challenges are opportunities to bring together the diverse elements of the counterterrorism com-
munity to share information, experiences, ideas, and creative suggestions about how to effective-
ly deal with this growing national security, law enforcement, and public policy concern.

Is Appointing a Terrorism Czar the Solution

While the drug czar strategy appears successful at meshing interagency cooperation, exec-
utive branch attention, and congressional oversight/ budgeting, has it met with outcomes to
inspire confidence? Have we closed off our borders to drug smuggling? What implications might
this have for narcoterrorists or others who may wish to import a Weapon of Mass Destruction
(WMD) into our country? Has the Drug Czar impacted home-grown/manufactured drugs? What
might that tell us about domestic terrorism? Do we need special vigilance or programs to com-
bat biological terrorism specifically?

While there is sure to be debate regarding the answers to these questions, most can agree
that drugs remain available and an important reason for our jails to be crowded. What can we
learn from this? Criminals respond to technology by using any means at their disposal, ranging
from low tech "mules" (who sacrifice one to allow others to get through), to a recent report of a
submarine being built in Columbia that was more sophisticated than anything their government
was capable of designing. Biological terrorism, known as the poor person s nuclear weapon,
could fit this profile. While our customs agents have dogs and other technology to search for
drugs, would they detect Anthrax powder? Does one doubt that terrorists or narcoterrorists could
be motivated to carry out such a mission?

Greed and corruption know no political ideologies. Just as drug cartels have penetrated
foreign governments and corrupted officials worldwide, could well-financed terrorists do the
same? It would be naive to think that corrupt officials or lower level government personnel in
Colombia would sell only advance information about government operations against drug cartel
activity while not selling information about operations against terrorist groups. Policies are
bound to fail if they do not take into account or ignore important social forces.

Many parallels exist between drug trafficking activity and terrorism. Important lessons
for the counterterrorism community may lie in the Government s response to the drug trade and
the way the government is organizationally structured to respond to the activities of drug traf-
ficking organizations. Arguably, benefits of a Terrorism Czar would include better command,
control, and coordination of policy and its funding and implementation (overall program respon-
sibility). However, enhanced effectiveness will not come from organizational structure alone. A
Terrorism Czar must be sensitive to ever-changing social, religious, and political phenomena
spanning the globe; must be proactive, not reactive; and must keep abreast of evolving or revo-
lutionary new technologies. The Terrorism Czar s educational activities will have to match his or



her policy recommendations to keep Congress, the Executive Branch, and the American people
informed and prepared. We recommend further consideration of such a model.

Acknowledgement: Mr. Michael Powers, Chemical and Biological Arms Control Institute
(CBACI), and Richard Scribner, PhD, Institute for Security Technology Studies at Dartmouth
College provided valuable advice and editorial assistance.



Terrorism: U. S. Response to Bombings in Kenya

and Tanzania: A New Policy Direction?
Raphael F Perl

Summary

On August 20,1998 the United States launched retaliatory and preemptive missile strikes
against training bases and infrastructure in Afghanistan used by groups affiliated with radical
extremist and terrorist financier Usama bin Laden. A "pharmaceutical" plant in Sudan, making
a critical nerve gas component, was destroyed as well. This is the first time the U.S. has unre-
servedly acknowledged a preemptive military strike against a terrorist organization or network.
This has led to speculation that faced with a growing number of major attacks on U.S. persons
and property and mounting casualties, U.S. policymakers may be setting a new direction in
counter-terrorism a more proactive and global policy, less constrained when targeting terror-
ists, their bases, or infrastructure. Questions raised include: What is the nature and extent of]
any actual policy shift; what are its pros and cons; and what other policy options exist? Issues of]
special concern to Congress include: (1) U.S. domestic and overseas preparedness for terrorist
attacks and retaliatory strikes; (2) the need for consultation with Congress over policy shifts
which might result in an undeclared type of war; and (3) sustaining public and Congressional
support for a long term policy which may prove costly in: (a) dollars; (b) initial up-front loss of]
human lives, and (c) potential restrictions on civil liberties. Whether to change the presidential
ban on assassinations and whether to place Afghanistan on the "terrorism" list warrants attention
as well. This short report is intended for Members and staffers who cover terrorism, as well as
U.S. foreign and defense policy. It will be updated as events warrant. For more information, see
CRS Issue Brief 95112, Terrorism, the Future and U..S. Foreign Policy and CRS Report 98-722F,
Terrorism: Middle East Groups and State Sponsors.

Background

On August 7, 1998, the U.S. Embassies in Kenya and Tanzania were bombed. At least 252
people died (including 12 U.S. citizens) and more than 5,000 were injured. Secretary of State
Albright pledged to "use all means at our disposal to track down and punish" those responsible.
On August 20,1998, the United States launched missile strikes
against training bases in Afghanistan used by groups affiliated with radical extremist and terror-
ist financier Usama bin Laden. U.S. officials have said there is convincing evidence he was a
major player in the bombings. A pharmaceutical plant in Sudan, identified by U.S. intelligence as
a precursor chemical weapons facility with connections to bin Laden, was hit as well.

The United States has bombed terrorist targets in the past in retaliation for anti-U..S. oper-
ations (Libya, in 1986 following the Berlin Disco bombing and Iraq in 1993 as a response to a
plot to assassinate former President Bush) and an increasingly proactive law enforcement policy
has resulted in bringing roughly 10 suspected terrorists to the U.S. for trial since 1993. However,
this is the first time the U.S. has given such primary and public prominence to the preemptive,
not just retaliatory, nature and motive of a military strike against a terrorist organization or net-



work. This may be signaling a more proactive and global counter-terrorism policy, less con-
strained when targeting terrorists, their bases, or infrastructure.!

Is There a Policy Shift and What Are Its Key Elements?

The proactive nature of the U.S. response, if official Administration statements are to be
taken at face value, can readily be interpreted to signal a new direction in anti-terrorism policy.
A series of press conferences, TV interviews and written explanations given by Administration
officials reveal what appears to be a carefully orchestrated theme that goes well beyond what
could characterized as one-time, isolated-show-of-strength -statements. Defense Secretary
William S. Cohen, in words similar to those of National Security Adviser, Sandy Berger, charac-
terized the response as "the long term, fundamental way in which the United States intends to
combat the forces of terror" and noted that "we will not simply play passive defense." Secretary
of State Albright stressed in TV interviews that: "We are involved in a long- term struggle.... This
is unfortunately the war of the future.." and National Security Adviser Sandy Berger stressed
in public media appearances that "You can t fight this enemy simply in defense. You also have to
be prepared to go on the offense". In what some see as a warning to other terrorist groups who
may seek weapons of mass destruction, President Clinton in his August 20th statement from
Martha s Vineyard, gave as one of four reasons for ordering the attacks :" because they are seek-
ing to develop chemical weapons and other dangerous weapons".2

Statements aside, the fact remains that this is the first time the U.S. has: (1) launched and
acknowledged a preemptive strike against a terrorist organization or network, (2) launched such
a strike within the territory of a state which presumably is not conclusively, actively and directly
to blame for the action triggering retaliation, (3) launched military strikes at multiple terrorist
targets within the territory of more than one foreign nation, and (4) attacked a target where the
avowed goal was not to attack a single individual terrorist, but an organizational infrastructure
instead. Moreover, in the case of the facility in Sudan, the target was characterized as one that
poses a longer term danger rather than an immediate threat.

1 The same day as the missile strike, the President signed an executive order E.O. 13099, [63 Fed. Reg. 45167]
which would freeze any assets owned by bin Laden, specific associates, their self-proclaimed Islamic Army
Organization, and prohibiting U.S. individuals and firms from doing business with them. Bin Laden s network of
affiliated organizations pledged retaliation; the State Department issued an overseas travel advisory warning for U.S.
citizens, and security has been heightened, particularly at embassies, airports and domestic federal installations and
facilities. On August 25, 1998 it was reported a federal grand jury in New York had indicted bin Laden in June 1998
in connection with terrorist acts committed in the U.S. prior to the embassy bombings. A "retaliatory" bombing at
a South African Planet Hollywood restaurant in Capetown on August 25, 1998 killed one and wounded 24 persons.
For information on the role of Sudan and Afghanistan in support of International terrorism: See CRS Issue Brief
95112, Terrorism, the Future, and U.S. Foreign Policy by Raphael Perl, See also: Terrorism: Middle Eastern Groups
and State Sponsors, by Kenneth Katzman , CRS Report No. 98-722 F

2 See for example: The Policy: We are Ready to Act Again, editorial by Defense Secretary William S. Cohen,
Washington Post, August 23, 1998, p. C-1 and U.S. Hints at More Strikes at bin-Laden by Eugene Robinson and
Dana Priest, Washington Post, p. A-1 August 22, 1998. An excellent series of excerpts from press conferences and
TV interviews by Administration officials which could be used to support the premise of a policy shift are found in
the PBS television series Jim Lehrer Newshour report of August 25, 1998. See also: New Rules in a New Kind of
War, by Peter Grier and Jonathan S. Landay, Christian Science Monitor, August 24, 1998, p.1.



Inherent in Administration statements and actions are allusions to a terrorism policy
which, in response to immediate casualties and a global vision of higher levels of casualties is:
(1) more global, less defensive, and more proactive; (2) more national security oriented and less
traditional law enforcement oriented, (3) more likely to use military force and other proactive
measures, (4) less likely to be constrained by national boundaries when sanctuary is offered ter-
rorists or their infrastructure in instances where vital national security interests are at stake, and
(5) generally more unilateral when other measures fail, particularly if other nations do not make
an effort to subscribe to like-minded policies up front. A policy with such elements can be char-
acterized as one shifting from a long term diplomatic, economic and law enforcement approach
to one which more frequently relies on employment of military force and covert operations.
Implied in such a policy shift is the belief that though terrorism increasingly poses a threat to all
nations, all nations may not sign up with equal commitment in the battle against it and bear the
full financial and retaliatory costs of engagement. In such an environment, the aggrieved nations
with the most at stake must lead the battle and may need to take the strongest measures alone.

What Are the Pros and Cons of Such a Shift?

Arguments in favor of a proactive deterrent policy. Such a policy: (1) shows strength and
world leadership--i.e., other nations are less inclined to support leaders that look weak and act
ineffectively; (2) provides disincentives for other would be terrorists; (3) is more cost-effective
by thwarting enemy actions rather than trying to harden all potential targets, waiting for the
enemy to strike, and suffering damage; (4) may truly damage or disrupt the enemy--dry up his
safehavens--sources of funds and weapons and limit his ability to operate, and (5) provides gov-
ernments unhappy with the U.S. response an incentive to pursue bilateral and multilateral diplo-
matic and law enforcement remedies to remain active players. Arguments against a proactive
military/covert operations oriented deterrent terrorism policy: Such a policy: (1) undermines the
rule of law, violating the sovereignty of nations with whom we are not at war ; (2) could increase,
rather than decrease, incidents of terrorism at least in the short run; (3) leaves allies and other
nations feeling left out, or endangered--damaging future prospects for international cooperation;
(4) may be characterized as anti-Islamic, and (5) may radicalize some elements of populations and
aid terrorist recruitment; and (6) may result in regrettable and embarrassing consequences of mis-
taken targetting or loss of innocent life.

What Other Policy Options Exist?

The U.S. government has employed a wide array of policy tools to combat international
terrorism, from diplomacy, international cooperation and constructive engagement to economic
sanctions, covert action, protective security measures and military force. Implementation of pol-
icy is often situation-driven and a military response is more likely in close time proximity to a ter-
rorist attack when public world outrage is high and credible accountability can quickly be estab-
lished. When combating non-state sponsors of terrorism like bin Laden s networks, direct eco-
nomic or political pressure on sanctuary states and indirect pressure through neighboring states
may be an effective policy tool in restricting activities and sanctuary locations as well creating a
favorable climate for legal approaches such as criminal prosecution and extradition which is
gaining prominence as an active tool in bring terrorists to trial. Working with other victim states
through the U.N. and the Organization of African Unity are options which would build on the



March 1996 Sharm al-Sheikh peacemaker/terrorism summit. Enhanced intelligence targeting of
non-state "amorphous" groups and intelligence coordination and sharing among agencies, gov-
ernments, and with the private security community is critical, but mechanisms to achieve such
intelligence objectives must be in place. All agree that more effective human intelligence sources
must be developed. In this regard, other nations such as Saudi Arabia and Kenya may be more
effective in penetrating terrorist groups than the U.S. Another option is not to overpersonalize
conflicts against terrorist organizations and networks. Publically focusing on individuals like bin
Laden (instead of on their networks or organizations) too often glamorizes such persons--draw-
ing funding and recruits to their cause and misses the purpose of countermeasures --e.g. disabling
terrorist capabilities.

Enhanced unilateral use of covert operations3, though not without downsides, holds
promise as an effective long-term policy alternative to high profile use of military force. A seem-
ing industrial explosion at a factory believed to be producing nerve gas chemicals draws less for-
mal criticism and political posturing by other nations than an openly announced missile attack.
The dangers here are that the United States is not especially competent at secret-keeping and that
counter-terror can be misequated to terrorism. Effective use of covert policy alternatives requires
institutionalization of covert action capability tapping into the best that each agency has to offer.
In a world where state sponsorship for terrorism is drying up, private funding becomes critical to
the terrorist enterprise. Terrorist front businesses and banking accounts could increasingly
become the target of creative covert operations. To support such efforts and effective law enforce-
ment oriented approaches to curbing money flows, assisting personnel in other countries in trac-
ing and stopping money flows to terrorists, their organizations and front companies may warrant
consideration. So-called "grey" area or "black" area information operations which bring to light
vulnerabilities in the personalities of key terrorist leaders (i.e .corruption, deviant sexual behav-
ior, drug use), promote paranoia, and inter-organizational rivalries, warrant increased attention as
well. One can assassinate a person physically only once; but "character assassination" in the
media can be done daily.# U.S. terrorism policy lacks a multifaceted information offensive
aspect which is not merely reactive in nature.

Issues for Congress

Issues of special concern to Congress include: (1) U.S. domestic and overseas prepared-
ness for terrorist attacks and retaliatory strikes, (2) the need for consultation with Congress over
policy shifts which might result in an undeclared type of war, and (3) sustaining public support

3 See: Covert Action: An Effective Instrument of U.S. Foreign Policy? CRS No. 96-844F

4 See: Terrorism, the Media, and the Government: Perspectives Trends, and Options for Policymakers, by Raphael
Perl, CRS report No. 97-960 F.



for a long-term policy which may prove costly in: (a) dollars; (b) initial clearly seen loss of
human lives, as well as (c) potential restrictions on civil liberties. Whether the Presidential ban
on assassinations should be changed and whether Afghanistan should be placed on the "terrorism"

list warrants consideration as well.>

An important issue brought to the forefront in the wake of the U.S. military response to
the August 7, 1998 embassy bombings is that of U.S. preparedness for domestic and overseas ter-
rorist and retaliatory attacks. There is no absolute preparedness; a determined terrorist can
always find a soft target somewhere. Thus, advance intelligence is perhaps the most critical ele-
ment of preparedness. Good working relationships with foreign intelligence services are impor-
tant here. Other key elements of preparedness include: (1)the ability through law enforcement
channels and covert means to actively thwart terrorist actions before they occur, (2) high profile
physical security enhancement measures; (3) and the ability to limit loss of life and mass hyste-
ria, confusion and panic in the face or wake of terrorist attacks. Particularly in situations involv-
ing weapons of mass destruction, effective mechanisms to minimize panic and ensure coordinat-
ed dissemination of critical life saving information is important, as is planning on practical mat-
ters such as how to dispose of bodies. Essential is the ability to maintain and promptly dispatch
emergency teams to multiple disaster sites.

A central issue of concern is Administration consultation with Congress over policy shifts
which may result in an undeclared war. To paraphrase a familiar congressional adage: We need
to be there for the takeoffs if you expect us to support you on the crash landings. It can be argued
that given the need for secrecy and surprise, and given the fact that the Administration s timing
of the miliary response was dependent to large degree on the configuration of events and the
activities of terrorist operatives on the ground, the Administration made reasonable efforts to
inform Congress in advance of the August action to be taken as well as the targets and rationale

5. A key question here is whether Afhanistan should be on the terrorism list in light of the Taliban s enhanced con-
solidation of control over the country and its harboring of bin-Laden and associated terrorist groups, facilities, and
individuals. Given the wild west nature of Afghanistan today, is it fair to hold Afghanistan liable as a viable coun-
try for state action? Also, would such action legitimize the Taliban government which so far only 3 nations have rec-
ognized? Many suggest that diplomatic initiatives and the threat of sanctions and further military retaliation against
the Taliban s harboring known terrorist and supporting or countenancing terrorist training activity on their soil, will
continue to prove to no avail. Should such assertions bear out, then a strong argument can be made that the
Administration, pursuant to Section 6 (j) of the 1979 Export Administration Act (P.L. 96-72) must place Afghanistan
on the Department of State s list of countires supporting terrorism list. Imposed would be restrictions of foreign aid,
and severe export controls on dual use and military items. See also CRS Report 98-722F, previously cited..



of the pending missile-strike-response.® Notwithstanding Administration efforts to brief
Congress on the attack, has the Administration been remiss in its failure to consult with and brief
Congress on any new policy or major change in policy emphasis or direction? Questions for
Congressional inquiry might include: What is the policy; how exactly is it different; how does it
fit in with other policy options; what consequences are foreseeable; how is it to be implement-
ed; how is effectiveness to be measured; how is it to be coordinated; what funding, organization-
al mechanisms or legislative authority are required to implement it effectively, and how is inter-
national support for, and cooperation in, this strategy to be pursued?

In justifying the U.S. missile response under Article 51 of the U.N. Charter (self defense),
the Clinton Administration has invoked 22 USC 22377 note (otherwise known as) Section 324(4)
of the Antiterrorism and Effective Death Penalty Act of 1996 P.L. 104-132] which provides: "The
Congress finds that.... The President should use all necessary means, including covert action and
military force, to disrupt, dismantle, and destroy international infrastructure used by internation-
al terrorists, including overseas terrorist training facilities and safehavens". Does 22 USC 2377,
as passed by Congress in 1996, amount to the counter-terrorism analogue to the Vietnam era Gulf
of Tonkin Resolution? Some analysts suggest that such authority is too broad and open-ended
and may pave the way for a quagmire of unconventional violent exchanges, and consequently
amendment of the statute may be warranted. Others, however, feel that such broad authority is
essential to allow a president maximum flexibility to counter mounting terrorist threats and stress
that potential for abuse can be checked through active congressional oversight and reporting to
Congress. Another issue involving presidential authority is how the presidential ban on assassi-
nations (E.O. 12233) fits into any policy shift and if it should be modified or rescinded.

A more proactive terrorism policy may prove costly in dollars [even in relatively quiet
times] as well as in potential restrictions on civil liberties. Unresolved questions include: (1) what
is the potential dollar cost; and is the public prepared to accept the loss of lives and other conse-
quences of such a "war of the future?" In this regard, should there be a more active federal role
in public education? An informed, involved, and engaged public is critical to sustain an active
anti-terrorism response. The American public will be more likely to accept casualties if they
understand why they will be sustained and that sometimes it is cheaper to pay the cost up front.

6 According to press reports, National Security Adviser, Sandy Berger briefed Mr. Lott and Mr. Gingrich on August
19, 1998 and Mr. Gephardt s office was briefed that day. Mr. Daschle, unavailable at the time, was briefed the fol-
lowing day. See: Clinton gets Hill s near-solid bi-partisan support for strike, by John Godfrey, Washington Times,
August 21,1998, p. A13. Also, 1/2 hour before the attacks, phone calls were placed to the Chairman and Ranking
Members of the House National Security and Senate Armed Services Committees. The day after the U.S. counter-
strike (August 21), Secretaries Cohen, Albright, CIA Director Tenet, and Chairman of the Joint Chief s Henry H.
Shelton met with Senators and available House Members to discuss the planning and rationale of the bombings.
House-focused follow up briefings are planned.



Terrorist Attack on USS Cole: Background
and Issues for Congress

Raphael Perl and Ronald O Rourke

Summary

An FBI-led investigation was launched to determine culpability for the October 12, 2000
terrorist attack on the U.S. Navy destroyer Cole in Aden, Yemen. The Defense Department and
the Navy initiated additional inquiries. The House and Senate Armed Services Committee held
initial hearings on the incident in late October. The attack raises potential issues for Congress
concerning (1) procedures used by the Cole and other U.S. forces overseas to protect against ter-
rorist attacks; (2) intelligence collection, analysis, and dissemination as it relates to potential ter-
rorist attacks, (3) U.S. anti-terrorism policy and how should the United States respond if and
when perpetrators are discovered. This report will be updated as events warrant.

Background

On October 12, 2000, the U.S. Navy destroyer Cole! was attacked by a small boat laden
with explosives during a brief refueling stop in the harbor of Aden, Yemen.2 The suicide terrorist
attack killed 17 members of the ship s crew, wounded 39 others, and seriously damaged the ship.3
The attack has been widely characterized as a "boat bomb" adaptation of the truck-bomb tactic
used to attack the U.S. Marine Corps barracks in Beirut in 1983 and the Khobar Towers U.S. mil-
itary residence in Saudi Arabia in 1996.

The FBI, in conjunction with Yemeni law-enforcement officials, is leading an investiga-
tion to determine who is responsible for the attack. Evidence developed to date suggests that it
may have been carried out by Islamic militants with possible connections to the terrorist network
led by Usama bin Ladin.# In addition to the FBI-led investigation, Secretary of Defense William
Cohen has formed a special panel headed by retired General William W. Crouch, former Vice
Chief of Staff of the Army, and retired Admiral Harold W. Gehman, Jr, former commander-in-
chief of U.S. Joint Forces Command, to "review applicable Department of Defense policies and
procedures and address force protection matters, rules of engagement, logistical support, intelli-
gence and counterintelligence efforts" and any other matters deemed pertinent. The Navy is

1. The Cole (DDG-67) is an Aegis-equipped Arleigh Burke (DDG-51) class destroyer. It was one of four DDG-51s
procured in FY1991 at an average cost of about $789 million per ship. This is equivalent to about $924 million in
FY2001 dollars. The ship entered service in 1996.

2. For background information on Yemen and a discussion of U.S.-Yemeni relations, see CRS Report RS20334,

Yemen: Democratic Development and U.S. Relations, by Alfred B. Prados. Washington, 2000. 6p.
3. The cost to repair the ship has been preliminarily estimated at about $150 million. Funding to repair the Cole
may be included in one of the final appropriation bills now being completed by Congress prior to adjournment.

4. See CRS Report No0.30643, Terrorism, Near Eastern Groups and State Sponsors, by Kenneth Katzman for infor-
mation on Bin Ladin s network and links to Yemen.



conducting a third inquiry into the preparations that the ship made for its refueling stop at Aden.
Public hearings on the attack were held by the House Armed Services Committee on October 25,
2000, and by the Senate Armed Services Committees on October 19 and 25, 2000. Members and
staff have also held classified meetings on the attack with Administration officials.

Issues for Congress

The attack on the Cole raises potential issues for Congress concerning (1) procedures used
by the Cole and other U.S. forces overseas to protect against terrorist attacks; (2) intelligence col-
lection, analysis, and dissemination as it relates to potential terrorist attacks; and (3) U.S. anti-ter-
rorism policy and how the U.S. should respond to this attack. These issues are discussed below.
Force-protection procedures. Before it arrived at Aden for its brief refueling stop, the Cole, like
all visiting U.S. ships, was required to file a force-protection plan for the visit. This plan was
approved by higher U.S. military authorities, and was implemented during the ship s visit. In
accordance with the plan, the Cole at the time of the attack was operating under threat condition
Bravo, which is a heightened state of readiness against potential terrorist attack. (The lowest con-
dition of heightened readiness is Alpha; Bravo is higher; Charlie is higher still, and Delta is the
highest.) This threat condition includes steps that are specifically intended to provide protection
against attack by small boats.

Members of the House and Senate Armed Services committees and other observers have
raised several issues concerning the force-protection procedures being used by the Cole and by
other U.S. military forces and bases in the region, including the following:

* What were the elements of the Cole s force-protection plan and how were these
elements determined?

* Did the Cole effectively implement all the elements of this plan? If not, why not? If
so, does this indicate that the plan was not adequate for defending against this type of
attack?

* Was the force-protection plan, including the use of threat condition Bravo, appropriate
in light of the terrorist threat information that was available to military officials in the days
leading up to the ship s visit? Was the ship s threat condition consistent with the very high
threat condition being maintained at that time by the U.S. embassy in Yemen?

* What changes, if any, should be made in force-protection policies for ships and other
U.S. military forces and bases overseas, particularly in the Middle East and Persian Gulf
region? Given the need for Navy ships to periodically refuel and receive other services
from local sources, as well as the potential difficulty of identifying hostile craft in often-
crowded harbors, how much can be done to reduce the risk of future attacks like this one?
What can be done to protect against more sophisticated terrorist tactics for attacking ships,
such as using midget or personal submarines, scuba divers with limpet mines, or com
mand-detonated harbor mines? Should the Navy reduce its use of ports for refueling stops
and instead rely more on at-sea tanker refuelings? How many additional tankers, at what



cost, might be needed to implement such a change, and how would this affect the Navy s
ability to use such stops to contribute to U.S. engagement with other countries?

In addition to these issues, members of the House and Senate Armed Services committees
at the hearings also raised an underlying question on whether the Cole s refueling stop was nec-
essary from an operational (as opposed to political/diplomatic) point of view.>

Intelligence collection, analysis, and dissemination. Members of the Armed Services
and Intelligence committees as well as other observers have raised several questions relating to
the role of intelligence collection, analysis and dissemination in the Cole attack and in prevent-
ing other terrorist attacks against the United States. In some cases, these questions have been
spurred by press reports about the existence of information and analyses from the U.S.
Intelligence Community that, some argue, might have helped prevent the attack had it been given
greater consideration or been disseminated more quickly.® The details of these claims are cur-
rently under investigation by the Executive Branch and Committees in Congress. Questions
include the following:

* Does the United States have sufficient intelligence collection capacity, particularly in
the form of human intelligence (as opposed to intelligence gathering by satellites or other
technical means), for learning about potential terrorist attacks, particularly in the Middle
East or Persian Gulf? Does the attack on the Cole represent a U.S. intelligence failure, or
does it instead reflect the significant challenges of learning about all such attacks soon
enough to head them off?

5. Defense Department officials testified that the refueling stop was necessary operationally because the Cole was
making a 3,300-mile transit from the Mediterranean (where it previously refueled) to the Persian Gulf. Arleigh
Burke-class ships like the Cole have a published steaming range of 4,400 miles at 20 knots. Transits are typically
made at 14-15 knots, and steaming reange at these speeds is greater than at 20 knots. It thus appears that the Cole
could have transited to the Gulf with 25 percent or more of its fuel to spare. Defense Department officials, howev-
er, state that it is Navy policy to keep its forward-deployed warships fueled to not less than 50 percent of capacity,
aparently to preserve their tactical mobility in the event of an emergency. The Cole was projected to be at about 53
percent fuel when it reached Yemen, and while there were two tanker ships in the Mediterranean and one in the
Persian Gulf, there were none in between Some officials have inquired as to whether the unavailability of a tanker
near Yemen is a consequence of the reduction in size of the Navy during the 1990 s. Defense Department officials
argue that this point is moot because it has never been Navy policy to assign tankers so that one could always be
assigned to combat ships engaged in solitary transits. Since the end of the Cold War, though, the Navy has become
more comfortable with the idea of breaking forward-deploying battle groups into small sub-formations, including
solitary ships, to take better advantage of the modular flexibility of naval forces for responding to specific needs over-
seas. The policy issue might thus be as follows: Are the refueling-related risks created by (possibly-more-frequent)
solitary transits combined with the 50-percent fuel policy properly balanced against the benefits of moving ships in
this manner and preserving their projected tactical mobility upon arrival at the intended area of operation?

6. See for example, Scarborough, Rowan. Pentagon Analyst Resigns Over Ignored Warnings. Washington Times,
October 26, 2000: A1; Becker, Elizabeth, and Steven Lee Myers. Pentagon Aide Quits, Warnings Ignored, He Says.
New York Times, October 26, 2000; Suro, Roberto, and Vernon Loeb. U.S. Had Hints of Possible Attack.
Washington Post, October 26, 2000: A32; Gertz, Bill. NSAs Warning Arrived Too Late To Save The Cole.
Washington Times, October 25, 2000: Al.



* In the days and weeks prior to the attack on the Cole, was all the available intelligence
information about potential terrorist attacks in the Middle East and Persian Gulf given
proper weight in U.S. assessments of the terrorist threat in that region? Were reports pro
viding information and analyses of potential terrorist attacks in the region disseminated on
a timely basis to U.S. military and civilian officials in the region who have responsibility
for providing advice or making decisions about ship refueling stops or other military oper
ations?

* Was there adequate coordination, prior to the attack on the Cole, between the Defense
Department [including the National Security Agency], the State Department, and the U.S.
Central Command (the regional U.S. military command for the Middle East and Persian
Gulf) in sharing and using available intelligence information and analyses on potential ter
rorist attacks?

* What actions, if any, should be taken to improve U.S. intelligence collection and analy
sis, particularly as it relates to potential terrorist attacks on U.S. assets in the Middle East
and Persian Gulf or elsewhere?

U.S. anti-terrorism policy and potential response. Beyond these more specific issues, the
attack on the Cole poses several additional potential issues relating to U.S. anti-terrorism policy
in general. Some of these issues highlight dilemmas and concerns inherent in policies designed
to prevent or mitigate terrorist acts. These issues include the following:

Why was Yemen chosen for refueling? U.S. Navy ships began making refueling stops in
Aden in January 1999. Since then, Navy ships have stopped there 27 times to refuel, twice to
make port visits, and once to take on supplies. Members of the Armed Services Committees and
other observers have asked why the U.S. Central Command decided in 1998 to begin using
Yemen for refueling stops rather than continuing to use nearby Djibouti on the Horn of Africa
(which U.S. Navy ships had used for refueling for several years) — and why Central Command
continued to use Yemen this year for refuelings when an April 2000 State Department report on
worldwide terrorism characterized Yemen as a haven for terrorists but did not mention Djibouti.
Members and others have asked whether the risk of a terrorist attack against a U.S. ship in Yemen
was properly balanced against the political/diplomatic goals of improving relations with Yemen
and encouraging its development toward a stable, pro-Western, democratic country that does not
support terrorism and cooperates with U.S. efforts to contain Iraq. In response, General Tommy
R. Franks, the current Commander-in-Chief of U.S. Central Command, stated the following
regarding the process that led his predecessor, General Anthony C. Zinni, to the decision to use
Yemen for refueling stops:

The decision to go into Aden for refueling was based on operational as well as geo-strate
gic factors and included an assessment of the terrorist and conventional threats in the
region. As you know, the Horn of Africa was in great turmoil in 1998. We had continu
ing instability in Somalia, the embassy bombings in Kenya and Tanzania, an ongoing war
between Ethiopia and Eritrea, and an internal war in Sudan....As of December 1998, 14 of
the 20 countries in the USCENTCOM AOR [U.S. Central Command area of responsibil



ity] were characterized as "High Threat" countries.

Djibouti, which had been the Navy refueling stop in the Southern Red Sea for over a
decade, began to deteriorate as a useful port because of the Eritrea-Ethiopia war. This war
caused increased force-protection concerns for our ships, as well as congestion in the port
resulting in operational delays. The judgment at this time was that USCENTCOM need
ed to look for more refueling options, and Aden, Yemen was seen as a viable alternative.
At the time the refueling contract was signed, the addition brought the number of ports
available in the USCENTCOM AOR to 13. Selection of which of these ports to use for a
specific refueling operation involves careful evaluation of the threat and operational
requirements.

The terrorism threat is endemic in the AOR, and USCENTCOM takes extensive measures
to protect our forces.... The threat situation was monitored regularly in Yemen and
throughout the AOR. The intelligence community and USCENTCOM consider this AOR
a High Threat environment, and our assessments of the regional threat and the threat in
Yemen were consistent in their evaluation. We had conducted a number of threat assess
ments in the port, and throughout the area. However, leading up to the attack on USS Cole
on 12 October, we received no specific threat information for Yemen or for the port of
Aden that would cause us to change our assessment. Had such warning been received,
action would have been taken by the operating forces in response to the warning.”

Anticipating new modes of terrorist attack. Truck bombs have been used to attack U.S.
targets for at least 17 years. Did U.S. intelligence and counter-terrorism agencies anticipate or
consider sufficiently plausible the possible use of the maritime equivalent of a truck bomb against
a U.S. Navy ship in a harbor? If not, what changes, if any, should be made to improve the abili-
ty of U.S. intelligence and counter-terrorism agencies to identify and give sufficient prominence
to modes of terrorist attack that have not been previously used? Should U.S. officials reach out
more to non-governmental organizations and individuals for help in this regard?

Protecting against threats posed by persons with legitimate access. What is the best way
to defend against terrorist attacks by persons with legitimate access to U.S. installations or forces?
The Cole was refueled by a private Yemeni ship supply company that had advance information
on the ship s itinerary. Although it now appears that the attack may have been carried out by per-
sons with no connection to this firm, the attack still raises questions about the security implica-
tions of relying on private foreign companies to refuel U.S. Navy ships. What steps can be taken
to reduce the risk posed by relying on such firms? Should, for example, the State Department s
Anti-Terrorism Assistance program (ATA) be enhanced so that it can better assist foreign gov-
ernments, when needed, in personnel screening and security procedures?

7. Opening Remarks of General Tommy R. Franks, Command In Chief, U.S. Central Command, Before the United
States Senate Armed Services Committee, 25 October 2000. This statement is posted on the Web page of the Senate
Armed Services Committee under the hearing in question.



The role of the FBI in counter-terrorism. Some observers have asked whether (or under
what circumstances) it is appropriate for the FBI, traditionally a domestic U.S. law-enforcement
agency, to take a de facto lead role in overseas investigations of terrorist attacks. Although the
FBI s investigative skills are critical to such investigations, some observers argue that other skills
outside the FBI s area of specialization, including having an in-depth understanding of foreign
countries and cultures and the diplomatic ability to ensure host nation cooperation, are equally
important components of such investigations. Clearly, small nations may feel overwhelmed by
large numbers of FBI agents and the political sensitivities of their insistence on questioning local
witnesses/suspects. Conferees on the FY 2001 Foreign Operations Appropriations bill [HR4811]
made $4 million for counterterrorism training in Yemen contingent on FBI certification that
Yemen is fully cooperating in the Cole investigation.

Insuring coordination of any retaliatory response. An important challenge facing U.S.
counter-terrorism officials is to ensure that U.S. actions for military/economic retaliation for ter-
rorist attacks are adequately planned. The need for maintaining secrecy in planning military
actions can discourage interagency coordination, which in turn can create a potential for making
a planning mistake. Some observers argue that the U.S. cruise missile attack on what some
believe was a legitimate pharmaceutical factory in Sudan in response to the 1998 embassy bomb-
ings in East Africa was a mistake caused in part by lack of interagency coordination that deprived
decisionmakers of important data which might have influenced the target-selection process.® If
it is determined that the attack was linked to Bin Ladin, a major issue is how the U.S. responds
and prevents further attacks from a network that is believed responsible for several anti-U.S.
attacks since 1992. The U.S. retaliatory attack on Afghanistan in August 1998, a response to the
East Africa Embassy bombings, did little to damage Bin Laden s network or his ability to plan
attacks.

8. For a discussion of the bombing response and its policy implications, see CRS Report 98-733, Terrorism: U.S.
Response to Bombings in Kenya and Tanzania: A New Policy Direction? By Raphael Perl. Washington, 1998
(September 1, 1998) 6p.



Operational Plans and How they are Influenced
by Emerging Technologies
Joseph Rosen, MD

Operational plans are designed to implement policy and strategy. They provide the guide-
lines that operators use to respond to their tasks. If the policy is not functional, then it is unlikely
that a good operational plan can overcome its faults. Emerging threats can cause major dysfunc-
tions in our policies and strategies; these will render current operational plans unable to meet the
tasks that they are expected to accomplish.

Present policies or counterterrorist policies that are based upon unrealistic assessments of
the biothreats will result in operational plans that are not prepared to address the magnitude of a
potential attack on our society. We have specifically chosen a combined bioweapons attack fol-
lowed by a cyberattack for our discussion because it creates a discontinuity between the present
Federal Response Plan s approach and the nature of the threat that is posed to our society. This
gap will continue to exist unless a process is put in place to address present and future emerging
threats that create discontinuities between response plans and the threats that they are tasked to
treat.

Operational plans are the working documents that enable each of the groups and agencies
tasked in responding to a terrorist attack to effectively carry out US policy on counterterrorism.
As described in the Terrorism Incident Annex to the Federal Response Plan implementing PDD-
39 the FBI is the lead federal agency in crisis management and FEMA is the lead federal agency
in consequence management. The FBI on-scene commander will coordinate local responders and
when the crisis is overcome FEMA will take charge. In addition to the Federal Response Plan,
each state has its own plan for terrorist attacks. We have reviewed five of these plans and include
this paper in our executive summary. We have also included details of several of these plans in
our edited volume for a more in depth evaluation.

These inter-agency plans co-ordinate local responders with federal agencies from both the
justice and defense departments. (They co-ordinate, when needed, to respond to attacks that
involve multiple states.) When the attack involves mass casualties from a bioweapon attack, they
instruct HHS and CDC to respond to the mass casualties and to the bioagent that was used in the
attack. In theory, the plans are well thought out and will work effectively in the event of a large-
scale attack on an American city.

The goal of this report is to understand how emerging technologies will affect the opera-
tional plans from the standpoint of emerging threats and emerging responses to these threats. The
individuals that are tasked to respond to these attacks are trained and experienced in convention-
al tactical attacks that are limited to an event that is directed at one site. Most events in the past
have been from conventional explosive devices, and although they have caused mass casualties,
the event has been contained. The FBI has managed the crisis and in most cases apprehended the



terrorists. FEMA has managed the consequence once the crisis is over.

Emerging technologies that create bioweapons that infect large segments of the popula-
tion, spread rapidly, have latency, allow release in the air, and are relatively inexpensive to pro-
duce, present an attack that may overwhelm present inter-agencies plans. These events will need
a level of co-ordination and training that has not been achieved in the past. It differs from a con-
ventional attack with an explosive device; the rapid spread of the disease would require rapid con-
tainment and quarantine of large populations across multiple states and cities. Although most bio-
agents today have treatments, we expect that with biotechnology, after 2005 there will appear a
new assortment of bioagents for which we do not have treatments. We also expect that by 2025
with genetic engineering there will be a more dramatic change in these agents making them hard-
er to detect and treat.

Emerging technologies that respond to these bioagents will lag behind the new
bioweapons. We believe that emerging technologies can be used to create new types of vaccines
and treatments, but ultimately we must rely on an operational plan that limits the spread of those
infected and allows a rapid quarantine to take place. When possible, the operational plan will need
to include a method to dispense treatments to mass casualties, which could be as much as 10% to
30% of the population when an area has been contaminated and the first responders themselves
become victims. It should also be noted that in a bioweapon attack the first responders are not law
enforcement, but rather medical personnel. These personnel are often not trained in how to
respond to a mass casualty event. Hospitals are already filled to capacity. Many medical person-
nel will not respond if they know that they have a high chance of becoming casualties. A remote
tele-operated response may be ideal in a situation such as this.

The special case of a bioweapons attack is a severe test of our operational plans and
requires a training environment in which we can practice how best to operate this type of
response. It will not be possible to learn how to do this once the event has occurred, and the FBI
will have to rely on other agencies to step in to deal with the ongoing medical situation. In addi-
tion, and most importantly, a bioweapons attack can be a strategic attack when certain bioagents
are used. These agents are well known, and would create a situation that may cause a collapse in
our society if the attack is successful and not rapidly contained by our operational plans.

We have used emerging technologies to create a special approach to a bioweapons attack
that involves a rapid spread of an infection to multiple cities. Although our approach would not
prevent the attack, it would help to contain its effects to prevent it from moving from a tactical
attack to one that would be of strategic consequence. Although the present federal response plan
is likely an effective approach against tactical terrorist threats, we believe that strategic weapons
may overwhelm it.

We also see an opportunity for a cyberthreat in conjunction with a biothreat to be used as
an emerging terrorist threat. Any major biothreat now and especially in the future, would put great
demands on the computer based information systems that hospitals use. Such a system would not



likely be able to handle a biothreat and could collapse through increased demand. It is also pos-
sible that clinical information systems, that will be more and more computer-based in the future,
could also be infiltrated. This would rapidly and dramatically interfere with our ability to contain
a bioattack.

Our goal is not to present an overwhelming doomsday scenario. We believe that there are
effective methods to prepare for this worst-case scenario and that this preparation will help us test
our present interagency plans. It will provide an opportunity for the many agencies to evolve and
strengthen their present plans, better coordinate the response teams, and integrate first responders
and federal agencies from both the justice and defense departments. It is important to bring
together policy makers and technologists in these training sessions so that they may learn or con-
tribute to the operational plans before the plans are put into action.



Challenges In Coordinating The Response To Bioterrorism

Michael S. Ascher

The overall impact of a bioterrorist attack will be determined by the balance between fac-
tors inherent in the threat organism (infectivity, pathogenicity, communicability, and antibiotic
susceptibility) and the response of the public health system (disease detection, organism identifi-
cation, antibiotic therapy or immunization, and environmental mitigation). Although organism
factors can be anticipated and responses tailored to likely possibilities, it is clear that organisms
can be engineered to escape conventional measures. This is a serious problem in its own right,
but the larger issue that the community must face is that the myriad components of the response
system are very poorly organized at this time. Unless this situation is rectified, in a real event, a
fragmented and incomplete response would likely occur with clear adverse consequences on the
public’s health.

The reasons for the failure of coordination of the response system are numerous. First, as
highlighted in the recent National Commission on Terrorism report, is the absence of overall
Federal leadership to coordinate funding, to ensure total coverage and to prevent duplication. At
present, one component may feel that its activities are appropriate, yet it maybe merely duplicat-
ing another independent entity’s mission, and leaving major gaps in the overall system. One
example is the focus by the National Guard Civil Support Teams on developing field laboratory
capability for biological threats while at the same time the U.S. Public Health Service, through
the CDC, has an initiative to make state-of-the-art laboratory testing available on short notice to
any jurisdiction within the U.S. These two programs are just beginning to talk to each other and
it is not clear that the National Guard program will be required at all once the CDC program is
up and running. While this duplication of activities in the laboratory arena has occurred, neither
the CDC nor the National Guard has begun to think about systems to actually deliver and admin-
ister therapeutics to the site of an event. This is clearly the most serious hole among several in
the overall response plan.

A second major challenge in coordinating the response to bioterrorism that most workers

in the field are familiar with is defining the role of traditional "first-reponders." Fire, police,
Emergency Medical Services and HAZMAT capabilities are, of course, the key to the response to
an explosive or chemical incident. Their roles in a bioterrorist event, which presents as an epi-
demic of disease, are not clear. The problem is that much of the planning and most of thefund-
ing has been provided under a scheme in which "bio" is just a variant HAZMAT threat, a "living
chemical", if you will. The clearest example of this problem is the Office of Justice Programs
equipment grant program. Under the guidance of the Defense Department’s former chemical
defense program, local jurisdictions are required to purchase a set of equipment to be in compli-

ance with the program. The specified HAZMAT suits and training are obviously appropriate for



chemical threats but their utility in a biologic event is not clear. Additionally, without consulta-
tion or guidance of the best biodefense programs in the military, hand-held rapid test kits were
(and are still being) provided to fire, police, EMS, and HAZMAT units. These kits have not been
validated for this purpose and anecdotal experience suggests that they are not at all useful because
of problems with both false-negative and false-positive results. Add to this the National Guard
laboratory program discussed above, the plans of the FBI to deploy "flyaway" laboratory capa-
bility and the Marines’ CBIRF plans and we can visualize a five-player laboratory response at an
incident site. Since these programs are totally independent and turf-conscious, there has been lit-
tle or no coordination or cooperation between them up to this point. Although the politics of cor-
recting this situation are quite involved, the simple problem for a local jurisdiction is that chaos
would ensue if all these laboratory resources were to descend on an incident site without careful
advance planning.

There are parallels in the other component activities such as disease surveillance and
emergency medical response where multiple Federal, State, and local initiatives are disconnected
from each other. As referenced in the recent report of the National Committee on Terrorism, until
overall planning, including all budgets, are under the control of one party, chaos will continue to
reign. A further political problem occurs when the group that might be considered most critical
to the response to bioterrorism, public health, tries to get attention and funding from government
sources. Congress almost certainly believes that the combination of the Nunn-Lugar-Domenici
funding, the National Guard program, the National Disaster Medical Systems, the U.S. Marines
CBIRF, the CDC program and the FBI "flyaway" program must be able to deal with a crisis. If
all these pieces had been designed from the start to fit together and forced to work together, that
might indeed be the case, but instead we have duplicative programs with large holes remaining.

One further example is worthy of consideration. The U.S. military overall possesses con-
siderable capability in the area of medical care in field situations. However, with the recent
downsizing and realignment of resources within the Army, the majority of medical assets are in
the Reserve component and the National Guard no longer has hospitals or medical personnel
capable of providing care in an emergency situation. Nevertheless all the funding and responsi-
bility for the military’s support role thus far have gone to the National Guard, which no longer has
the resources necessary to respond to an incident. It is unclear if the funders in Congress are aware
of this fact. In the face of this situation, the military has changed its warfighting doctrine to state
that all actions in the future will require the coordinated response of active, reserve, and guard
units, the so-called "multi-compo" response. This obviously appropriate change in policy has not
filtered down to the planning for the civilian response to bioterrorism, and it is unclear if it ever
will, mainly for political reasons.

In conclusion, there are major challenges in coordinating the myriad of resources that are
available to respond to a bioterrorist event. Duplication of effort is prominent and major gaps



remain to be filled. Given that there appears to be no leadership on the Federal level on this issue,
it will be up to the states and local jurisdictions to develop and organize the response capability
on their own. This is clearly not the best way to prepare for bioterrorism on a national level and
every effort must be made to correct this situation.



Summary of Five State Emergency Response
Plans for Biological Terrorism

Charles Lucey, M.D., J.D., M.P.H.

Responsibility for preparing and responding to a biological terrorist even rests upon the
States and local first responders. In May 2000, the TOPOFF (top officials of U.S. government)
exercises were held to test the nation s ability to respond to simultaneous attacks on 3 munici-
palities, using a biological, chemical, or radiological weapons of mass destruction (WMD). In,
"A Plague on your city: observations from Topoff,"
(http://www.hopkinsbiodefense.org/pages/news/quarter.html), Inglesby, Grossman, and O Toole
review the biological attack scenario, played out in Denver, Co. In this exercise, plague (Y.
pestis) bacilli was covertly released at the Denver Performing Arts Center.

In the four days of the exercise, strengths and weaknesses of present response planning
could be identified. Scenario planners inserted data in response to participant actions, allowing
the infection to spread to multiple locations, involving neighboring states and other nations.
Secondary infection was possible for anyone, not protected with a dust mask, who came within 6
feet of a coughing person. The end result was an overextended and exhausted health system,
including hospitals, public health, antibiotic distribution, and so forth. Command and control dif-
ficulties were identified, including difficulty communicating by telephone, as many responders
could not be found in their offices. Concerns were raised about maintaining public order, triag-
ing the "worried well," and coordinating responders who had never worked together. There was
difficulty containing the spread with quarantine measures and supplying the population confined
to their homes. The exercises showed how far we have come in our efforts and how far we still
have to go. A handful of states were contacted to survey local response planning.

The California Terrorism Response Plan (December, 1998) is an annex to the state emer-
gency plan and is currently undergoing revision. The plan is written in conjunction with federal
plans, as described in the California-Federal Emergency Operations Center Guidelines. It states
that the Governor has the emergency authority to plan for, procure, and pre-position supplies,
medicines, materials, and equipment to mitigate the possible effects of an emergency. The
Governor may activate emergency organizations in advance of an actual emergency, if pre-
warned.

California relies on its Standardized Emergency management System (SEMS) for
responding and managing multi-agency and/or multi-jurisdictional emergencies and disasters.
SEMS incorporates the Incident Command System (ICS), the California Master Mutual Aid
Agreement, and an Operational Area concept (state counties). Each Operational Area operates its
own emergency response plan and facilities communication among all local governments. The
person in charge may be a fire chief, sheriff, or other local official as designated by the county.
He or she can request help from a Regional Emergency Operations Center when needed. Cities
and counties have primary responsibility for protecting local citizens when an event happens.



The State Standing Committee on Terrorism meets quarterly to provide advice and rapid
consultation should the need arise. Members include state and federal agency officials plus vis-
iting experts invited by the committee. They have an advisory and coordination role, ceding cri-
sis management to the FBI while exercising preeminent authority to make decisions regarding
consequence management. California s experiences with natural disasters has given it a practical
foundation with the governor s office directly overseeing future response planning.

The Maryland Strategic Plan to Improve the Health and Medical Response to Terrorism,
(February 23, 2000, http://miemss.umaryland.edu/Home.htm), lists twelve key assumptions
/planning principles. The first is that planning for a WMD event will be based upon the existing
system for handling a mass casualty incident rather than special purpose plans. Their planning
will be based on 1000 live victims. From time of detection, state and local responders may need
to wait up to thirty-six hours for federal assistance. It states hat preparedness for biological events
relies on early detection, surveillance, and monitoring capabilities that are minimal at best, are not
well-coordinated, and will require intelligence and data transfers between health, medical, law
enforcement and others that do not currently have the ability to share and transfer information and
intelligence. Pre-positioning and deploying health and medical detection, diagnostic and treat-
ment resources will require mutual aid between jurisdictions and public and private entities that
may not have existing relationships. Other points cover coordination with federal plans and effec-
tive state communication and command structure.

The Maryland Health and Medical System Preparedness and Response Plan- Weapons of
Mass Destruction (draft work plan), dated May 10, 2000, provides a greater level of detail to the
Strategic Plan, above. It is a product of three focus group efforts: emergency medical services,
hospitals, and public health. It also represents the partnership of three government
agencies:

* Maryland Emergency Management Agency (MEMA)
* Maryland Department of Health and Mental Hygiene (DHMH)
* Maryland Institute for Emergency Medical Services Systems (MIEMSS).

This report states that no Maryland hospital emergency department can handle a mass
casualty incident numbering the hundreds. No regional group of hospitals can handle a 1000 live
casualty surge ("catastrophic event"). The report frankly states that Maryland is unprepared for a
catastrophic event and that a WMD agent will produce a casualty rate, which will rapidly over-
whelm the health care emergency response system. To estimate bed availability for such an event,
they started with the average daily census and calculated 20% could be rapidly dedicated to casu-
alty care.

The Maryland State Police will act in support of the FBI for crisis management. The
Maryland Emergency Management Agency is the lead State agency for consequence manage-
ment. The plan proposes that each acute care general hospital maintain a disaster cache sufficient
to treat hundred victims for seventy-two hours. It suggests that each local health department
maintain a medication cache to treat hundred victims for seventy-two hours. Hospitals and local
health departments will coordinate on how to maintain fresh supplies/medications.



Each hospital will be capable of decontaminating five patients per hour. Emergency com-
munication and paging systems will be capable of transmitting alert messages. Encrypted elec-
tronic, real time, Internet communication shall connect the lead agencies, the twenty-four local
health departments, hospital emergency rooms, infection control programs, and so forth. MEMA
is to maintain an Incident Response Team to assist local governments with assessments and
response.

The State of Oklahoma Emergency Operations Plan (March 10, 2000) begins with a basic
section, which covers the concept of operations. It assigns the Director, Department of Civil
Emergency Management, to direct, control, or coordinate all interagency and volunteer service
organizations operations. The Director will also be the Governor s Authorized Representative for
FEMA coordination. It directs that each identified agency provide 24-hour capability to provide
a liaison officer to the State Emergency Operations Center as required by the Director. It provides
a line of succession and gives citations to state and federal laws and directives.

The plan has seventeen appendices which review needs for areas such as transportation,
health/medical, communications, and so forth, including #17, terrorism preparedness. Each sec-
tion covers purpose, situation and assumptions, concept of operations, and organization and
assignment of responsibilities. Each is fairly brief; terrorism preparedness is seven pages and
does not have a section devoted to biological terrorism.

The State of Texas Emergency Management Plan (December 17, 1999) addresses all dis-
asters, natural or man-made, without specifically addressing biological terrorism. The plan states
that each agency under the plan is to develop its own comprehensive standard operating proce-
dures, training, and periodic exercises. The plan covers four phases of emergency management:
mitigation, preparedness, response, and recovery.

The plan assigns primary responsibility to local emergency operations, with state
resources committed upon request of local officials. If state operations are damaged or over-
whelmed, federal assistance will be relied upon. The state organizes its resources at the local
level with a Disaster District Committee that supports functional groups known as emergency
support functions (ESF). Each EST consists of a primary agency and support agencies best
equipped to manage an emergency. These support services could be veterinary, mortuary, potable
water, etc. There is an Emergency Management Assistance Compact for interstate mutual aid that
the Governor can activate.

State Disaster Districts parallel those of the Department of Public Safety (DPS) Highway
Patrol, dividing the state into manageable areas. Regional Liaison Officers from the Governor s
Division of Emergency Management are assigned to each DPS region. The Governor has the
power to wave state rules that might hinder disaster management. He or she has the power to use
all available state resources and may reassign state personnel. He or she may commandeer pri-
vate property, subject to compensations requirements. The Governor can prescribe evacuation,
control movement of persons and occupancy, and manage debris on
private lands if it threatens public health or safety.



The Governor has designated the Director of DPS as the Chairperson of the State
Emergency Management Council, who in turn appoints a state coordinator for day-to-day man-
agement. This coordinator also has responsibility in Texas for managing the state drought plan.
The Emergency Management Council is composed of the heads of state agencies, the American
Red Cross, and The Salvation Army. Each department designates three individuals to serve as 24-
hour contacts. The plan reviews the responsibilities of agencies, lines of succession for the exec-
utive, legislative, and judiciary branches, readiness levels, emergency support
centers, and lists state plan annexes, including one for terrorism.

There is also a fill-in-the-blank annex for local planners to use for terrorism response plan-
ning. Two pages specifically address biological agents. The Department of Health and Hospitals
maintains plans for emergency medical management. A web site exists to provide most annexes
and coordination at www.txdps.state.tx.us/dem.

On October 18, 2000, the Vermont Association of Hospitals & Health Systems, the
Vermont Army National Guard, Vermont Department of Health, and Vermont Department of
Public Safety- Emergency Management Division held a full day seminar to review "Statewide
Medical Disaster Planning and Preparedness." Along with presentations from these organiza-
tions, a representative of the U.S. Public Health Service reviewed federal response plans and an
outside guest speaker gave another state s perspective on planning WMD response.

Vermont is working on developing a biological terrorism response plan. It has imple-
mented an interhospital mutual aid response agreement to better coordinate for all emergencies.
This includes an effort to coordinate with facilities outside of Vermont and to allow emergency
licensing of health professionals from other states and Canada (licensing regulations under devel-
opment). The local fire chief (many are volunteer) is in charge and can request state aid. The
state does maintain 24-hour emergency responsiveness and trains local 911 systems on points of
contact. It will coordinate closely with the federal plan. Most counties do not have public health
clinics. This was Vermonts first conference on medical disaster planning and many questions
were posed by the participants on state and federal regulations, such as how federal patient trans-
fer rules might need to be violated during an emergency. Facilities, including the regional veter-
ans hospital, reported opting out of HAZMAT decontamination capability, due to OSHA, EPA,
and other agency costly regulations.

Conclusion

In this time where The Boston Globes lead story is "More ERs diverting patients,"
(October 31, 2000), reporting that Massachusetts General is averaging forty-five hours per week
of not accepting ambulances, where West Nile Virus has spread to other eastern states, where
Ebola virus has new outbreaks, and terrorists kill seventeen on a billion dollar Navy ship, there is
a credible biological terrorism threat that the U.S. and the states must prepare for.

Richard Hutchinson, Ph.D., U.S. Army, Soldier and Biological Chemical Command, has
recommended planning for a range of casualties from 0.1% to 10% of the city or area population.
The worried well may inflate those levels further by a multiplier of up to 5. This range is based



on (1) past U.S. vulnerability simulation trials, (2) the actual levels of future biological attacks are
unknown and cannot be predicted, and (3) a response strategy that can cope with such a range of
casualties should be robust enough to deal with any actual event. Medical experts from CDC
have indicated that the country needs to prepare for a natural pandemic involving high levels of
casualties such as the 1918 flu outbreak. It seems prudent for state plans to handle casualty lev-
els in the 10,000 to 100,000 range.

Pre-planning medical capabilities with respect to functions, locations, personnel and sup-
ply requirements is critical to establishing a flexible emergency response contingency capability.
These contingency capabilities can expand in a modular manner using the existing medical sys-
tem of area hospitals, clinics and local emergency response assets. While local resources cannot
fully establish or man these capabilities during a biological incident infecting 10% of the popu-
lation, they could initiate all of these capabilities into which State, regional and Federal assets
could effectively supplement. Such planning for overmatched local resources should anticipate a
structure to coordinate and command the area medical assets for maximum patient care efficien-
cy. (The need for such unified medial command was identified by the participating hospitals dur-
ing the recent TOPOFF exercise in Denver.)

In my informal survey of a handful of states, inquiries were made to Colorado, New
Hampshire and New York to obtain state plans specific for biological terrorism. They were
unable to provide them, stating that they were in draft currently. States are performing needs
assessments as part of the Department of Justices grants process for improving terrorism
response planning. Important progress is being made but our informal review suggests that
efforts cannot let up to improve local preparedness.



Examining the Military and Law Enforcement Terrorism
Counteraction Model:
A Template for Medical Response to Biological Terrorism?

William L. Bograkos and Daniel J. Kaszeta

Introduction: The greatest emerging biological threat is not a particular pathogen or
toxin, nor is it a novel method of dissemination. It is the lack of cogent emergency planning.
The United States government has expended significant funds and effort to increase the pre-
paredness of local, state, and federal agencies to respond to incidents involving Weapons of
Mass Destruction (WMD). Preparedness efforts have been following different paths and
thought processes among the key response communities: fire/hazmat, law enforcement, EMS,
public health, hospitals, and the military. Although the government devotes much effort to
training and exercises, there is a paucity of consistent and useful planning guidance that is
applicable across the community, particularly for hospitals and medical professionals. Clearly,
hospitals and physicians are the front line in the defense against biological terrorism, a reality
that is not consistently realized among policy makers. This paper proposes a common template
for preparedness for biological terrorism. Our intent is to propose a conceptual model that can
be useful to both the medical and law enforcement communities.

Terrorism: For purposes of discussion, we shall use the Department of Justice and FBI
definition of terrorism. A terrorist incident is “a violent act, or an act dangerous to human life, in
violation of the criminal laws of the United States or of any State, to intimidate or coerce a gov-
ernment, the civilian population, or any segment thereof in furtherance of political or social objec-
tives.”l Counterterrorism is the range of offensive action taken against terrorist groups or indi-
viduals, while antiterrorism is the spectrum of defensive actions taken to protect against an act of
terrorism.

7-step Counterterrorism Model: In the early 1980’s, the United States Army developed a
conceptual model to prevent, deter, and respond to acts of terrorism. This model represents both
a process for planning for specific acts, and a thought process that can guide preparedness efforts
(See Figurel). The seven-step model reflects primarily military and law enforcement thinking.
Strictly speaking, given that the terms and definitions have evolved since 1984, it is better to refer
this model as a terrorism counteraction model, because it encompasses both counterterrorism and
antiterrorism measures. The seven-step model was developed by US Army Military Police and
Special Forces personnel as a planning model of the 1980’s to guide the protection of US facili-
ties and personnel. Much of the focus of the original model was on prevention and mitigation, so
there is no easy way to empirically measure its effectiveness because there is no method to accu-
rately measure acts of terrorism that were deterred or prevented. However, this counteraction
model is useful to us as a starting point from which we can plan for response to biological ter-
rorism.



Figure [see attached]

An 8 Step Model adapted to the Medical Community: 1t is difficult to develop a planning tem-
plate for biological terrorism scenarios, given that there is little history of bioterrorism from
which to derive lessons. There has been only one significant successfully executed act of bio-
logical terrorism in the United States2. However, the static seven-step model described above can
be adapted to the medical community. Bringing the model forward from 1984 to 2000, it
becomes a dynamic eight-step model (see figure 3):

Step 1 — Medical Intelligence — Intelligence is the collection, evaluation, and dissemina-
tion of information. In a military or law enforcement milieu, intelligence collection is the use of
various methods to collect information on an adversary or the operating environment.
Intelligence professionals categorize intelligence according to the mode of collection: human
intelligence (HUMINT), signals intelligence (SIGINT), and imagery intelligence (IMINT), for
example. Much of what law enforcement and military officials call intelligence is of little rele-
vance to the medical provider. However, as part of preparedness for a biological terrorism inci-
dent, medical intelligence will primarily be the responsibility of public health officials and epi-
demiologists.

Medical Surveillance — Public health surveillance is “the ongoing, systematic collection,
analysis, interpretation, and dissemination of health data,” with the intent of providing indica-
tions and warning. Using this definition, public health surveillance is an intelligence discipline.
There are a number of potential epidemiological features of potential biological agents. The fol-
lowing epidemiological indicators are widely respected and should provide intelligence indica-
tions:

» Rapidly increasing morbidity (within hours or days) in a normally healthy popula-
tion.

* An epidemic curve that rises and falls sharply during a short period of time. With
contagious agents, successive peaks may occur.

* A sharp increase in the number of patients presenting with similar fever, respirato-
ry, or gastrointestinal complaints.

* An endemic disease emerging at an uncharacteristic time, unusual geographic
location, or in an unusual pattern.

* Unusual or unseasonal presence of vector animals (arthropods or rodents).

» Unexplained deaths or illnesses among livestock or wild animals.

* Clusters of patients arriving from a single locale. This could be an indicator of a
point source biological attack.

* Large numbers of rapidly fatal cases.

* Lower morbidity among people who have been indoors, especially in areas with
filtered air or closed ventilation systems, compared with people who have been out-
doors. (Or the converse case.)



* Patients presenting with uncommon diseases that have bioterrorism potential, such
as pulmonary anthrax, glanders, tularemia, or pneumonic plague. 4

Centers for Disease Control programs such as the Epidemiology and Laboratory Capacity
(ELC) program, and the Emerging Infections Programs (EIP) provide useful capabilities in this
regard. However, the front line is the medical provider, the “provider based sentinel network.”
Surveillance is critical to the control of biological incidents. Bolstering surveillance efforts will
be required to deal with emerging biological agent threats. True early warning, in the military
intelligence sense is unlikely; intelligence will be gained from clusters of diagnosed cases. The
clinician will provide initial warning.

Medical Intelligence — Agent Identification: Rapid detection and identification of bio-
logical weapons is problematic. The clinician will provide initial warning. Detection will be diag-
nosis. Laboratory procedures have evolved much more than field techniques. Aside from some
sporadically available immunochromatographic assay tickets, the medical community still must
rely on laboratory methods. Various techniques are useful:

* Culturing and isolating a pathogen
* Animal inoculation
* Mass spectroscopy (for toxins)

Detection of antibodies (specific immunoglobulins)

* Immunoassay detection of antigens

DNA probes

Detection of a pathogen’s metabolic products in clinical specimens®

Step 2 - Threat Analysis — Threat analysis is a continuous process of assessment of spe-
cific threats, awareness of threat capabilities, forecasting future vulnerabilities, and identification
of weaknesses. The planner must expend significant effort in this step. It is important to note that
this model is not strictly a chronological or static model; it is a template for a deliberate and
dynamic thought process. Therefore, intelligence does not cease to be collected while threat
analysis occurs.

Agent Awareness: Medical providers should achieve a reasonable level of knowledge of
the biological warfare threat and biological terrorism. It is incumbent upon the medical care sys-
tem to have basic knowledge of the technical characteristics (signs and symptoms, laboratory
indications, transmissibility, course of treatment, etc.) of pathogens or toxins of terrorist signifi-
cance.

Identification of New Potential Threats: Any biological warfare agent has characteristics
that make it useful as a weapon. A number of characteristics are widely held to be useful for a
pathogen or toxin to have terrorist utility:



* Ease of production

 Lethality or incapacitation in a reasonable dose

* Particle size distribution in aerosol ideal for inhalation
* Ease of dissemination

 Stability in storage

* Susceptibility of target

* Non-susceptibility of friendly forces

Threat Analysis: Forecasting Vulnerability and Identifying Weakness: The planner
must expend effort to analyze existing plans, personnel, and infrastructure for vulnerability to bio-
logical terrorism scenarios. This is far more than mere susceptibility to the actual threat pathogen
or toxin. Rather, it is an analysis of systemic weaknesses as well as specific shortcomings.
Medical providers, especially those tasked with development of disaster plans, will need to work
closely with other community planners, including state and local emergency management agen-
cies and law enforcement agencies to understand vulnerabilities. Naturally, these agencies will
vary according to the particular locality.

Threat Analysis - Credibility Assessment: The most accurate and timely intelligence in
the world is useless if it not used properly. There are several ways in which threat analysis is
useful for medical providers. Perhaps one of the most important roles that medical providers can
play in combating biological threats is credibility assessment. The employment of biological
agents provides tremendous hoax potential. Knowledgeable medical providers can prove to be
a valuable resource in hoax assessment and defuse the drama associated with biological threats.
They can work directly with law enforcement agencies, including negotiators, if a specific threat
has been announced. Likewise, medical authorities can work as consultants to the media to
ensure that accurate information is released, not hysteria or hyperbole.

A basic approach to biological hoax assessment should assess a threat from three separate
perspectives:

* Scientific: Does the purported threat have technical validity? Does the purported
biological agent have the characteristics to achieve the perpetrator’s goals?

* Operational: Is the threat realistic from an operational or logistical standpoint?

* Psychological: Has the perpetrator or group displayed any psychological traits that
indicate his/her willingness to execute the threat?

Ideally, an assessment team could be set up to assess a hoax, with experts divided into sep-
arate scientific, operational, and psychological assessment cells. Infectious disease experts and
microbiologists could perform the scientific assessment. Law enforcement and military experts
could provide valuable insight in an operational cell. Psychologists and psychiatrists will have to
participate in the psychological assessment cell.

Conversely, poorly informed medical authorities can play into the hands of hoax perpe-
trators and exacerbate the situation. It is quite possible that a well-intentioned but misinformed



physician may lend credibility to an otherwise harmless threat. It is paramount that medical
providers obtain and maintain a reasonable level of education and know when and where to
receive additional information.

Steps 3 to 6 - Defensive Measures — Antiterrorism: In this bioterrorism counteraction
model, the collection and analysis of threat information drives the development and implementa-
tion of protective measures designed to deter attack or, more likely, mitigate the results of a bio-
logical attack. This is antiterrorism — measures taken to increase defense against terrorist attack.
The military and law enforcement model of antiterrorism includes several security disciplines—
physical security, personal security, and operational security. Collectively, these disciplines are
often referred to as force protection in a military context today. These defensive disciplines
are readily adaptable for civil use. The results of the threat analysis process will highlight the
required defensive measures.

Step 3 - Physical Security: Borrowing once again from the military and law enforcement
model, physical security comprises those measures taken to provide protection to facilities and
physical infrastructure. Some physical security considerations appropriate to the medical com-
munity include:

* Hospital Security / Crowd Control — Civil disorder may become a distinct problem
in the event of a widespread biological incident. Walking wounded and - more
importantly — walking worried can easily overwhelm hospital emergency depart-
ments. Liaison should be made with local and state law enforcement agencies, to
include the National Guard to ensure that security augmentation can be made avail-
able for contingency scenarios.

* Decontamination: Depending on the biological agent employed, prompt and effi-
cient decontamination is important to limit the spread or transfer of contamination.
It is unlikely that decontamination will be a concern in biological terrorism scenar-
10s, given that patients will present well after actual exposure to the agents. The
large majority of biological warfare agents are not persistent.” Agents in spore form
(such as Anthrax) and many toxins may require decontamination.

* Physical Infrastructure: Architecture and engineering can be used to mitigate the
effects of biological terrorism, much like the mitigation of conventional explosive
hazards. Security of air intakes is particularly important. Closed spaces greatly
facilitate the efficiency of biological weapons. Most of the clinical cases of pul-
monary anthrax (wool-sorter’s disease) in the twentieth century were due to expo-
sure in closed spaces.8

Step 4 - Personal Security: Common-sense measures, to include and expand upon uni-
versal precautions, should be taken to mitigate the hazards potentially faced by medical person-
nel. Furthermore, biological agents that pose a threat of contagion may be spread using medical
providers as a vector, turning hospitals into hot zones. (Ebola outbreaks in Zaire demonstrated



this phenomenon.) It is incumbent upon hospitals and public health officials that they
insure protection of medical personnel.

* Protective Equipment: The use of personal protective equipment must be consid-
ered. Universal precautions (BL-2) are a useful starting point until the agent is iden-
tified. Although less important than in chemical scenarios, protective clothing is an
important planning consideration.

* Immunization: Ideally, vaccination is the preferred defensive tactic. In most sce-
narios, however, immunization is probably not a useful option for protection of med-
ical personnel due to the timelines involved. However, in other scenarios, immuniza-
tion may be critical to ensuring the safety of responders. This is clearly the case with
smallpox.

* Chemoprophylaxis: If the threat is or is suspected to be bacteria or rickettsia,
chemoprophylaxis may be the best option to protect personnel. Chemoprophylaxis is
more limited when viruses are the threat.

Step 5 - Defensive Measures- Operational Security: Physical security is the protection
of the integrity of physical infrastructure and personal security is the protection of individual per-
sonnel. Operational security is the protection of the overall integrity of the health system. In a
wide-spread casualty situation, mortality equals prevalence times seriousness, divided by access
to health care.? Conventional-type attacks on various aspects of the health system can act as force
multipliers for a biological attack. In the bioterrorism setting, operational security can easily
include the following:

* Situational Awareness: It is important for planners and responders to build and
maintain good lines of communication, both horizontally (between providers at the
same echelon) and vertically (from EMS to hospitals to public health to federal
experts).

* Vector Control: Certain biological agents may be disseminated through vectors.
Vector control clearly ties in with medical intelligence collection. Poor medical
intelligence could lead to eradication of the wrong vector (i.e., killing the rats
instead of the fleas, who merely find a new home).

» Safety of Water supplies: Drinking water is safer than some critics might imagine.
However, vulnerabilities do exist. In 1993, Milwaukee faced a massive outbreak of
watery diarrhea caused by cryptosporidium cysts that passed through the filtration
system of one of the city s water treatment plants. Water-quality standards and the
testing of patients for cryptosporidium were not adequate to detect this outbreak.10

» Transportation: Patients, support staff, pharmaceuticals, medical equipment, and
medical experts have to move from point to point. In a crisis situation, National
Guard assets (both Army and Air Force) may prove useful. Medical providers
should request assistance through their state National Guard’s Military Support to
Civil Authority office.



* Supply Chain Security: Medical care is logistically vulnerable. Every hospital
and clinic requires resupply of consumable materiel. The surety of the supply chain
is important to operational security.

Step 6 — Defensive Measures — Information Security: In the 1984 Army terrorism coun-
teraction model, information security was addressed as a sub-discipline of operational security.
However, in the information age, the safety and integrity of information and information systems
deserves to be identified as a distinct security discipline and defined as a separate step in the
response model. The ubiquitous automation of hospitals and medical information increases vul-
nerability to cyberterrorism and information warfare. Information warfare can multiply the
effects of a biological attack by contributing greatly to the chaos. Comparatively little effort has
been exerted in overlaying the information warfare and biological terrorism threats, nor has much
effort been made to understand the overall vulnerability of the medical infrastructure to electron-
ic attack. (See scenario below.) It is important for each medical provider to understand his or
her own reliance on automation. Information security should examine all of the following:

* Surveillance: Epidemiological tracking is increasingly reliant upon computeriza-
tion and telecommunications.

* Patient Records: Patient records are becoming more automated than in the past.
Destruction or corruption of computerized patient records will hinder effective care.
* Horizontal Communications: Communications between hospitals and between
doctors is vulnerable to attack. Interdicted communications will hinder a coordinat-
ed response.

* Vertical Communications: Likewise, communications between local hospitals and
public health authorities and the various national-level assets (USAMRIID, CDC,
etc.) are vulnerable to interdiction.

* Technical Reference: Physicians rely upon an increasingly diffuse body of knowl-
edge to help them diagnose and treat patients. Standard printed reference texts are
often obsolete within a few years of publication. The internet is used extensively for
rapid research on diagnosis and treatment, especially for rare or exotic conditions.
The large variety of electronic resources available to physicians is highly vulnerable
to attack and could be tainted with disinformation.

* Clinical Diagnostics: Modern hospital laboratories make extensive use of comput-
erization. Damage to hardware or software will hinder many laboratory procedures
that may be necessary for diagnosis and treatment.

* Power Grids: Commercial power to hospitals may be endangered.

Step 7 - Authority and Jurisdiction: In the military and law enforcement model, authori-
ty and jurisdiction are largely legal issues, heavily involved with the investigation and prosecu-
tion of criminal acts. As such, authority and jurisdiction issues can easily be overlooked by med-
ical providers and health authorities, given that their primary concern is public health and safety,
not investigation and prosecution. Authority and jurisdiction, though, is important in the context



of isolation and quarantine. The original seven-step model of the 1980’s left this step uncon-
nected with the other steps in that static model. However, it should be considered a planning con-
sideration for step 8.

Quarantine authority: Quarantine is the application of control measures to individuals or
modes of transport to prevent the spread of disease.!! Quarantine is a breach of individual free-
dom and is difficult to reconcile with the nature of a free and democratic nation. It is a compli-
cated legal issue. In general, quarantine measures are unlikely to be needed with most biological
warfare agents. Pneumonic plague and Smallpox are the likely exceptions. A single individual

Information Warfare and Biological Terrorism:

County General Hospital relies heavily on its new computerized system for management of patient records, sched-
uling of staff, reporting laboratory results, and many other management functions. County General is the largest
hospital in its region and is the primary ED in its municipality. A large, Fortune 500 computer company is head-
quartered nearby.

On October 1, the corporate headquarters was the target of a biological terrorist attack. Bottled drinking water
was contaminated with Salmonella typhimurium. Throughout the next day and into the next week, dozens of
patients arrive at County General seeking treatment for acute gastroenteritis. However, the hospital’s response to
this incident is severely hindered. Several computer viruses deliberately planted at County General have caused
the following:

e The computerized staff scheduler program has scheduled fewer personnel than normal for duty that
week.

e Pharmaceutical inventories are in disarray.

e Lab results for many patients are corrupted, showing false critical laboratory values. Stool cultures are
improperly logged in the lab’s computer system.

¢ Patient records are corrupted. Antibiotic allergies are omitted or altered in patient s charts and in the
pharmacy.

* The telephone system is compromised. Internal phone calls are routed to the wrong extension. Calls
to pathology are routed to pediatrics; calls to nephrology are routed to personnel. Persons placing calls to
the hospital receive busy signals. Outgoing calls are difficult to make, hindering recall of staff and con
tact with outside authorities.

* The local poison control center’s technical databases have been corrupted with false information.

e The county’s EMS dispatch system is hindered, causing all Salmonella patients to be transported to

County General instead of bypassing it and dispersing the patients elsewhere.

exposed to smallpox in 1963 traveled by air from Australia to Sweden. He made intermediate
stops in Djakarta, Singapore, Rangoon, Calcutta, Karachi, Teheran, Damascus, and Zurich. At
least 19 cases of smallpox resulted from exposure to the affected individual. (300,000 people
were vaccinated, however.12)

Quarantine authority is diffuse at the federal level. It is constitutionally constrained to
controlling passage into or out of the United States or between states.!3 Federal quarantine



authority is further constrained to those diseases specified by Executive Order 12452: cholera,
diphtheria, infectious tuberculosis, plague, smallpox, yellow fever, and viral hemorrhagic
Fevers.!4 Quarantine is primarily a state and/or local responsibility. The authors have made no
attempt to summarize quarantine regulations throughout the US, but it is incumbent upon plan-
ners and responders to understand the laws and regulations in their local areas.

Laws and Treaties: A variety of laws and treaties have bearing on authority and jurisdic-
tion in the case of biological terrorism. Various pieces of US legislation include the Weapons of
Mass Destruction statute (18 USC 2332a), the Biological Weapons Antiterrorism Act (18 USC
175), the dangerous devices statute (18 USC 921) and food tampering laws. Constitutionally,
treaties ratified by the United States are also considered law, although most also have laws enact-
ed to implement them. Such treaties as the Geneva Convention (1929) and the Biological and
Toxin Weapons Convention (1975) provide a basic international framework for nonproliferation
and counterproliferation. A basic understanding of the law is important, given that the medical
community will have to work closely with the law enforcement community. The law enforce-
ment community will use the existing laws to arrest and prosecute perpetrators. Clinical speci-
mens may be needed as evidence. A laboratory match between S. typhimurium samples taken
from a terrorist’s lab and samples from patients was a key piece of intelligence and evidence in
the 1983 Oregon case.!3

Step 8a Crisis/Consequence Management - Planning: The planner and responder must
bring together all of the considerations raised in steps one through seven and put them together
in this step of the model. If developing plans from scratch, this is the step in which all of the
information gained in the other steps is put to use. Often, existing disaster plans may provide a
useful point of departure. If refining your planning due to a specific incident or threat, then the
existing plans must be reviewed and updated as needed. It is critically important to establish dia-
logue and interagency communications, both horizontally and vertically, well before the advent
of any crisis. History has demonstrated that communication usually degrades in time of crisis.
Communications that are poor or non-existent will not improve during an incident; inadequate
links will not become good.

The development of specific plans for biological terrorism is a science still in its infancy.
While not necessarily definitive, a good example of how to start is the guidance promulgated by
the Maryland Institute for Emergency Medical Services System (MIEMSS) in April 2000. Their
20-point guidance for hospitals seems thorough and suggests a hospital’s plan include the fol-
lowing components:

1.) Establishment of alternate treatment centers both on and off hospital campuses;
2.) Arrangements for sheltering occupants, staff, patients, and visitors from the ele-
ments;

3.) Arrangements for decontamination of staff, patients, and visitors;



4.) Arrangements for inter-facility and inter-hospital credentialing of medical staff
and other personnel to allow for lateral utilization of human resources;

5.) Credentialing of volunteers not affiliated with a health-care facility;

6.) Arrangements for back-up, reserve, and back-fill for medical equipment and
supplies;

7.) Arrangements for security for facilities and any alternate sites;

8.) Patient identification and tracking systems;

9.) Adequacy of potable water, food, and sanitary waste disposal;

10.) Arrangements for establishing temporary morgues;

11.) Procedures and treatment protocols for separating and handling victims, casual-
ties, and the worried well;

12.) Arrangements for psychiatric and counseling services for incoming patients or
persons who require assistance;

13.) Arrangements for shift rotations and extended duty hours;

14.) Arrangements for Critical Incident Stress Management for health-care person-
nel;

15.) Protocols for discontinuing services at or by a facility;

16.) Arrangements for financial accounting for costs incurred by the response;

17.) Arrangements for mutual assistance and aid by other facilities or hospitals;
18.) Arrangements for an integrated unified command system,;

19.) Arrangements for a coordinated Public Information Office in conjunction with
state emergency management official;

20.) Arrangements for any locally identified issues that would be of concern or a
problem for the local community.16

In general, medical plans should cover surveillance and early detection, health and med-
ical resource coordination, mass patient care, mass fatality management, environmental health,
and public information/education.

Crisis/Consequence Management - Performing: Once an event occurs, there is no longer
any time for planning. The medical community must act based on the information and analysis
from steps one through seven. Existing plans must be enacted. It is important that the medical
community work in conjunction with other responders, such as law enforcement, fire/EMS, fed-
eral agencies, emergency management agencies, and others. Efforts by health care providers will
happen within a broader context. Health care is important both in crisis management and conse-
quence management. A unified, multidisciplinary, and proactive approach is needed. Incident
Command System (ICS) principles, used by first responders, can be incorporated. Figure 2 pro-
vides a conceptual framework for incident management.

Figure 2: Incident Management Structure



Refining the model — Making the model dynamic.

The 1984 counterterrorism model was a static model best suited for planning for a single
incident for protecting a single person or facility. We have turned the 1984 7-step model into an
8-step bioterrorism response model (see figure 3). Rather than a specific road map, it is a logical
and continuous thought process. Earlier steps of the model can and should be modified as need-
ed; shortcomings will be evident when plans are written. Furthermore, the entire model can be
adjusted based on the results of actual incident response.

Future Threats: The future of the biological threat is as speculative as its present. Like
any other type of potential terrorist weapon, there is not necessarily any reason for terrorists of
any flavor or type to restrict themselves from employment of biological agents. It is also impor-
tant to note that employment of biological weapons and an act of biological terrorism are legally
the same thing under current laws (BW Antiterrorism Act). However, this muddles the classical
definition of terrorism. Not every conceivable scenario for employment of biological agents is
performed by those motivated by the traditional ideological or religious motives for acts of ter-
rorism. Since pathogens and toxins have utility as weapons, it is altogether possible that indi-
viduals or groups without “traditional” terrorist motivations may employ them for non-political,
non-ideological, and non-religious reasons. Alliances between terrorist groups and organized
criminal activity, (e.g., the Chechen underworld in the former Soviet Union) are increasingly
common. Stricter criminal statutes in penal codes around the world covering “hate crimes” and
various flavors of “terrorism” blur the distinction between criminal violence and terrorism. The
trial and conviction of Theodore Kaczynski further obfuscates the issue by reducing distinctions
between terrorism and insanity. Organized crime, “narco-terrorists,” and lone individuals are like-
ly to be the next important wave of the biological threat. However, neither the technical charac-
teristics of biological agents nor the neuropsychiatric aspects of the perpetrators matter that much
if proper planning is not undertaken well in advance of an incident. Chaos among the responders
is a force multiplier for the attacker.

Figure [see attached]

Summary and Conclusion: In closing we have more concern with the psychology of
terrorism than with its microbiology. The future of “the Threat” is the neurochemistry of the
“agents” of the new groups and the new coordination of terrorist groups. The neurochemistry we
refer to is the behavior of those who choose NBC instead of incinerator or explosive devices. A
concise statement by Director of Central Intelligence George Tenet before the Senate Armed
Services Committee Hearing on Current and Projected National Security Threats (2 February,
1999) mirrors our concerns. Mr. Tenet states that his concern for those organizations who feel
that the acquisition of CBRN weapons is “a religious duty” and that his greatest concern is that
“the potential profitability of smuggling items related to WMD may lead to organized criminal
involvement in brokering deals, financing transactions, or facilitating the transport of WMD



materials to rogue states and terrorist groups.” Although the dynamics of terrorism continue to
change, the threat to infrastructure is still a short-term goal of terrorism. Our paper is designed
to build infrastructure by building upon the communication system between law enforcement
and the medical community.
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Bio-Medical Aspects of Bio-Terrorism
and a Call to Action

Paul B. Roth, M.D., Brian Hjelle, M.D., and John K Gafftney, BBA, CEM, TEMT-P

Not since the height of the cold war has there been so much public concern over weapons
of mass destruction. Many of the current fears focus on the threat of the intentional release of
infectious agents. The nightmare image of tens of thousands of bodies lining the streets of
American cities accompanies these concerns. Such fears have been fueled by both popular fiction
and actual accounts of deliberate exposures throughout the world. The use of biological agents
can be even more dangerous than nuclear weapons since a nuclear attack has a limited area of
effect, albeit huge, and it is obvious when there is a nuclear explosion. Technology to detect and
quantitate radioactive contamination is very widely available. In comparison to nuclear attacks,
some biothreat agents can initially spread silently and unchecked through populations far from
ground zero .

Biological agents have been considered for use as weapons on unsuspecting populations
throughout history. Recent examples are the use of Yersinia pestis-infected fleas by the Japanese
on the Chinese during World War II, and more recently the threat of Bacillus anthracis use in the
Gulf War. In most cases, the results of the use of these kinds of weapons have been less than
impressive in comparison to those obtained with more conventional weapons. What, then, has
changed to make bio-terrorism more of an issue than in the past?

One answer is the psychological impact of this type of threat. The public is much more
aware of new emerging pathogens. Gruesome photographs of bloodied bodies in Africa after
exposure to the Ebola virus were widely distributed. The unseen, and in all other respects, unde-
tected attack which could result in the images described above make for a very effective terror-
ism weapon in and of itself.

Another change which causes even the most conservative among us to be alarmed
involves the incredible advances in biotechnology. It is now possible to alter the most virulent
bacterium or virus and make it both more pathogenic and less likely to be killed by conventional
therapy. The molecular biology revolution has now been underway for more than three decades,
and the sheer number of persons with dangerous technical expertise has increased exponentially
since the 1960s.

Finally, our populations are routinely engaged in global activities, traveling easily and
often to distant locations. The likelihood of rapid dissemination of any type of biological agent
worldwide in a very short period of time is high, and the general public is well aware of this fact.

The challenges facing our ability to effectively defend against bio-terrorism are much
greater today. In part, this is because of the ease in which high density population centers with-
in the United States and elsewhere may be exposed to these agents. Further, infected individuals



will spread these genetically altered organisms — with their high rate of mortality and/or morbid-
ity - with great rapidity. Additionally, the current efforts to develop these defenses are uncoor-
dinated and lacking vision. There are hundreds of millions of dollars that have been identified to
address a number of aspects of this defense but there does not appear to be a well defined strate-
gic plan directing these efforts.

While the scientific community is actively engaged in developing methods of early detec-
tion and customized, rapid treatment strategies (vaccines, anti-virals and/or other drug therapies),
there is no national approach to coordinate these efforts. This must also be done in conjunction
with other responses, including interdiction of additional attacks, containment of exposure and
treatment of those infected. Finally, the majority of funds for responding to a bio-terrorism event
are currently given to the federal response community. This must be shifted so that training and
equipping of first responders (and health care providers) must be funded, planned and then imple-
mented at the local level, where any initial response to a Weapon of Mass destruction (WMD)
event will be.

A successful approach to overcome these challenges must include collaborative programs
between federal and state governments, the private sector and academic institutions. When facing
the threat of national security during World War II, the Manhattan Project was designed in this
fashion with incredible results. The problems described above that are associated with bio-ter-
rorism pose a level of complexity many orders beyond those of simply developing an atomic
weapon.

In an effort to better understand and create effective interventions against bio-threats the
University of New Mexico School of Medicine has formed a coalition with Los Alamos National
Laboratories (LANL), Sandia National Laboratories, the New Mexico State Department of Health
and Lovelace Respiratory Research Institute. Among the first projects of this Consortium is the
development of a model for population surveillance utilizing real-time reporting by health pro-
fessionals in an emergency department of all patients with presenting complaints consistent with
a flu-like illness. This model system expands and builds on existing systems of detection by
employing network-based reporting through internet connectivity and simple computer screen
displays for entering syndrome-based reports by touch screen entry.

Although starting in a single emergency department, the intent is to quickly extend this
system to public health offices and other major health centers throughout the state of New
Mexico. The purpose of this initial project is to demonstrate the ability of the national labs, pri-
vate industry and an academic health center to work cooperatively to address a common problem.
Specifically, the project will develop an efficient model for rapidly detecting new clusters of
infections in a population, and to develop the informational tools and datasets that will lead us to
the ability to distinguish natural from manmade outbreaks. The model could yield immediate
practical benefits such as the identification of early outbreaks of naturally occurring illnesses
caused by influenza, enteroviruses, or the respiratory syncytial virus.

There are a number of other, more fully developed pilot projects underway involving
members of the Consortium. UNM School of Medicine faculty and scientists from Sandia



National Laboratories and LANL are working on several pilot projects to develop ultrasensi-
tive biosensors for directly detecting pathogenic viruses in the environment, as well as a project
that uses near-infrared spectroscopy to detect changes in cells that may mimic the changes that
occur very early in the infection of an animal. The School of Medicine s Infectious Diseases and
Inflammation Program (IDIP) is using the Consortium s expertise to train a new generation of
basic scientists whose highly interdisciplinary, broad-based training in infectious diseases and
immunology will equip them to lead future efforts. The IDIP program has been awarded an NIH
T32 training grant to support the development of students trained to use the latest technologies to
address infectious disease threats both natural and manmade.

Future projects in the planning stages include: rapid detection and genomic analysis of
suspected biological threats; bioinformatics tools for pattern recognition of unusual events; and
tools for rapidly identifying the appropriate intervention and response. Detection of pathogens by
using conventional markers for infection such as specific antibodies, nucleic acids or propagation
in culture is intrinsically very slow and will not be suitable for many types of biological attacks,
especially with engineered agents. However, investigators at UNM s IDIP are developing novel
tools to examine host responses to infection with the goal of categorizing infectious processes into
groups based upon host responses. It is their hypotheses that identification of common molecu-
lar pathways of host responses by specific agents will enable them to examine the agent s patho-
logical footprint - long before conventional specific tests become positive. Thus anthrax may
be clustered together with another bacterial process and enable investigators to make the imme-
diate step toward therapies that interfere with the harmful host response while simultaneously
adding antimicrobials that treat all of the candidate agents, which were previously assigned a sim-
ilar footprint .

An additional important role for this Consortium will include training of physicians and
first responders as well as young scientists in the fields of toxicology and infectious disease
through the School of Medicine s Center for Disaster Medicine (CDM). The CDM not only pro-
vides the educational expertise to accomplish this training, but also fields the nation s largest dis-
aster medical team, thus providing a test bed for hardware, software, and procedures developed
by the Consortium. It will thus provide a mechanism for translating the knowledge developed in
the laboratory into the practical application of this knowledge in the field during actual releases
of bio-terrorism agents.

Barriers to successfully achieving these local consortium goals are the inherent bureau-
cracies of our respective institutions on one hand and the lack of access to special facilities,
specifically Bio-Safety Level 4 (BSL-4) labs. These laboratories are designed to allow scientists
to safely study the lethal organisms that bioweaponeers are most likely to release. Currently,
these high-containment labs are located in only a few areas in the country with only limited access
by the general scientific community. At this time, there are only four of these laboratories locat-
ed in this country (NIH, Bethesda, Maryland; CDC, Atlanta, Georgia; US Army Medical
Research Institute of Infectious Disease, Fort Detrick, Maryland and Southwest Foundation for
Biomedical Research, San Antonio, Texas). Prior to two years ago there were only two Level 4
labs, and they were for the most part restricted to government use. Although there are four more
labs being planned (three in Texas and one on Plum Island, New York) access and therefore sci-



entific discovery will still be limited. Even if all of those planned facilities are built, the US will
still be markedly lacking in the high-throughput vaccine and therapeutic testing capability that is
demanded to meet the threat of bioweapon attack.

The current threat of a deliberate release of highly contagious and virulent micro-organ-
isms by individuals who intend to terrorize the American public is a very real one. It is therefore
imperative for federal, state and local governments to forge effective alliances with the public and
private scientific communities in mounting a meaningful mitigation and response strategy. This
plan should include several critical aspects. First, further research in the fields of microsystems
for the development and wide distribution of devices for the early detection of selected organisms
in the environment. Second, continued research in bio-medical sciences in an effort to rapidly
recognize individuals who are infected with bio-threat organisms and in the development of cus-
tomized therapies. Third, to slow and eventually halt the spread of these bio-terrorism agents
there must be rapid containment strategies and facilities. And finally, mass training of first
responders and health care providers who may be called upon to deal with these types of situa-
tions in local communities must be developed and implemented.

Given the aforementioned lack of coordination and unified leadership in the bio-terrorism
community, there should be a special blue-ribbon panel created. It should be composed of feder-
al, state and local government representatives, members of the scientific community (private sec-
tor, national laboratories and universities) and private industry. This panel should be charged with
identifying a unified strategy to defend the American people against this immanent threat.
Thereafter, a similarly unified structure must be developed and empowered to implement this
strategy.



Terrorism Incident Annex!

Signatory Agencies: Department of Defense
Department of Energy
Department of Health and Human Services
Department of Justice
Federal Bureau of Investigation
Environmental Protection Agency
Federal Emergency Management Agency

I. Introduction

Presidential Decision Directive 39 (PDD-39), U.S. Policy on Counterterrorism, establish-
es policy to reduce the Nation s vulnerability to terrorism, deter and respond to terrorism, and
strengthen capabilities to detect, prevent, defeat, and manage the consequences of terrorist use of
weapons of mass destruction (WMD). PDD-39 states that the United States will have the ability
to respond rapidly and decisively to terrorism directed against Americans wherever it occurs,
arrest or defeat the perpetrators using all appropriate instruments against the sponsoring organi-
zations and governments, and provide recovery relief to victims, as permitted by law.

Responding to terrorism involves instruments that provide crisis management and conse-
quence management. "Crisis management" refers to measures to identify, acquire, and plan the
use of resources needed to anticipate, prevent, and/or resolve a threat or act of terrorism. The
Federal Government exercises primary authority to prevent, preempt, and terminate threats or acts
of terrorism and to apprehend and prosecute the perpetrators; State and local governments pro-
vide assistance as required. Crisis management is predominantly a law enforcement response.
"Consequence management" refers to measures to protect public health and safety, restore essen-
tial government services, and provide emergency relief to governments, businesses, and individ-
uals affected by the consequences of terrorism. State and local governments exercise primary
authority to respond to the consequences of terrorism; the Federal Government provides assis-
tance as required. Consequence management is generally a multifunction response coordinated by
emergency management.

Based on the situation, a Federal crisis management response may be supported by tech-
nical operations, and by Federal consequence management, which may operate concurrently (see
Figure TI-1). "Technical operations" include actions to identify, assess, dismantle, transfer, dis-
pose of, or decontaminate personnel and property exposed to explosive ordnance or WMD.

1. Federal Emergency Management Agency (FEMA): Incident Annexes to the Federal Response Plan,
April 1999, http://www.fema.gov/r-n-r/frp/frpterr.htm



Source: HHS/FEMA

Figure TI-1 Relationship Between Crisis Management and Consequence Management
[Figure: SEE ATTACHED]

A. Purpose

The purpose of this annex is to ensure that the Federal Response Plan (FRP) is adequate
to respond to the consequences of terrorism within the United States, including terrorism
involving WMD. This annex:

1. Describes crisis management. Guidance is provided in other Federal emergency
operations plans;

2. Defines the policies and structures to coordinate crisis management with
consquence management; and

3. Defines consequence management, which uses the FRP process and structure,
supple-mented as necessary by resources normally activated through other Federal
emergency operations plans.

B. Scope

This annex:

1. Applies to all threats or acts of terrorism within the United States that the White
House determines require a response under the FRP;

2. Applies to all Federal departments and agencies that may be directed to respond to the
consequences of a threat or act of terrorism within the United States; and

3. Builds upon the process and structure of the FRP by addressing unique policies, situa
tions, operating concepts, responsibilities, and funding guidelines required for response to
the consequences of terrorism.

I1. Policies

A. PDD-39 validates and reaffirms existing lead agency responsibilities for all facets of
the U.S. counterterrorism effort.

B. The Department of Justice is designated as the lead agency for threats or acts of terror
ism within U.S. territory. The Department of Justice assigns lead responsibility for opera
tional response to the Federal Bureau of Investigation (FBI). Within that role, the FBI



operates as the on-scene manager for the Federal Government. It is FBI policy that crisis
management will involve only those Federal agencies requested by the FBI to provide
expert guidance and/or assistance, as described in the PDD-39 Domestic Deployment
Guidelines (classified) and the FBI WMD Incident Contingency Plan.

C. The Federal Emergency Management Agency (FEMA) is designated as the lead
agency for consequence management within U.S. territory. FEMA retains authority and
responsibility to act as the lead agency for consequence management throughout the
Federal response. It is FEMA policy to use FRP structures to coordinate all Federal assis
tance to State and local governments for consequence management.

D. To ensure that there is one overall Lead Federal Agency (LFA), PDD-39 directs FEMA
to support the Department of Justice (as delegated to the FBI) until the Attorney General
transfers the overall LFA role to FEMA. FEMA supports the overall LFA as permitted by
law.

III. Situation
A. Conditions

1. FBI assessment of a potential or credible threat of terrorism within the United States
may cause the FBI to direct other members of the law enforcement community and to coor
dinate with other Federal agencies to implement a pre-release response.

a) FBI requirements for assistance from other Federal agencies will be coordinat
ed through the Attorney General and the President, with coordination of National
Security Council (NSC) groups as warranted.

b) FEMA will advise and assist the FBI and coordinate with the affected State and
local emergency management authorities to identify potential consequence man
agement requirements and with Federal consequence management agencies to
increase readiness.

2. An act that occurs without warning and produces major consequences may cause
FEMA to implement a post-release consequence management response under the FRP.
FEMA will exercise its authorities and provide concurrent support to the FBI as appropri
ate to the specific incident.

B. Planning Assumptions
1. No single agency at the local, State, Federal, or private-sector level possesses the
authority and expertise to act unilaterally on many difficult issues that may arise in

response to a threat or act of terrorism, particularly if WMD are involved.

2. An act of terrorism, particularly an act directed against a large population center with



in the United States involving WMD, may produce major consequences that would over
whelm the capabilities of many local and State governments almost immediately.

3. Major consequences involving WMD may overwhelm existing Federal capabilities as
well, particularly if multiple locations are affected.

4. Local, State, and Federal responders will define working perimeters that may overlap.
Perimeters may be used to control access to the area, target public information messages,
assign operational sectors among responding organizations, and assess potential effects on
the population and the environment. Control of these perimeters may be enforced by dif
ferent authorities, which will impede the overall response if adequate coordination is not
established.

5. If appropriate personal protective equipment is not available, entry into a contaminat
ed area (i.e., a hot zone) may be delayed until the material dissipates to levels that are safe
for emergency response personnel. Responders should be prepared for secondary devices.

6. Operations may involve geographic areas in a single State or multiple States, involv
ing responsible FBI Field Offices and Regional Offices as appropriate. The FBI and
FEMA will establish coordination relationships as appropriate, based on the geographic
areas involved.

7. Operations may involve geographic areas that spread across U.S. boundaries. The
Department of State is responsible for coordination with foreign governments.

IV. Concept of Operations

A. Crisis Management
(Source: FBI, National Security Division, Domestic Terrorism/Counterterrorism Planning Section)

1. PDD-39 reaffirms the FBI s Federal lead responsibility for crisis management
response to threats or acts of terrorism that take place within U.S. territory or in
international waters and that do not involve the flag vessel of a foreign country.
The FBI provides a graduated, flexible response to a range of incidents, including:

a) A credible threat, which may be presented in verbal, written, intelligence-based,
or other form;

b) An act of terrorism that exceeds the local FBI field division s capability to
resolve;

¢) The confirmed presence of an explosive device or WMD capable of causing a
significant destructive event, prior to actual injury or property loss;



d) The detonation of an explosive device, utilization of a WMD, or other destruc
tive event, with or without warning, that results in limited injury or death; and

e) The detonation of an explosive device, utilization of a WMD, or other destruc
tive event, with or without warning, that results in substantial injury or death.

2. The FBI notifies FEMA and other Federal agencies providing direct support to the FBI
of a credible threat of terrorism. The FBI initiates a threat assessment process that involves
close coordination with Federal agencies with technical expertise, in order to determine
the viability of the threat from a technical as well as tactical and behavioral standpoints.

3. The FBI provides initial notification to law enforcement authorities within the affect
ed State of a threat or occurrence that the FBI confirms as an act of terrorism.

4. If warranted, the FBI implements an FBI response and simultaneously advises the
Attorney General, who notifies the President and NSC groups as warranted, that a Federal
crisis management response is required. If authorized, the FBI activates multiagency cri
sis management structures at FBI Headquarters, the responsible FBI Field Office, and the
incident scene (see Figure TI-2). Federal agencies requested by the FBI, including FEMA,
will deploy a representative(s) to the FBI Headquarters Strategic Information and
Operations Center (SIOC) and take other actions as necessary and appropriate to support
crisis management. (The FBI provides guidance on the crisis management response in the
FBI WMD Incident Contingency Plan.)

Figure TI-2 Crisis Management Structures
[Figure: SEE ATTACHED FILE]

5. If'the threat involves WMD, the FBI Director may recommend to the Attorney General,
who notifies the President and NSC groups as warranted, to deploy a Domestic
Emergency Support Team (DEST). The mission of the DEST is to provide expert advice
and assistance to the FBI On-Scene Commander (OSC) related to the capabilities of the
DEST agencies and to coordinate follow-on response assets. When a Joint Operations
Center (JOC) is formed, DEST components merge into the JOC structure as appropriate.
(The FBI provides guidance on the DEST in the PDD-39 Domestic Deployment
Guidelines (classified).)

6. During crisis management, the FBI coordinates closely with local law enforcement
authorities to provide a successful law enforcement resolution to the incident.

7. The FBI also coordinates with other Federal authorities, including FEMAThe FBI Field
Office responsible for the incident site modifies its Command Post to function as a JOC
and establishes a Joint Information Center (JIC). The JOC structure includes the follow
ing standard groups: Command, Operations, Support, and Consequence Management.
Representation within the JOC includes some Federal, State, and local agencies



(see Figure TI-3).

Figure TI-3 FBI Joint Operations Center Structure
[Figure: SEE ATTACHED FILE]

8. The JOC Command Group plays an important role in ensuring coordination of Federal
crisis management and consequence management actions. Issues arising from the
response that affect multiple agency authorities and responsibilities will be addressed by
the FBI OSC and the other members of the JOC Command Group, who are all working in
consultation with other local, State, and Federal representatives. While the FBI OSC
retains authority to make Federal crisis management decisions at all times, operational
decisions are made cooperatively to the greatest extent possible. The FBI OSC and the
Senior FEMA Official at the JOC will provide, or obtain from higher authority, an imme
diate resolution of conflicts in priorities for allocation of critical Federal resources (such
as airlift or technical operations assets) between the crisis management and the conse
quence management response.

9. A FEMA representative coordinates the actions of the JOC Consequence Management
Group, expedites activation of a Federal consequence management response should it
become necessary, and works with an FBI representative who serves as the liaison
between the Consequence Management Group and the FBI OSC. The JOC Consequence
Management Group monitors the crisis management response in order to advise on deci
sions that may have implications for consequence management, and to provide continuity
should a Federal consequence management response become necessary. Coordination will
also be achieved through the exchange of operational reports on the incident. Because
reports prepared by the FBI are "law enforcement sensitive," FEMA representatives with
access to the reports will review them, according to standard procedure, in order to iden
tify and forward information to Emergency Support Function (ESF) #5 Information
and Planning that may affect operational priorities and action plans for consequence man
agement.

B. Consequence Management
1. Pre-Release

a) FEMA receives initial notification from the FBI of a credible threat of terror
ism. Based on the circumstances, FEMA Headquarters and the responsible FEMA
region(s) may implement a standard procedure to alert involved FEMA officials
and Federal agencies supporting consequence management.

b) FEMA deploys representatives with the DEST and deploys additional staff for
the JOC, as required, in order to provide support to the FBI regarding consequence
management. FEMA determines the appropriate agencies to staff the JOC



Consequence Management Group and advises the FBI. With FBI concurrence,
FEMA notifies consequence management agencies to request that they deploy rep
repsentatives to the JOC. Representatives may be requested for the JOC Command
Group, the JOC Consequence Management Group, and the JIC.

¢) When warranted, FEMA will consult immediately with the Governor s office
and the White House in order to determine if Federal assistance is required and if
FEMA is permitted to use authorities of the Robert T. Stafford Disaster Relief and
Emergency Assistance Act to mission-assign Federal consequence management
agencies to pre-deploy assets to lessen or avert the threat of a catastrophe. These
actions will involve appropriate notification and coordination with the FBI, as the
overall LFA.

d) FEMA Headquarters may activate an Emergency Support Team (EST) and may
convene an executive-level meeting of the Catastrophic Disaster Response Group
(CDRG). When FEMA activates the EST, FEMA will request FBI Headquarters to
provide liaison. The responsible FEMA region(s) may activate a Regional
Operations Center (ROC) and deploy a representative(s) to the affected State(s).
When the responsible FEMA region(s) activates a ROC, the region(s) will

notify the responsible FBI Field Office(s) to request a liaison.

2. Post-Release

a) If an incident involves a transition from joint (crisis/consequence) response to
a threat of terrorism to joint response to an act of terrorism, then consequence man
agement agencies providing advice and assistance at the JOC pre-release will
reduce their presence at the JOC post-release as necessary to fulfill their conse
quence management responsibilities. The Senior FEMA Official and staff will
remain at the JOC until the FBI and FEMA agree that liaison is no longer
required.

b) If an incident occurs without warning that produces major consequences and
appears to be caused by an act of terrorism, then FEMA and the FBI will initiate
consequence management and crisis management actions concurrently. FEMA
will consult immediately with the Governor s office and the White House to deter
mine if Federal assistance is required and if FEMA is permitted to use the author
ities of the Stafford Act to mission-assign Federal agencies to support a conse
quence management response. If the President directs FEMA to implement a
Federal consequence management response, then FEMA will support the FBI as
required and will lead a concurrent Federal consequence management response
(see Figure TI-4).

c) The overall LFA (either the FBI or FEMA when the Attorney General trans
fers the overall LFA role to FEMA) will establish a Joint Information Center in the



field, under the operational control of the overall LFA s Public Information
Officer, as the focal point for the coordination and provision of information to the
public and media concerning the Federal response to the emergency. Throughout
the response, agencies will continue to coordinate incident-related information
through the JIC. FEMA and the FBI will ensure that appropriate spokespersons
provide information concerning the crisis management and consequenct manage-
ment responses. Before a JIC is activated, public affairs offices of responding
Federal agencies will coordinate the release of information through the FBI SIOC.

Figure TI-4 Coordination Relationships
[Figure: SEE ATTACHED FILE]

d) During the consequence management response, the FBI provides liaison to
either the ROC Director or the Federal Coordinating Officer (FCO) in the field,
and a liaison to the EST Director at FEMA Headquarters. While the ROC Director
or FCO retains authority to make Federal consequence management decisions at
all times, operational decisions are made cooperatively to the greatest extent pos
sible.

e) As described previously, resolution of conflicts between the crisis management
and consequence management responses will be provided by the Senior FEMA
Official and the FBI OSC at the JOC or, as necessary, will be obtained from high
er authority. Operational reports will continue to be exchanged. The FBI liaisons
will remain at the EST and the ROC or DFO until FEMA and the FBI agree that a
liaison is no longer required.

3. Disengagement

a) If an act of terrorism does not occur, the consequence management response
disengages when the FEMA Director, in consultation with the FBI Director, directs
FEMA Headquarters and the responsible region(s) to issue a cancellation notifica
tion by standard procedure to appropriate FEMA officials and FRP agencies. FRP
agencies disengage according to standard procedure.

b) If an act of terrorism occurs that results in major consequences, each FRP com
ponent (the EST, CDRG, ROC, and DFO if necessary) disengages at the appropri
ate time according to standard procedure. Following FRP disengagement, opera
tions by individual Federal agencies or by multiple Federal agencies under other
Federal plans may continue, in order to support the affected State and local gov
ernments with long-term hazard monitoring, environmental decontamination, and
site restoration (cleanup).



V. Responsibilities
A. Department of Justice

PDD-39 validates and reaffirms existing lead agency responsibilities for all facets of the

U.S. counterterrorism effort. The Department of Justice is designated as the overall LFA

for threats of acts of terrorism that take place within the United States until the Attorney
General transfers the overall LFA role to FEMA. The Department of Justice delegates this
overall LFA role to the FBI for the operational response. On behalf of the Department of
Justice, the FBI will:

1. Consult with and advise the White House, through the Attorney General, on
policy matters concerning the overall response;

2. Designate and establish a JOC in the field,

3. Appoint an FBI OSC to manage and coordinate the Federal operational
response (crisis management and consequence management). As necessary, the
FBI OSC will convene and chair meetings of operational decision makers repre
senting lead State and local crisis management agencies, FEMA, and lead State
and local consequence management agencies in order to provide an initial assess
ment of the situation, develop an action plan, monitor and update operational pri
orities, and ensure that the overall response (crisis management and consequence
management) is consistent with U.S. law and achieves the policy objectives out
lined in PDD-39. The FBI and FEMA may involve supporting Federal agencies as
necessary; and

4. Issue and track the status of actions assigned by the overall LFA.
B. Federal Bureau of Investigation

Under PDD-39, the FBI supports the overall LFA by operating as the lead agency for cri
sis management. The FBI will:

1. Determine when a threat of an act of terrorism warrants consultation with the
White House, through the Attorney General;

2. Advise the White House, through the Attorney General, when the FBI requires
assistance for a Federal crisis management response, in accordance with the PDD-
39 Domestic Deployment Guidelines;

3. Work with FEMA to establish and operate a JIC in the field as the focal point
for information to the public and the media concerning the Federal response to the
emergency;



4. Establish the primary Federal operations centers for the crisis management
response in the field and Washington, DC;

5. Appoint an FBI OSC (or subordinate official) to manage and coordinate the cri
sis management response. Within this role, the FBI OSC will convene meetings
with operational decision makers representing Federal, State, and local law
enforcement and technical support agencies, as appropriate, to formulate incident
action plans, define priorities, review status, resolve conflicts, identify issues that
require decisions from higher authorities, and evaluate the need for additional
resources;

6. Issue and track the status of crisis management actions assigned by the FBI; and

7. Designate appropriate liaison and advisory personnel to support FEMA.

C. Federal Emergency Management Agency

Under PDD-39, FEMA supports the overall LFA by operating as the lead agency for con
sequence management until the overall LFA role is transferred to FEMA. FEMA will:

1. Determine when consequences are "imminent" for the purposes of the Stafford
Act;

2. Consult with the Governor s office and the White House to determine if a
Federal consequence management response is required and if FEMA is directed to
use Stafford Act authorities. This process will involve appropriate notification and
coordination with the FBI, as the overall LFA;

3. Work with the FBI to establish and operate a JIC in the field as the focal point
for information to the public and the media concerning the Federal response to the
emergency;

4. Establish the primary Federal operations centers for consequence management
in the field and Washington, DC,;

5. Appoint a ROC Director or FCO to manage and coordinate the Federal conse
quence management response in support of State and local governments. In coor
dination with the FBI, the ROC Director or FCO will convene meetings with deci
sion makers of Federal, State, and local emergency management and technical
support agencies, as appropriate, to formulate incident action plans, define priori
ties, review status, resolve conflicts, identify issues that require decisions from
higher authorities, and evaluate the need for additional resources;

6. Issue and track the status of consequence management actions assigned by



FEMA; and
7. Designate appropriate liaison and advisory personnel to support the FBI.
D. Federal Agencies Supporting Technical Operations

1. Department of Defense

As directed in PDD-39, the Department of Defense (DOD) will activate technical opera
tions capabilities to support the Federal response to threats or acts of WMD terrorism.
DOD will coordinate military operations within the United States with the appropriate
civilian lead agency(ies) for technical operations.

2. Department of Energy

As directed in PDD-39, the Department of Energy (DOE) will activate technical opera
tions capabilities to support the Federal response to threats or acts of WMD terrorism. In
addition, the FBI has concluded formal agreements with potential LFAs of the Federal
Radiological Emergency Response Plan (FRERP) that provide for interface, coordination,
and technical assistance in support of the FBI s mission. If the FRERP is implemented
concurrently with the FRP:

a) The Federal On-Scene Commander under the FRERP will coordinate the
FRERP response with the FEMA official (either the ROC Director or the FCO),
who is responsible under PDD-39 for coordination of all Federal support to State
and local governments.

b) The FRERP response may include on-site management, radiological monitor
ing and assessment, development of Federal protective action recommendations,
and provision of information on the radiological response to the public, the White
House, Members of Congress, and foreign governments. The LFA of the FRERP
will serve as the primary Federal source of information regarding on-site radio log
ical conditions and off-site radiological effects.

c¢) The LFA of the FRERP will issue taskings that draw upon funding from the
responding FRERP agencies.

3. Department of Health and Human Services

As directed in PDD-39, the Department of Health and Human Services (HHS) will acti
vate technical operations capabilities to support the Federal response to threats or acts of
WMD terrorism. HHS may coordinate with individual agencies identified in the HHS
Health and Medical Services Support Plan for the Federal Response to Acts of
Chemical/Biological (C/B) Terrorism, to use the structure, relationships, and capabilities
described in the HHS plan to support response operations. If the HHS plan is implement
ed:



a) The HHS on-scene representative will coordinate, through the ESF #8 -— Health
and Medical Services Leader, the HHS plan response with the FEMA official
(either the ROC Director or the FCO), who is responsible under PDD-39 for on-
scene coordination of all Federal support to State and local governments.

b) The HHS plan response may include threat assessment, consultation, agent
identification, epidemiological investigation, hazard detection and reduction,
decontamination, public health support, medical support, and pharmaceutical sup
port operations.

c) HHS will issue taskings that draw upon funding from the responding HHS plan
agencies.

4. Environmental Protection Agency

As directed in PDD-39, the Environmental Protection Agency (EPA) will activate techni
cal operations capabilities to support the Federal response to acts of WMD terrorism. EPA
may coordinate with individual agencies identified in the National Oil and Hazardous
Substances Pollution Contingency Plan (NCP) to use the structure, relationships, and
capabilities of the National Response System as described in the NCP to support response
operations. If the NCP is implemented:

a) The Hazardous Materials On-Scene Coordinator under the NCP will coordi
nate, through the ESF #10 Hazardous Materials Chair, the NCP response with
the FEMA official (either the ROC Director or the FCO), who is responsible under
PDD-39 for on-scene coordination of all Federal support to State and local gov
ernments.

b) The NCP response may include threat assessment, consultation, agent identifi
cation, hazard detection and reduction, environmental monitoring, decontamina
tion, and long-term site restoration (environmental cleanup) operations.

VI. Funding Guidelines

A. As stated in PDD-39, Federal agencies directed to participate in the resolution of ter
rorist incidents or conduct of counterterrorist operations bear the costs of their own par
ticipation, unless otherwise directed by the President. This responsibility is subject to spe
cific statutory authorization to provide support without reimbursement. In the absence of
such specific authority, the Economy Act applies, and reimbursement cannot be waived.

B. FEMA can use limited pre-deployment authorities in advance of a Stafford Act decla
ration to "lessen or avert the threat of a catastrophe" only if the President expresses inten



tion to go forward with a declaration. This authority is further interpreted by congressional
intent, to the effect that the President must determine that assistance under existing
Federal programs is inadequate to meet the crisis, before FEMA may directly intervene
under the Stafford Act. The Stafford Act authorizes the President to issue "emergency" and
"major disaster" declarations.

1. Emergency declarations may be issued in response to a Governor s request, or
in response to those rare emergencies, including some acts of terrorism, for which
the Federal Government is assigned in the laws of the United States the exclusive
or preeminent responsibility and authority to respond.

2. Major disaster declarations may be issued in response to a Governor s request
for any natural catastrophe or, regardless of cause, any fire, flood, or explosion that
has caused damage of sufficient severity and magnitude, as determined by the
President, to warrant major disaster assistance under the Act.

3. If a Stafford Act declaration is provided, funding for consequence management
may continue to be allocated from responding agency operating budgets, the
Disaster Relief Fund, and supplemental appropriations.

C. If the President directs FEMA to use Stafford Act authorities, FEMA will issue mis
sion assignments through the FRP to support consequence management.

1. Mission assignments are reimbursable work orders, issued by FEMA to Federal
agencies, directing completion of specific tasks. Although the Stafford Act states
that "Federal agencies may [emphasis added] be reimbursed for expenditures
under the Act" from the Disaster Relief Fund, it is FEMA policy to reimburse
Federal agencies for eligible work performed under mission assignments.

2. Mission assignments issued to support consequence management will follow
FEMA s Standard Operating Procedures for the Management of Mission
Assignments or applicable superseding documentation.

D. FEMA provides the following funding guidance to the FRP agencies:

1. Commitments by individual agencies to take precautionary measures in antici
pation of special events will not be reimbursed under the Stafford Act, unless mis
sion-assigned by FEMA to support consequence management.

2. Stafford Act authorities do not pertain to law enforcement functions. Law
enforcement or crisis management actions will not be mission-assigned for reim
bursement under the Stafford Act.
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A. Presidential Decision Directive 39, U.S. Policy on Counterterrorism (classified). An
unclassified extract may be obtained from FEMA.

B. PDD-39 Domestic Deployment Guidelines (classified).

C. PDD-62, Protection Against Unconventional Threats to the Homeland and Americans
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D. FBI WMD Incident Contingency Plan.
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VIII. Terms and Definitions

A. Biological Agents

The FBI WMD Incident Contingency Plan defines biological agents as microorganisms or
toxins from living organisms that have infectious or noninfectious properties that produce
lethal or serious effects in plants and animals.

B. Chemical Agents

The FBI WMD Incident Contingency Plan defines chemical agents as solids, liquids, or
gases that have chemical properties that produce lethal or serious effects in plants and ani
mals.

C. Consequence Management

FEMA defines consequence management as measures to protect public health and safety,
restore essential government services, and provide emergency relief to governments, busi
nesses, and individuals affected by the consequences of terrorism.

D. Credible Threat
The FBI conducts an interagency threat assessment that indicates that the threat is credi
ble and confirms the involvement of a WMD in the developing terrorist incident.

E. Crisis Management
The FBI defines crisis management as measures to identify, acquire, and plan the use of
resources needed to anticipate, prevent, and/or resolve a threat or act of terrorism.

F. Domestic Emergency Support Team (DEST)
PDD-39 defines the DEST as a rapidly deployable interagency support team established
to ensure that the full range of necessary expertise and capabilities are available to the on-



scene coordinator. The FBI is responsible for the DEST in domestic incidents.

G. Lead Agency

The FBI defines lead agency, as used in PDD-39, as the Federal department or agency
assigned lead responsibility to manage and coordinate a specific function either crisis
management or consequence management. Lead agencies are designated on the basis of
their having the most authorities, resources, capabilities, or expertise relative to accom
plishment of the specific function. Lead agencies support the overall Lead Federal Agency
during all phases of the terrorism response.

H. Nuclear Weapons

The Effects of Nuclear Weapons (DOE, 1977) defines nuclear weapons as weapons that
release nuclear energy in an explosive manner as the result of nuclear chain reactions
involving fission and/or fusion of atomic nuclei.

I. Senior FEMA Official

The official appointed by the Director of FEMA or his representative to represent FEMA
on the Command Group at the Joint Operations Center. The Senior FEMA Official is not
the Federal Coordinating Officer.

J. Technical Operations

As used in this annex, technical operations include actions to identify, assess, dismantle,
transfer, dispose of, or decontaminate personnel and property exposed to explosive ord
nance or WMD.

K. Terrorist Incident

The FBI defines a terrorist incident as a violent act, or an act dangerous to human life, in
violation of the criminal laws of the United States or of any State, to intimidate or coerce
a government, the civilian population, or any segment thereof in furtherance of political
or social objectives.

L. Weapon of Mass Destruction (WMD)

Title 18, U.S.C. 2332a, defines a weapon of mass destruction as (1) any destructive device
as defined in section 921 of this title, [which reads] any explosive, incendiary, or poison
gas, bomb, grenade, rocket having a propellant charge of more than four ounces, missile
having an explosive or incendiary charge of more than one-quarter ounce, mine or device
similar to the above; (2) poison gas; (3) any weapon involving a disease organism; or (4)
any weapon that is designed to release radiation or radioactivity at a level dangerous to
human life.



Emerging Technologies for Response
to Weapons of Mass Destruction
Joseph Rosen, MD

The major focus of this report is to identify emerging technologies that can be used to
respond to terrorist threats. We are particularly interested in emerging technology that can be used
for education, training, simulation, and predicting the outcomes of our operational plans. From
our initial meeting in July our goal was to produce a number of recommendations. We further
refined these recommendations in a September meeting. Following that, in a series of meetings
in October and November, we further refined these recommendations through meetings with
operators, policy makers, and technologists.

We took a paper by David Franz and expanded it with input from a small ad hoc group in
our September meeting. Included in our list of recommendation are: (1) Technology base:
research and development; (2) Intelligence and surveillance; (3) Forensics; (4) Proactive deter-
rence; (5) Medical countermeasures; (6) Physical countermeasures; (7) Public Health infrastruc-
ture; (8) Interagency collaboration; (9) Education; (10) Complementary programs; (11)
International cooperation; and (12) New technologies. Our white paper in this section goes into
each of these areas in more depth. White papers in our edited volume and references that we cite
also go into each of these areas in more depth.

However, our overarching recommendation is to use virtual reality and advanced simula-
tors to create a comprehensive system for counterterrorism. This would be enabled through the
creation of a large-scale virtual reality simulation environment as a national center that would
integrate our policies, operational plans, emerging threats, and responses within a single frame-
work. The center would exist in cyberspace and have multiple sites throughout the country that
could interact on a frequent and on-going basis.

It would take advantage of emerging technology over the past decade that has allowed
both the civilian and defense communities to simulate and train for difficult and unusual tasks.
The simulation center concept is built upon emerging technologies that have been developed over
the past ten years in both the civilian and defense communities (see NAS report on virtual reali-
ty 1995, and Nasal Studies Board report 1997 that covered the timeline between 2000 and 2035
and the DMSO web site).

Information technologies combined with virtual reality can be used to create an environ-
ment that will allow us to test out our concepts in counterterrorism. In particular, it will allow us
to connect our policy and strategy to our operational plans, providing rapid proof by concept
analyses of emerging technologies, and demonstrating the role they can play in our antiterrorist
efforts. Emerging technologies for responses can be introduced into our simulated worlds to test



if they can affect significant improvements in our operation plans.

Simulators have been designed and implemented for small engagements and large-scale
event training. Simulators that have been developed to train small engagements of individuals in
difficult tasks have been used for flight simulation, urban warfare, and medical response teams.
The medical training of first responders in a bioweapons attack could be crucial to the success of
providing vaccines and antibiotic treatments when indicated.

Large-scale simulators have been used to model entire battles involving large numbers on
manned vehicles for the Gulf War (73 easting/DMSO), by the army, air force, marines, and navy.
Their time scales can be real time, or can be altered to allow high levels interactions. A large-scale
simulator has not yet been used for simulating mass casualty events for the Department of Justice.

In these simulators, virtual humans are used to simulate casualties, terrorists, and first
responders. Their simulators can act according to some predetermined script, or they can be oper-
ated or controlled by people assigned to manipulate them for the training session. Some of the
virtual humans have been developed to accurately simulate the effect of conventional weapons
injuries. For example, they could predict the effect of a gun-shot wound to the leg — the ability
of the wounded individual to survive and walk, and how best to repair or stabilize the injury.

Simulators can be used in the actual performance of the task. A simple example of this is
in remote operations or tele-operations. In tele-operations, simulators can first be used to prac-
tice a task. They then can be used in the performance of the task. In the first case the environment
i1s completely modeled. In the tele-operated case the model can be super-imposed on the actual
physical reality. This is often referred to as augmented reality or datafusion. It is used in neuro-
surgery and is also used in special military exercises. It allows soldiers or surgeons to seamless-
ly transfer their training from a practice case to the real case.

When operators, such as first responders, are being assisted by virtual mentors that appear
within their environment, it is called tele-presence. The experts are located at a distant remote safe
site and can supervise and advise the actions of first responders who have less knowledge. This
is used now in both civilian medical applications and in military applications. When the expert
controls a robot, it is called tele-robotics and requires significant bandwidth between the remote
site and the site where the robot is providing assistance. At the present time, remotely controlled
robots are being used by the justice department for the de-fusing of bombs and in special cases of
hostage rescue.

These technologies were first developed for applications to the management of hazardous
materials using tele-operations. They have more recently been greatly advanced for telesurgery.
These new systems have realistic 3D vision, 3D sound, and sensitive force feedback touch and
manipulation interfaces. They are being used more and more in surgery in remote operations.
These systems can be used for training, performance of surgery and, in special cases, have been
adapted to allow the prediction of outcomes. These performance machines can allow the surgeon



to predict what the effect of a specific maneuver would have on the outcome of the patient. The
earliest of these systems was developed in the 1990s. It is based on a physical model of the organ
or structure being operated on and measures the effect of a set of events on the outcome to the
human body. They can also be used to predict the effect of ballistic weapons on the human body.

We recommend the use of virtual reality simulators to bring together the three parts of the
counterterrorism system the policy makers, the operators, and the technologists. We then pro-
pose that multiple scenarios be tested within these simulation environments to determine the
strengths and weaknesses of our operational plans. For example, the template system for a
response to a bioweapons attack that is proposed by Dr. Hutchinson could be tested extensively
in this system to determine how it could be employed and adapted to different cities. We can see
what the effects of specific emerging technologies would be on our response to specific emerg-
ing threats. For bioweapons and mass medical casualties we present this simulation system in the
white paper entitled MEDNET. With respect to an augmented reality system we present this sys-
tem in the white paper CYBERCARE. We also included a paper describing an extreme infor-
mation infrastructure (Bobby Hartway), and a a paper describing cybercare robots (Neil Fisher).
These are all possible physical and information technologies that could be used to respond to a
large scale strategic terrorist attack and could be tested within an advanced simulation environ-
ment.









POSSIBLE TERRORIST USE OF MODERN
BIOTECHNOLOGY TECHNIQUES

Raymond A. Zilinskas, Ph.D.

Introduction

In early 1999, the Center for Counterproliferation Research at the National Defense
University (NDU) began a collaboration with the Center for Nonproliferation Studies, Monterey
Institute of International Studies (MIIS) to assess the likely impact of recent and anticipated
advances in biotechnology on the ability of terrorists to acquire and employ biological agents.

The forecasting method selected for this project was to use a focus group. A focus group
consists of experts brought together to consider a series of issues needed to address the subject of
concern. The focus group approach is useful for identifying areas of consensus or disagreement
on presented issues. The NDU/MIIS focus group, which included both natural and social scien-
tists, possesses a wide range of expertise. However, most of its members are researchers work-
ing in the biological sciences; they are affiliated with academic institutions, industry, and gov-
ernment agencies (see Annex 1).

The focus group was asked to consider the possibilities offered by the advanced tech-
niques of biotechnology to terrorist or criminal groups (hereafter combined under the single head-
ing of "terrorists") in the next five years, i.e., up to 2005, to the weaponization of pathogens and
toxins. Specifically, the focus group was tasked to:

* analyze newly developed and emerging biotechnology techniques in terms of their
utility in research and development (R&D) aiming to produce microorganisms of
terrorist utility.

* determine the level of training required by persons who would employ these techniques
and the equipment and facilities they would require to do their work.

* concentrate on possible applications directed against human populations.

A draft report containing the findings of the focus group has been written; it currently is
being reviewed by outside experts. We expect to incorporate the suggestions by these experts and
issue a final report in early 2001. Due to the sensitive nature of some of its descriptions and find-
ings, it will be distributed only to government agencies. A less sensitive version of the report will
be published later.

For the purposes of this meeting at Dartmouth, I abstract focus group findings in three
areas: (1) attributes of microorganisms that a bioweaponeer would find profitable to enhance; (2)
advanced biotechnologies that may be used for that purpose, and (3) main conclusions and rec-
ommendations made by the focus group. I end with a short paragraph that discusses two issues
that flow from our work and that the Dartmouth conference might consider.



I. Weaponization of Microorganisms
The five attributes that characterize a "perfect" military biological warfare (BW) agent
have already been identified. They are as follows:

High virulence coupled with high host specificity;

High degree of controllability;

High degree of resistance to adverse environmental forces;
Lack of timely countermeasures to the attacked population;
Ability to camouflage the BW agent with relative ease.

Some of these attributes might not be so important for BW agents that will be applied for
terrorist purposes. For example, an apocalyptic terrorist group might be unconcerned whether or
not the agents it uses can be controlled after release. Nevertheless, these criteria served as a use-
ful starting point for our considerations of the scientific objectives scientists working for bioter-
rorists may have when applying modern bioscience and biotechnology to weaponize microor-
ganisms. Thus, to develop "perfect" BW agents, modern biotechnology techniques may be
applied to enhance any or all of eight characteristics or traits of microorganisms — hardiness,
resistance, infectiousness, pathogenicity, specificity, detection avoidance, senescence, and the
viable but non-culturable state.

A. Hardiness

Hardiness refers to the ability of a microorganism or a bacterial or fungal spore to toler-
ate being enclosed in a storage container or munition, withstand forces used for its dispersal, and,
after release onto the target, survive physical and chemical stresses encountered in the open envi-
ronment. A scientist might attempt to enhance the hardiness of bacteria, fungi, and viruses in two
ways. First, the scientist could try to enhance the organism’s ability to resist desiccation, with-
stand ultraviolet (UV) radiation from the sun, and endure decontamination procedures. If suc-
cessful, the BW agent would survive longer after release, thereby increasing its potential for caus-
ing casualties. Second, an attempt may be made to stabilize genetically determined traits, such
as virulence, in the weaponized agent. If this was done, the agents constituting payloads of bio-
logical weapons would have a longer shelf life, thus lessening the need to continually reload them
with freshly produced agents.

With the germinating cells of bacteria, hardiness depends mostly on the bacterium’s repair
mechanism; i.e., the quickness and thoroughness with which the bacterium’s genetic makeup is
able to repair damage caused by stressors to its cell wall, chromosome, and other structures.
However, due to inadequate scientific knowledge about the genetic control over repair mecha-
nisms in bacteria and limits to the ability of scientists to transfer multigene constructs from one
organism to another, the focus group believes that no scientist will be able to genetically increase
the hardiness of a bacterial species before 2005.

In relation to bacterial spores, such as those of Bacillus anthracis, nature has made them
hardy for the specific purpose of tolerating environmental stresses. In the next five years, science
probably can do nothing to improve on nature with regard to enhancing the hardiness of
bacterial spores.



Even less is known about the repair mechanisms of fungi than of bacteria, therefore, no
one is likely to be in a position to apply molecular biology techniques for the purpose of
increasing the hardiness of these organisms before 2005.

Some viruses, such as the smallpox virus, are exceedingly hardy, being able to withstand
desiccation for many hours. But most viruses die within minutes after release into the open
environment due to desiccation. It appears that the hardiness of viruses depends mostly on the
chemical structure of their outer coat. While it is possible to attempt to alter the outer coat of
some viruses to change their presentation (see below), there is insufficient knowledge on how to
do so to achieve greater hardiness. Most likely, if an attempt to do so were made, other traits of
the modified virus would be degraded, such as invasiveness and virulence. For these reasons,
there is little or no possibility of scientists, even when applying sophisticated biotechnology tech-
niques, being able to enhance the hardiness of viruses in the next five years.

B. Resistance
Resistance refers to the ability of a microorganism to defeat the actions of therapeutic
drugs, such as antibiotics, and preventives, such as vaccines.

The means by which different microorganisms are able to resist drugs and preventives
vary considerably from type to type. In regard to bacteria, a scientist might attempt to develop
strains that are resistant to antibiotics used by the target population; if virus, the aim could be to
develop viral strains that are unaffected by the enemy’s antiviral therapeutic drugs; or if a fungus,
an effort could be made to develop a strain that resists fungicides and antifungals. The advantage
to the bioterrorist of using highly resistant strains in an attack would be greater casualty genera-
tion and higher lethality among those attacked.

Imbuing a bacterial strain with antibiotic resistance is no longer a substantial scientific
challenge. Many plasmids with resistance markers are available in ordinary bacterial strains;
these may be moved into new hosts using either classical or molecular biology techniques.
Having stated this, it must also be made clear that although the development of antibiotic resist-
ant bacterial strains is technically not so difficult, this does not guarantee that the altered strains
will be better suited for weapons use than their less antibiotic-resistant relatives. The reason is that
the newly developed antibiotic resistant strains may evidence pleiotropic effects (unwanted and
unplanned characteristics); i.e., the newly engineered strains will possess not only the desired
characteristic of antibiotic resistance, it also will manifest additional but unwanted characteristics
that will make it unsuitable for weapons purposes, such as less virulence or hardiness (or both).
Pleiotropy is discussed in more detail below.

C. Infectiousness

Infection is the process whereby microorganisms invade and establish themselves within
the body of a host. Whether or not a microorganism is able to infect a host depends on the out-
come of a series of complex interactions between the invader and the host. The bioterrorist sci-
entist can attempt to enhance the invasive abilities of microorganisms being developed for BW.
In general, pathogens possess hydrolytic enzymes that destroy lipids and proteins. Since pre-



cisely these chemicals constitute the membranes and walls of the host’s cells, they become the tar-
gets for a pathogen’s attack. Scientists thus may imbue a pathogen with the ability to secrete
enzymes that act to circumvent antibodies secreted by skin cells such as Immunoglobulin A (IgA).
Another approach would be for a scientist to attempt to enhance the ability of bacterial cells to
adhere to the walls of the respiratory or intestinal tracts. In immunocompetent hosts, these tracts
are protected by being continuously flushed by fluids and by cells lining the tracts secreting pro-
tective substances such as mucus and antibodies. To overcome these defenses, pathogenic bacte-
ria produce special proteins, adhesins or receptors, which bind specifically to receptors (proteins
on both interacting cells may be called "receptors") located on host cells. Adhesins and ligands
are located either on the bacterial cell wall or on structures that protrude from the cell wall such
as pili. Since a substantial amount of information is available in the scientific literature about
these substances and how they are produced by pathogens, it is possible that scientists could use
this information to design projects aiming to imbue pathogens that normally do not produce
adhesins with the capability to do so, and enable pathogens to secrete viscous substances, such as
alginate capsule and polysaccharide slime, thereby increasing their ability to adhere to host cells.

All mammals are able to produce a large array of defensive peptides that act to destroy
invading pathogens. Two types of peptides, defensins and cathelicidins in particular, are vital to
a mammal’s defense. Alpha defensins are found in the blood and intestinal epithelia, while beta
defensins defend the kidneys, urogenital tract, and skin. If a weapons scientist were able to design
a pathogen that possesses proteinases with the ability to destroy these peptides, it could well
become a powerful BW agent.

There also might be possibilities for increasing the infection capabilities of viruses. Before
being able to initiate infection, viruses must attach to an appropriate receptor on the prospective
host’s body cells. For example, the human immunodeficiency virus (HIV) produces a special pro-
tein (gp120) that attaches to receptors on the T lymphocytes (a type of cell that is part of the
body’s immunodefense system), thus allowing the virus to enter these cells whose normal func-
tion is to destroy invading microorganisms. Similarly, the influenza virus uses a protein called
hemagglutinin as a type of adhesin to attach to a receptor on respiratory tract cells. Using infor-
mation that has been published about viral pathogens, scientists can attempt research that aims to
alter the genetic makeup of a virus so it can attach more efficiently to receptors or to receptors
that it normally could not, of host cells.

Practically speaking, however, there is little information about how microorganisms pen-
etrate skin. Therefore, no one would be in a position to enhance this particular attribute in a
pathogen or to transfer the gene (or genes) that controls it from one organism to another. More is
known about adhesins and their genetic control. However, it is not known whether the gene-con-
trolling adhesion in one microorganism would be expressed in another microorganism. Further,
even if such a gene was expressed, it is possible that the gene transfer would result in pleiotrop-
ic effects. Therefore, laboratories working for terrorists probably would find research in this area
not worthwhile.

D. Pathogenicity
Pathogenicity refers to the ability of the pathogen, once established within the host, to tra-



verse the bloodstream or lymphatics, evade the intrinsic defenses of the host, enter target tissues
of the host, and exert such damage that either injures or kills the host. In general, a pathogen that
acts quickly to cause severe damage is considered to be virulent. For example, the smallpox virus
and the bacillus causing anthrax are classified as virulent pathogens.

The successful invader’s ability to damage the host depends mainly on the operation of a
number of virulence factors working in unison to cause damage to the host. It would appear,
therefore, that if a scientist were able to add virulence factors to a microorganism being devel-
oped for BW, or could enhance a pathogen’s intrinsic virulence factors so that they would work
more efficiently, the modified microorganism or pathogen would make a better BW agent.

Virulence factors may be grouped under one of three more general headings — local
effects, distant effects, and evasion of host defenses.

* Local effects. After taking up residence in a host’s tissue, some pathogens secrete
enzymes and other substances, such as coagulases, kinases, lecithinases, and proteases,
which break down the host’s cells and intracellular matrices located proximal to the
infectious foci. For example, the so-called "flesh-eating" bacteria are strains of Group A
Streptococcus possessing virulence factors facilitating rapidly progressing subcutaneous
infection.

* Distant effects. Some virulence factors are released by the established pathogens and are
carried by the host’s circulatory or lymphatic system to distantly located organs. Among
these types of virulence factors, toxins may be of highest importance. Many bacterial
pathogens are able to secrete toxins; once these have been liberated and circulate through
out the body of the host, they produce fever, shock, and death.

* Evasion of host defenses. Pathogens have evolved numerous strategies to evade host
defenses and to utilize substances produced by the host for their own purposes. Thus,
many pathogenic bacteria are able to secrete special proteins, called siderophores, which
can remove iron from the host’s carrier proteins and make it available to the bacterial cell.
Some pathogens, such as Streptococcus pneumoniae and Cryptococcus neoformans,
produce a glycocalyx capsule that protects the vegetative cell from phagocytosis. There
also are species of Staphylococcus and Streptococcus that secrete leukocidins capable of
destroying the host’s leukocytes and hemolysin and lyzing red blood cells. Some bacteria
(such as rickettsias) and viruses (such as HIV and herpes virus) hide within the host’s
cells, thus evading the host’s immune response.

Most virulence factors are proteins secreted by the invading pathogen that act by
destroying normal host functions, of which the pathogen then takes advantage. It would appear
that the genes controlling the production of some of these proteins would not be difficult to iden-
tify and transfer to microorganisms being developed for BW purposes. Quite probably, scientists
attempting to weaponize bacteria and fungi would have a plethora of choices as to which viru-
lence factors to use. Further, although viruses are unable to directly secrete proteins, some can be
imbued with genes that code for protein production and are expressed when the virus takes over



the host cell. For example, scientists were recently able to insert genes, and appropriate promot-
ers, that code for scorpion neurotoxins into a virus used for insect control to improve their insec-
ticidal effectiveness. It would appear that a similar approach could be used to develop more path-
ogenic viruses for purposes of BW.

It would be fairly easy for an appropriately trained scientist to identify genes coding for
many of the well-characterized virulence factors and to transfer these genes from the cells of one
bacterial species to another. This is particularly so when a single gene codes for a single protein
of importance, such as an adhesin or a toxin. Further, it is well recognized that in some bacterial
species, such as Escherichia species and Vibrio species, very small differences in the organism’s
genome, for example, the absence or presence of a single gene, will determine whether the strain
is pathogenic or nonpathogenic. Single genes such as these are easily transferable from one cell
to another. It therefore can be concluded that it would be feasible for a bioterrorist scientist to
employ the advanced techniques of biotechnology in an effort to enhance the pathogenic poten-
tial of well-studied bacterial species through the transfer of genes coding for virulence factors.

In consideration of fungi, much less is known about the pathogenic mechanisms and
modes of action than with bacteria. It is therefore highly unlikely that someone will be able to
enhance the pathogenicity of fungi within the next five years.

Viral virulence factors are even more mysterious than bacterial and fungal virulence fac-
tors. For this reason, it is not probable that anyone will be in a position to deliberately affect viral
virulence factors before 2005.

Similar qualifications to those stated at the end of Section B above must also be noted
here. While it is not a technically difficult for an appropriately trained scientist to transfer a gene
coding for a virulence factor from one bacterium to another, the newly transformed bacterium
might exhibit pleiotropic effects that will render it less suitable for weapons purposes than the
original strain.

E. Specificity
Specificity refers to a pathogen’s propensity to prefer a specific host. A scientist working

for bioterrorists might find it useful to either to increase a pathogen's preference for a specified
target population or to decrease the pathogen’s ability to attack populations other than the target
population. By doing so, the probability of a biological weapon causing collateral damage is
decreased, thus increasing the bioterrorist’s ability to control the weapon.

Host preferences among pathogens vary widely. At the one end of the scale, some species
of viruses (for example, certain animal influenza viruses) and bacteria (for example,
Mycobacterium lepri) tend to be species specific. At the other end of the scale, there are many
bacterial and fungal strains that attack more than one animal or plant species. For example, some
subspecies of the bacterial species Pseudomonas aeruginosa can cause disease in every known
kind of animal, be it vertebrate or invertebrate, warm-blooded or cold-blooded. Although viruses
tend to have a narrow host range, some RNA viruses are capable of using pathways outside their
usual host range. For example, the foot-and-mouth virus, which is commonly thought of as only



being able to attack cloven-footed animals, recently has been shown to be able to infect and prop-
agate in human cells.

The issue of specificity has become a subject of intense interest during the last few years.
There are two reasons for this. First, the Human Genome Project (HGP) will have mapped the
entire human genome by 2003 and this information will, to all appearances, be easily accessible
to anyone possessing a computer equipped with a modem. One of the implications of this devel-
opment is that scientists might be able to utilize information generated by the HGP to identify
genetic markers specific to certain populations and to perform research for the purpose of devel-
oping pathogens or antigens that will preferentially harm individuals possessing these markers.

Second, a host of smaller projects are being undertaken in parallel to the HGP, the goals
of which are to map the genomes of viruses, bacteria, fungi, insects, and worms. By late 2000,
the complete genomes of about 13 pathogens had been fully sequenced, and another 60 pathogen
genomes were well on the way to being characterized. It is reasonable to assume that over a hun-
dred pathogen genomes will have been published by 2005. From the information generated so far
by whole-genome research, it is already possible to identify certain genetic characteristics of
microorganisms that characterize them as pathogens. The possibility, then, is that scientists may
use this information to undertake research with the aim of transforming non-pathogens to frank
pathogens or, even creating truly new pathogens.

The biological relationships between hosts and pathogens, be they bacteria, fungi, or
viruses, are exceedingly complex, having evolved over thousands or more years. While research
on the genetic basis governing some host-pathogen relationships is beginning to produce findings,
knowledge about these relationships is still rudimentary. It therefore is the sense of the focus
group that it is most unlikely that even the most qualified scientist would be able to enhance the
specificity of any type of pathogenic microorganism before 2005.

F. Detection Avoidance

There are two types of detection avoidance. First, it could be the deliberate altering of
properties possessed by well-characterized BW agents, such as engineering them to express sur-
face antigens they normally would not express. If so, the target population, using existing meth-
ods, would have problems detecting and identifying the modified form of pathogen. Second, an
organism could be deliberately altered to defeat the immunological defense systems of a target
population.

In reference to the first type of detection avoidance, all known biological threat agents
have been characterized to the point that were one of them to be used in an attack, it would be
identified within a short time, and appropriate treatment would be administered to exposed pop-
ulations. Thus, if bacteria are used in an attack, antibiotics would be administered to exposed per-
sons; if viruses were used, it might be possible to administer anti-viral medicines and, if the virus
were contagious, institute quarantine and initiate a vaccination campaign to stop further spread.
To defeat these defensive measures, a bioterrorist scientist might endeavor to alter a specified
organism’s antigen presentation, thereby making it difficult for defenders to identify the BW agent
through the use of existing detection methods. By doing so, it is likely that the victims of a bio-



logical attack would receive delayed, sub-optimal, or erroneous treatment, or a vaccination cam-
paign might not be undertaken in a timely manner.

To develop a bacterial strain that defeats detection by clinical methods, a scientist could
attempt to manipulate one or a few genes that control bacterial metabolism or the production of
proteins constituting the bacterium’s cell wall. By altering a bacterium’s metabolic properties, the
work of the clinical laboratory to identify the bacterium is made more difficult. If the bacterial
cell wall were altered, the modified organism’s antigenic presentation would be sufficiently
changed to confuse detection methods usually employed in the clinical laboratory to identify
organisms to the level of species, such as the polymerase chain reaction (PCR) and mass spec-
trometry. Similarly, the modified organism might avoid detection by field investigators employ-
ing array kits designed to quickly identify any of a number of biological threat agents.

The second type of detection avoidance refers to circumventing primed immunodefense
systems of the target population. Human populations of industrialized nations are routinely vac-
cinated against many common diseases. Shortly after being vaccinated, the vaccinated individu-
als develop antibodies that most often are able to defeat the pathogens against which vaccines
have been developed and administered. In other words, the immunological defenses of vaccinat-
ed populations are primed to meet the threat of certain infectious diseases. To defeat this type of
defense, a scientist working for terrorists could attempt to genetically engineering a classical
threat agent so that its genetically modified form is antigenically different from the parent. If he
were successful, the antibodies constituting part of the target population’s immunodefenses would
not recognize the new antigenic presentation, leaving the host vulnerable to infection by the mod-
ified form. In bacteria altering the cell wall, as described above, could do this. With viral species,
the scientist could attempt to change the viral coat. Many viruses, especially RNA viruses such as
influenza viruses, mutate frequently in nature, in the process changing their antigenic presenta-
tion. Research has been, and is being, conducted for the purpose of clarifying how viruses accom-
plish this; some findings of this research have been published. A scientist might be able to utilize
published information in research that aimed to change the antigenic presentation of viruses being
developed for weapons use.

Of the two types of detection avoidance, the first type-altering a BW agent’s presentation
could be done relatively easily by an appropriately trained scientist. However, if genetic manipu-
lations were done on an organism for this purpose, to, for example, alter a cell wall or viral coat,
it is almost certain that the manipulated organisms would exhibit pleiotropic effects, such as end-
ing up with a weakened external structure. As has been explained above, the research needed to
develop a useful BW agent with altered presentation therefore would be risky, and probably best
done by a national program. It also appears dubious that this kind of research would bring sig-
nificant added value to a BW agent; therefore it hardly would be worthwhile for a terrorist organ-
ization to support it.

The focus group believes that research to accomplish the second type of avoidance detec-
tion, that of circumventing primed immunodefenses of a target population, is not likely to be done
before 2005. The main reason for this conclusion is that before such research could be under-
taken, difficult field research would have to be conducted by the future attacker to investigate the



immunological status of a target population to be attacked. This would take a long time to com-
plete and probably would not produce findings of sufficient completeness to design an offensive
project to develop a BW agent uniquely suited to take advantage of weaknesses or defects found
in the target population’s immunological defenses.

G. Senescence

Theoretically, microorganisms can live forever. Thus, bacteria and fungi keep subdividing
ad infinitum as long as the supply of nutrients is sufficient and their wastes do not accumulate to
a toxic concentration, while viruses will survive as long as they can find new host cells that can
be programmed to assemble new virions.

Under most circumstances, a bioterrorist can be expected to prefer to have limits on the
scope and length of a biological attack orchestrated. If a limited attack were possible, the enemy
would suffer, but the probability of the attack affecting friendly or neutral populations would be
lessened. One way of limiting the time and/or extent of attack might be by deliberate senescence;
i.e., to genetically engineer BW agents to die on cue.

During the last five years scientists have developed sophisticated mechanisms for ensur-
ing that certain genetically engineered microorganisms (GEMs) do not survive after having per-
formed a specified task. To this end, scientists have designed genetic constructs that program the
death of the cell into which they are placed under specified conditions. Such constructs, called
suicide constructs, typically include a gene that codes for production of a toxin lethal to the host
cell and a promoter sequence that activates the toxin gene in response to a precise signal, such as
a temperature change or the presence or absence of a specific chemical or nutrient. For example,
a recently developed suicide construct allows cells of a biodegrading strain of Pseudomonas puti-
da to survive only in the presence of certain aromatic hydrocarbons that it has been engineered to
degrade.

An imaginative weapons scientist might be able to develop a genetically engineered con-
tagious bacterium or fungus useful for BW that contains a suicide construct. The suicide construct
would be designed to become activated when, for example, the ambient temperature exceeds or
falls below a specified range, or when a certain chemical is encountered, or when a certain chem-
ical is not present. More difficult to accomplish, would be for a scientist working for bioterrorists
to develop a suicide construct that activates in a bacterium after it has undergone a certain num-
ber of cell divisions or in a virus after it has passed through host cells a certain number of times.
If this were done, it would be possible to use contagious pathogens for BW purposes in a con-
trolled manner.

It was the sense of the focus group that although more is becoming known about the
natural senescence of microorganisms, and substantial work has been done to design clever
suicide constructs, there is still much to learn before it would be possible for anyone to develop
a BW agent with controlled senescence. This almost certainly could not be done before 2005.

H. The Viable but Non-Culturable State
Many types of marine bacteria, including Vibrio cholerae (the causative organism of




cholera) spend much of life in a state called viable but non-culturable (VBNC) state; i.e., the bac-
teria are viable but are in a dormant state and cannot be cultured employing standard microbio-
logical technology. Although it is not yet clear why bacteria enter the VBNC state, it has been
determined that the VBNC phenomenon is under genetic control. Much research is being under-
taken with the aim of clarifying the VBNC phenomenon; some important findings have already
been published.

The possibility is that a scientist might try to utilize this information to develop pathogens
uniquely suited for biological attacks. For example, if a scientist knew how to cause Vibrio
cholerae to enter the VBNC state, he could attempt to suspend a large number of the dormant
pathogens in the water filling the bilges of a ship. The ship could be dispatched to the port of the
enemy, where it secretly would empty its bilges. At some time determined by, for example, a rise
in water temperature or the appearance of certain nutrients in the water, the dormant organisms
would revert to their active, pathological state. Anyone consuming seafood, such as fish and shell-
fish, taken from the area contaminated by the active vibrio would risk contracting cholera.

The sense of the focus group is that a clever scientist would be able to manipulate the
VBNC state in a few well-characterized food and water borne agents for purposes of crime or ter-
rorism. With today’s techniques it would be possible, for example, to induce the VBNC state in
Vibrio cholerae by withholding certain metabolites. The bioterrorist then could contaminate food
or beverage with the unculturable vibrios. The metabolite required to bring the organisms out of
the VBNC state could be added to, for example, salad dressing. When the salad dressing is applied
to salad, the vibrios would revert to their normal pathogenic state, sickening all who had con-
sumed the combination of salad and salad dressing.

The focus group also considered why a terrorist would go through these steps to cause
illness among people rather than using an active pathogen directly. There is no ready answer, but
it might be that a deranged scientist would do so for reasons that are obscure to us or for the
satisfaction of overcoming a technical challenge.

II. Advanced Biotechnology and Microorganism Weaponization

The focus group analyzed three sets of advanced biotechnology techniques that appeared
to be of most immediate use to those who would attempt to weaponize pathogens: DNA
technologies, genetic and protein engineering, and cell and tissue culture.

A. DNA Technologies
Of the DNA technologies, three merit consideration; gene machines, sequence banks for
proteins and nucleic acids, and functional genomics.

1. Gene Machines

A gene is a section of DNA that codes for a defined biochemical function, usually the pro-
duction of a protein. Instead of cloning genes or assembling them from cloned fragments of DNA,
scientists can synthesize genes by using a gene machine (or DNA synthesizer). However, because
many genes are longer than can be easily synthesized, a gene usually is assembled from several
oligonucleotides (DNA molecules of 100 bases or less). A scientist might use a gene machine to



assemble genes that code for the production of desired proteins, such as toxins and virulence fac-
tors.

ii. Sequence Banks for Proteins and Nucleic Acids

Bioinformatics is the use and organization of information of biological interest. Much of
bioinformatics in concerned with organizing databases that contain this information and making
that information available to those who need it. An enormous amount of data are available on
DNA sequences, protein sequences, the human genome, enzymes, and other subjects from organ-
izations such as the National Center for Biotechnology Information, the DNA Data Bank of
Japan, the Genome Database (GDB) of the Human Genome Project (HGP), and the European
Molecular Biology Laboratory. Any scientist who has access to a computer equipped with a
modem can access these databases and secure information on genes and proteins of BW interest.
Further, a large number of computer software programs have been designed to help scientists uti-
lize the enormous amount of information available for purposes such as designing macromole-
cules, including toxins.

iii. Functional Genomics

When the HGP ends in 2003 (or sooner), the 80,000 to 100,000 genes that constitute the
human genome will have been mapped and this information will be entered into the GDB.
Already data generated by the HGP has given rise to a new scientific field called genomic infor-
mation technology, but more commonly known as "functional genomics." Functional genomics
attempts to correlate the activity of a gene with specific activities, such as protein production, dis-
ease processes, signaling between body cells, and many others. It has been aptly stated that "The
fundamental strategy in a functional genomics approach is to expand the scope of biological
investigation from studying single genes or proteins to studying all genes or proteins at once in a
systematic fashion." Using functional genomics, scientists are beginning to clarify how genes
interact with one another. Most likely, there are many interactions between genes, and between
genes and the environment, which control the molecular basis of health and disease.

Scientists working for or on the behest of bioterrorists can, like scientists performing licit
research, easily access the GDB. They then might apply functional genomics to identify genetic
markers possessed by populations of interest to them. There has been the occasional article in the
arms control literature about ethnic weapons (see above), but such ideas have seemed farfetched
until now when the HGP is close to achieving its objective. The question is, can information gen-
erated by the HGP be used to design biological weapons that selectively affect a chosen popula-
tion? This question has yet to be answered.

B. Genetic and Protein Engineering
Genetic engineering is a general term for the genetic manipulation or genetic modification

of animals, plants, and microorganisms. The oldest, most commonly used, and best-known genet-
ic engineering technique is gene cloning (or splicing), which produces recombinant DNA
(rDNA). Simply put, rDNA techniques allow scientists to isolate a gene from the many genes that
constitute an organism’s genome, and amplify it so it can be examined, altered, and/or emplaced
in the genome of another organism. The final step, that is of inserting a gene taken from one
organism into another, can be performed using any one of a number of methods, including trans-



fection, transduction, transformation, biolistics, electroporation, and microinjection. The host
organism is said to have been transformed after it has received the foreign gene. If all goes well,
the transferred gene performs the same function in the new host cell as it did in the cell from
whence it originated.

Site-directed mutagenesis is a variant of genetic engineering. It has two steps. First, a con-
struct consisting of the modified gene flanked by DNA homologous to a certain region in the
intended host cell is created. Second, the construct is transferred into the host cell. If done well,
the modified gene will be incorporated into the cell genome by homologous recombination, and
cells successfully transformed in this way can be selected from a population of non-transformed
cells. Through the use of this technique, scientists are able to modify the structure of a gene whose
nucleotide base sequence is known, by changing a specific base or series of bases.

Protein engineering is the modification of the chemical structure of a naturally occurring
protein. This procedure might be done for such purposes as making the molecule more stable,
altering the pharmacological properties of the parent protein, or, if the protein is an enzyme,
changing its substrate specificity. Further, protein engineering can be done in order to produce a
new type of protein, one that is not found in nature, but this is a difficult and lengthy process.
Protein engineering therefore is done using existing natural proteins as a starting point.

Scientists employed by terrorists conceivably could use both techniques when weaponiz-
ing pathogens. For example, it has been alleged that scientists who worked for the former Soviet
Union’s BW program used rDNA techniques to combine certain genetic characteristics of the vac-
cinia and Ebola viruses. Site-directed mutagenesis may be employed in order to change the
structure of proteins constituting a bacterium’s cell wall so that the modified organism is more dif-
ficult to identify or will no longer be recognized by an immune system primed to defend against
the parent organism. It should be noted that manipulating microorganisms in this way might also
change other characteristics, making them less favorable for production or weaponization (see
discussion on pleiotropic effects, below).

Protein engineering might be used by a weapon scientist to develop various toxins for
weapons purposes. Genes for a sizeable number of toxins have been cloned, the regulation of the
expression of these genes are well understood, and the three dimensional structures of most of
these toxins have been clarified. This information is being used in the pharmaceutical industry
to develop new vaccines and toxoids. However, this same information could also be used by
weapons scientists to develop more stabile toxin molecules so they better resist the action of chlo-
rine, do not dissociate if placed in water, resist heat at the temperature of cooking, and other pur-
poses. Further, as many toxins consist of two subunits (one subunit that ferries the toxin molecule
to the cell and/or anchors the molecule to the cell membrane, and a second subunit that acts on or
affects the host cell), the possibility exists that protein engineering could be applied to alter a
toxin’s chemical structure for the purpose of increasing the toxic efficiency of one or both sub-
units.

Our discussion of the genetic engineering of microorganisms must make mention of
pleiotropic effects. Pleiotropy has been a common problem with genetically engineered organ-



isms that have in the past been developed for specific civilian purposes, so there is good reason
to believe that similar difficulties are going to beset scientists developing genetically engineered
bacteria for terrorist purposes.

Since it is possible, or even likely, that any genetic manipulation of a pathogen done for
the purpose of increasing its value as a weapon will also imbue the manipulated organism with
unwanted characteristics, the modified organism would have to be field tested before its weapons
value could be guaranteed. This kind of activity is not easy to do and, further, outsiders might
detect it. To test for virulence, for example, the developer of the agent probably would have to
use animal models or, covertly, human beings, before the agent’s increased value for weapons use
could be ascertained. If a pleiotropic effect were noted that decreased the modified organism’s
value for weapons use, further research and experimentation would have to be done by the devel-
oper to remove the unwanted pleiotropic effect while retaining the modified organism s added
property. The implication of these uncertainties is that genetic engineering research undertaken
for the purpose of enhancing a microorganism'’s utility for weapons use is risky for two reasons.
First, it might fail. Second, even if an organism with apparently enhanced properties were devel-
oped, there is a substantial possibility that pleiotropic effects would become manifest in the mod-
ified organism, necessitating further research, development, and testing to remove them. It could
take a long time and considerable effort before an organism exhibiting superior qualities for
weaponization were developed, and in the end the entire effort might fail.

III. Concluding Thoughts

The focus group established by the NDU and MIIS grappled with the question of when
we can expect that results from applications generated by advanced biotechnology will become
realized for terrorist purposes. It concluded that by 2005, few such applications are likely to
appear. Those few pertain to scientists working for bioterrorists would be able to develop bacte-
rial pathogens possessing increased resistance against antibiotics, being imbued with added viru-
lence factors, having altered antigenic presentation and, perhaps, being made more controllable
through the VBNC phenomenon. However, due to possible pleiotropic effects, none of these
properties will necessary result immediately in the modified organism becoming more suitable for
weapons use.

Keeping these uncertainties in mind, it is the sense of the focus group that two types of
bioterrorists are in the best position to apply the advanced techniques of biotechnology in research
to enhance microorganisms for purposes of BW. The first type consists of states possessing BW
programs and supporting international terrorist groups. Given that these state programs can be
assumed to be staffed with qualified technicians and scientists, well funded, and designed to oper-
ate for the long-term, they are most able to undertake the type of risky R&D described above and
to perform adequate field testing that would ascertain the newly developed agent’s value for
weapons use.

While it is impossible to forecast the exact reasons that a nation would want to equip its
dependent terrorist group with weapons whose effects depend on genetically engineered
weapons, two possible reasons are: (1) just before the government of the terrorist-supporting
nation initiates general hostilities against an enemy nation, it could order its dependent terrorist



group to use biological weapons against that nation for the purpose of killing its leaders, demor-
alizing its military forces, and spreading panic and confusion among its civilian population. If
used in this kind of attack, the biological weapon equipped with the enhanced organism could be
expected to cause a higher number of casualties then a classical BW agent; and (2) the terrorist-
supporting nation may feel that it is not strong enough to fight an enemy nation using conven-
tional arms, but nevertheless wants to harm the enemy nation for reasons of revenge, jealousy,
etc. For example, governments of nations such as Cuba and Iraq have indicated strong grievances
against the U.S., but are too weak to seek recourse by traditional military means. Knowing how
powerful and damaging biological weapons are, they might vent their frustration by ordering their
dependent terrorist group to carry out a biological attack. If done correctly, not only would the
attack cause terrible damage and harm, but also there would be little risk of the responsible party
being identified. In this type of attack, the genetically engineered organism might be designed to
cause high casualty rates and to be difficult to detect and identify.

The second type is the disgruntled or deranged scientist who works in a well-equipped
clinical microbiology laboratory or academic laboratory involved in some aspect of microbiolog-
ical research. This kind of person can be expected to have the knowledge, patience, and resources
needed to undertake and complete the research perceived as needed to accomplish the objectives
and to do the testing necessary to ascertain the newly developed agents value for weapons use.
The disgruntled scientist might wish to get back at someone or some organization and would use
a new strain of microorganism developed by himself to do so. This organism might be more dead-
ly, or more difficult to treat, or have specific effects. The deranged scientist might undertake to
develop a particularly clever and vicious organism just to demonstrate that he can do it. Lest
someone believes that this seems farfetched, regard present-day computer hackers. Some of them
demonstrate how clever they are by designing and dispersing destructive computer viruses; the
proof of their cleverness is the amount of damage their creations cause to people who have never
harmed them in any way.

While recognizing that it is a chancy endeavor to predict developments that might occur
during 2005 and 2009, certain research currently being done could give rise to findings applica-
ble to a much greater degree than was formerly the case in the development of BW agents. The
implications of research for BW particularly needs monitoring in six areas: (1) human function-
al genomics; (2) bacterial functional genomics; (3) pathogenicity islands; (4) synthetic viruses;
(5) synthetic mycoplasmas; and (6) fusion proteins. In view of the rapid advances that we have
seen in these areas during the last few years, assessments such as the one done here should be
repeated every two years.

IV. Possible Issues for Discussion at the Dartmouth Conference

As far as I know, the problem of pleiotropic effects has never before been discussed in
meetings addressing bioscientific advances that may be used for purposes of biological warfare
and weaponry. There have been many statements made on how genetic engineering can be used
to enhance the pathogenic properties of microorganisms, but not on the problems that might
accompany such manipulations. If these problems turn out to be minor, then advanced biotech-
nologies hold real promise to those who wish to use them for weapons purposes. If the problems
are major, it is one less aspect of biological weapons development for us to worry about. Which



is it?

Closely related to the foregoing is the matter of "field testing." By far, new products
developed for peaceful purposes are extensively tested in the laboratory and the field before they
are marketed. Would the scientists and technicians working for terrorists have the time,
resources, and patience needed to perform testing before their new creations are unleashed? If
not, there is a substantial possibility that their creations will fail when used in attacks. How do
we address failed attacks? Indeed, how do we determine whether a failed attack has taken place?
As far as I am aware, this issue has never been addressed.
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Application of Gene Therapy Strategies to
Offensive and Defensive Biowarfare

Christopher H. Lowrey, M.D.

Principles of Gene Therapy

Genes are stretches of DNA which contain the information necessary for the cells of all
living organisms and viruses to make specific proteins. Proteins, in turn, perform most of the nec-
essary functions of the living organism such as digesting food, conducting nerve signals, carry-
ing, helping fight infections, moving muscles, etc. Gene therapy involves the expression of a gene
or genes within a patient’s specific target cells which change the functional properties of the cell
such that a therapeutic benefit is produced for a patient. For example, in a person with sickle cell
disease, the adult b-globin gene has a single base pair mutation. This changes the structure and
function of the b-globin protein producing a severely debilitating disease in homozygous indi-
viduals. The goal of gene therapy for this disease is to replace the defective gene in the patient’s
blood cells with a normal gene so that the normal hemoglobin protein can be produced. Another,
perhaps more relevant example of gene therapy involves strategies to treat cancer. These include
putting genes which code for proteins lethal to cells, into cancer cells; placing genes into cells
which make them resistant to toxic agents (i.e., chemotherapy) or altering the function of the cells
of the immune system so that they more efficiently kill cancer cells.

While relatively simple in concept, the goal of putting genes into patients’ cells has been
elusive due to a variety of technical problems which must be overcome before gene therapy will
be useful for more than a few relatively infrequent situations. These technical challenges include
developing the ability to efficiently transfer the DNA which carries the therapeutic gene into tar-
get cells of patients and, once the gene is in place, to get it to express (make the protein it codes
for) at high enough levels to be of therapeutic benefit. Over the past several years significant
progress has been made in overcoming these and other technical hurdles to successful gene ther-
apy. However, the very discoveries which will make gene therapy a viable strategy in the near
future may also be applied to the development of novel biological weapons or the upgrading of
current weapons so that they are able to circumvent current defensive strategies. Conversely,
gene therapy strategies may also be applied to protect targets from specific bioweapons. Specific
examples of such strategies are presented below.

Possible Offensive Applications of Gene Therapy Strategies to Biowarfare

A paradigm for biological weapons is the use of pathogenic viruses or bacteria to infect
targets. Potential defenses against such agents include antibiotics or vaccines to suppress the
development of infections by these agents or the use of immunologic or pharmacologic agents to
suppress the effects of toxins that are produced by the pathogens. Some of the ways in which the
technology currently being developed for gene therapy could significantly impact on this model



of biowarfare are described below.

1.) Use of drug resistance genes.

A strategy used in the gene therapy of cancer is to transfer genes which confer resistance
to certain toxic drugs (chemotherapeutic agents) to the normal cells of a patient. For example, if
the dose of a certain chemotherapeutic agent used to treat lung cancer (for example) is limited by
its toxicity to blood cells, then a gene which protects cells from the chemotherapeutic agent could
be put into all blood cells. The blood cells would then be resistant to the chemotherapy drugs so
that higher doses could be used to achieve more effective killing of cancer cells. Examples of
proteins which protect cells from chemotherapy drugs include enzymes which break down the
drug inside cells, protein pumps which are able to export toxic drugs out of cells, and proteins
which allow the cells to keep growing despite the damaging effects of the drug. Technology cur-
rently available for gene therapy and molecular biology could easily be adapted to transfer pro-
tective genes to pathogenic bioweapons such as bacteria and viruses, thus making them, or the
cells they infect, resistant to drugs which might combat the warfare agents.

2.) Alteration of toxin genes to potentiate biologic damage.

Another strategy in gene therapy is to replace genes which code for abnormal proteins
with genes which code for proteins with normal or even improved functional properties. Genes
coding for toxins of pathogenic microbes could be isolated and engineered ex vivo to produce pro-
teins with altered properties. One example might include toxins which bind more strongly to a
cellular target and thus produce a more potent response. Another might involve a toxin for which
a specific pharmacologic inhibitor had been designed. The gene, and therefore the protein struc-
ture, of the toxin could be altered so that it was now resistant to the antidote, but was still able to
carry out its toxic function. Using gene therapy-derived gene transfer techniques, these genes
could then be returned to the parent microorganisms, thus making them more effective biological
weapons.

3.) Alteration of genes to help microorganisms elude vaccine strategies.

One current defensive strategy against infectious bioweapons is to vaccinate potential tar-
gets so that an immune response is developed to the agents. These strategies result in the pro-
duction of antibodies which can bind to and inhibit the function of biotoxins or kill the microor-
ganisms which produce them. Similarly, vaccines can also lead to the development of specific
immune system cells (lymphocytes) which destroy invading microorganisms. Vaccines to spe-
cific organisms or the toxins they produce can potentially be administered to persons to elicit
immune responses to these agents. The antibodies and lymphocytes which mediate these respons-
es specifically recognize structural features of the microbe or toxin and destroy it. Using molec-
ular biological techniques, the genes for these immunologic targets can be isolated, modified so
that they are no longer recognized by the target's immune system, and returned to the parental
microbe to produce an altered strain of the organism which will not be recognized by the immune
defenses of a vaccinated target.



4.) Transfer of toxic gene products from one infectious bioweapon to an alternative
bioweapon.

A specific antibiotic, vaccine, or other strategy might be developed against an infectious,
toxin-producing bioweapon making that weapon ineffective. Using methods adapted from gene
therapy, the gene coding for the toxin could be identified, isolated, and inserted into a new
microorganism (for example a different bacteria or a virus), thus delivering the same toxin with
a different vector.

5.) Transfer of a non-microbial toxin gene into a microbe.

The gene for a non-microbial protein toxin (such as a snake, fish, or spider venom) could
be inserted into the genome of an infectious agent (such as a bacteria or a virus) so that the toxin
would be produced within the target’s cells. Multiple toxin genes could also be inserted into the
same vector to increase toxic potential.

6.) Changing the tropism of an infectious bioweapon.

Many infectious agents infect specific cells within the human body by binding to proteins
on the surface of the target cells. This binding to specific target cells is mediated by specific pro-
teins on the surfaces of the viruses or bacteria. By exchanging the genes which code for these
microbial proteins, the normal target tissues of the weapon could be changed so that a new organ
can be targeted. For example, a virus that normally infects the liver and needs to enter a person s
blood stream to be effective could be altered to target lung tissue so that it could be administered
by inhalation.

7.) Development of novel infectious agents.

In order to create more effective viruses to transfer therapeutic genes, new versions of
viruses have been developed from which many or most of the viral genes have been removed and
then replaced by the gene or genes to be carried. While in many cases this has been done to
remove genes coding for virulent proteins, similar manipulations could be performed to enhance
the virulence of a virus. For example, genes coding for multiple toxins could be inserted into
viruses. Another example is that a disease-causing virus such as the AIDS virus could be made
more virulent by the addition of a toxin or by changing the viral surface proteins so that the virus
is resistant to vaccines.

8.) Transfer of genes without microorganisms.

Because of potential hazards and inefficiencies involved with the use of microorganisms
as vectors to transfer genes in gene therapy, several strategies have been developed in which
DNA-carrying genes can be transferred directly into a patient’s cells without the need of a virus
or other biologic vector. These techniques include the injection of gold particles coated with
DNA into a person’s skin, and direct injection or inhalation of naked DNA or DNA complexed to
lipids. While these strategies are not likely to be applicable to large scale bioweapons, they might
be effective as local weapons. One could envision the transfer of a toxin-producing gene into a
target, or the introduction of a gene that might cause cancer or other serious illness in a target sev-



eral months or years after the initial attack.

9.) Regulated expression of toxic genes.

In certain gene therapy applications it is advantageous to be able to turn genes which have
been delivered to a patient, on or off at specified times by the administration of a drug. Such sys-
tems have already been developed and are being employed in models of gene therapy. These
could be used as part of a controlled or clandestine bioweapons strategy where targets could be
infected with a virus (for example) carrying a toxic gene. The gene would lie dormant inside the
target’s cells until the signal, for example, a common antibiotic such as tetracycline, was admin-
istered to the target of the bioweapon. This would then activate the gene and produce a lethal
response.

Possible Defensive Applications of Gene Therapy Strategies to Biowarfare

Due to the high degree of plasticity of biologically-based weapons, the use of gene trans-
fer concepts seems more applicable to offensive strategies. They may, however, also be used
defensively. Two examples are given below.

1.) Vaccine Development

Vaccines are among the most potentially effective protective mechanisms against micro-
biologic weapons and toxins. However, concerns over the safety of vaccines based on the actual
organisms remain. One way around this would be to use vaccines based on the genes or proteins
of the microorganisms. Gene therapy experiments have demonstrated the feasibility of vaccinat-
ing people with very small quantities of DNA which code for microorganism proteins. The DNA
is taken up by the person’s cells, the protein coded for by the gene is made, and the body then
develops a potent immune response to the foreign protein, thus offering protection against the
intact microorganism even though only a small piece of DNA has been administered to the per-
son. Similarly, small pieces of protein derived from a microorganism can be administered to elic-
it an immune response. These DNA fragments can be produced efficiently and inexpensively, and
administered safely to subjects. As this technology is further developed, the possibility of rapid
responses to new biowarfare agents can be envisioned. While such applications are likely to be
more than an decade away, identification of a new bioweapon, sequencing of its genome, predic-
tion of potential cell surface antigens from the sequence data, and the subsequent derivation of
DNA-based vaccines, could conceivably be accomplished over a relatively short time span (i.e.,
days) to rapidly produce a protective vaccine.

2.) Production of Protective Gene Products Within Targets Cells.

Most bioweapons work by producing proteins which somehow damage or kill the cells of
the target. Bacterial toxins are one example of such proteins. Another would be viral proteins
which induce the death of cells they have infected. A common strategy used in molecular biolo-
gy research is to make artificial genes which direct the production of artificial proteins that inhib-
it the functions of other proteins. These are termed dominant negative proteins and are usual-
ly structurally similar to the normal protein. Dominant negative proteins could be devised to



inhibit the functions of critical proteins produced by bioweapons (including the offensive exam-
ples given above). Genes coding for these proteins could be delivered to the target’s cells using
gene therapy technology.

Summary

Gene transfer into patients’ cells was recognized as a potential medical therapy more than
30 years ago. Only now, after many years of intense investigation, is gene therapy beginning to
produce beneficial results in the clinic. While many strategic applications of this technology can
be envisioned, the successful development of these strategies is also likely to require the invest-
ment of significant resources and time.



The New Battlefield in our City Streets:
The Epidemiology of Biological Terrorism in the US
and Some Thoughts on the Way Ahead

David R. Franz, Ph.D., D.V.M.

The last 60-70 years of the twentieth century might be called the modern era of biologi-
cal warfare (BW). During this period, nation states developed biological weapons to be used on
a far-away “European battlefield”. Even after ratification of the Biological Weapons Convention
of 1972, the most impressive BW program in the history of humankind continued for 20 years,
effectively cloaked in secrecy. Yet between 1970 and 1990, little thought was given to the possi-
bility of biological warfare or a biological terrorist attack on US cities. Funding for biological
defense in the US was minimal and most of the federal government was oblivious to the threat.

In fiscal year 2000, the US government committed more than $1.5 billion to military
biodefense and another $1 billion to domestic preparedness for biological attack. What hap-
pened? In 1991, the US decisively engaged the Iraqi force, demonstrating vast conventional tech-
nical superiority while the world watched on CNN. Shortly thereafter, with economic implosion
in the Former Soviet Union, our concern turned to the fate of tens of thousands of Russian scien-
tists and engineers who had developed an impressive program which may never be surpassed
in scale or offensive capability. We feared that lesser nations might turn to now jobless Russian
bioweaponeers for help in building their “great equalizer.” All this occurred with a backdrop of
increasing evidence that the dual-use nature of bioweapons programs might make treaties unver-
ifiable. Here at home, the equally dual-use biotechnological revolution screamed forward while
novels imprint the horror of bioterrorism on our minds, and experts proclaimed that there are no
technical solutions. What can we do?

There is no silver bullet. Our best deterrent and response to the unknowns of bioterror-
ism must be a broadly integrated defense founded on a deep and sustained biotechnical base. The
solution does not lie in procurement of things: such as safety equipment, clothing, or gadgets for
fire services or police. If preparation for chemical terrorism is HAZMAT equipment, treatment
in the streets, and a cordoned-off crime scene, preparation for biological terrorism is education, a
robust public health system, and broad interagency collaboration. The integrated system must
include intelligence and forensics, the means and the will to retaliate, medical and physical coun-
termeasures, and a strong public health infrastructure, all bound by vigorous interagency collab-
oration and effective educational programs. We face a very complex problem; one of low-prob-
ability, but potentially high-impact. Calling for a “Manhattan Project” may actually be under-
response. What must we do?



1.) Technological base: We believe that we understand the relative limits of nuclear physics and
chemistry, but we do not understand the limits of biology for good (medicine), or evil (biowar-
fare). The future biological warfare or terrorism threat is relatively unknown; therefore, it will be
difficult, especially in the medical arena, to prepare specific countermeasures for all threats. We
must be capable of responding quickly and effectively to the unknown, therefore, our technical
base must be deep and broad. There is not a military-industrial complex for biological defense as
there was for our nuclear weapons and energy programs. We must strengthen our military tech-
base for threat evaluation, pathogenesis, and specific medical countermeasures research. We
must expand and leverage non-military government public health research, especially in the areas
of immunology, diagnostics, and drug development. We must increase our support to academic
researc, and partner with industry for advanced development and production of orphan vaccines
and antiviral drugs. All of these efforts will provide more spin-off application to public health
than we typically expect from defense research. Finally, we must demonstrate that we are in this
battle for the long term.

2.) Intelligence: Intelligence for bioterrorism is extremely difficult because of the dual-use
nature and minimal signature of the weapons programs. Facilities, equipment, and human
resources for the R&D and production of biological agents are not unique. Even weaponization
and dissemination especially for the terrorist can be done with equipment from legitimate
industry. Precursors are not unique and signatures are non-specific, rapidly diluted, destroyed in
the environment, or nonexistent. Maintaining quality expertise in our intelligence analyst corps
is proving difficult because of competition from industry for our best young scientists and the
mundane aspects of the analyst’s job. On the other hand, the “new openness” fostered by infor-
mation technologies and the spread of free enterprise biotech throughout the world offer new
options for information mining. We must not only use these technologies to better understand the
threat worldwide, but to better use human resources which are more plentiful in this era of
increased mobility.

3.) Forensics capability: While diagnostic capabilities are paramount to responding medically
to an attack, attribution following bioterrorist attack will require exquisite forensics capabilities.
We must be capable of quickly dissecting an organism at the molecular level. More importantly,
people who are familiar with the epidemiology and laboratory characteristics of strains and iso-
lates from around the world, and who work with these agents daily, must do this work. Obtaining
the complete genetic fingerprint of an agent used in a biological attack will never be as good in
the world court as matching rifling marks on a bullet with the criminal’s firearm, but without this
information we won't have a clue. Even in preparation, what we learn about the genomes of the
biological agents of concern will have application in basic science and public health.

4.) The will to retaliate: The way we respond to the first use of biological agents against our cit-
izens, even if it is not a mass-casualty event, will likely set the general course for our future inter-
play with the biological terrorist. The Israeli model for defense against airline hijacking grant-



ed a less complex problem than we face here has proven effective: vigilant, integrated, uncom-
promising, and swift. We must take the most extreme measures against known proliferators and
users of biology to harm our citizens; their clear understanding of our resolve will serve as a deter-
rent.

5.) Medical countermeasures: Protecting civilians from bioterrorism is more difficult than pro-
tecting a military force. For the force, we can use: 1) active immunization for some agents; 2)
passive immunoprophylaxis and chemoprophylaxis for others; 3) battlefield detection systems; 4)
physical protection (masks); 5) identification and diagnostic tools and methods; 6) decontamina-
tion procedures; 7) passive immunotherapy; and 8) chemotherapy. For an attack on our citizens,
our useful countermeasures begin with identification and diagnostics and essentially end with
chemotherapy.

Identification of the agent used in an attack is of critical importance. Without this, rational post-
exposure prophylaxis will be futile. Diagnostic capabilities must be ready in the field, through-
out a network of hospital and government clinical laboratories, and in key national reference lab-
oratories. Classical and molecular methods must be known and validated. Triage may be critical
to success in therapy of the right subpopulation. Humans exposed, even to replicating agents, will
not have measurable amounts of the agent in their blood or serum for several days at the earliest,
nor will they have a measurable immune response. Yet, humans or domestic animals may
be the only sentinels at the site of an aerosol attack. Therefore, methods of preclinical diagnosis
must be developed.

We must consider stockpiling antibiotics effective against anthrax, pneumonic plague, and
tularemia. Today, neither antiviral drugs for smallpox, nor vaccines for the two agents
smallpox and anthrax for which they might be needed post-attack, are available in sufficient
quantities to allow stockpiling. We must leverage industry and academic research which target
selected threat agent active sites for antiviral drugs. We must develop adequate stocks of anthrax
and smallpox vaccine. Most experts believe that ventilators are likely to be in short supply after
an attack on a city, with certain of the most lethal classical agents. We must also prepare for rapid
acquisition of necessary equipment and hospital bed space in an emergency. Finally, we must
consider and prepare for the potential psychological impact of a biological attack on our primed
society.

6.) Physical countermeasures: Fewer physical countermeasure options exist for the civilian
population than for the military force. At present, technological hurdles (cost, logistical require-
ments, narrow spectrum, and high false-positive rates) prevent the widespread application of sen-
sor technologies for biological terrorism. Without timely warning, protective masks seem to have
little utility. However, some experts advocate the development of a simple, inexpensive bio-
only mask to be carried in automobile, briefcase, or purse. To date, this concept falls below the
threshold set by the balance between perceived risk and benefit to the population. Collective pro-



tection by modification of HVAC systems in critical public buildings may have utility.
Decontamination of patients, buildings and environmental areas must be considered. It is
believed that decontamination following a biological event is less important than following a
chemical attack. The true aerosol that is required for effective dissemination of a non-volatile bio-
logical agent might leave little residual, except around the area of detonation. The agent deposit-
ed is thought to be poorly reaerosolized and subject to inactivation by environmental factors,
especially ultra-violet light.

7.) Public health infrastructure: Strengthening our public health infrastructure should be at the
forefront as we prepare for bioterrorism. Effective surveillance programs, improving the labora-
tory capabilities at state and local levels, teaching and practicing public health and epidemiology,
enhanced communications, and health threat response systems are all dual-use functions. Not
only do they prepare us to better respond to a human-made “outbreak”, but to a naturally occur-
ring one as well. The current initiative supported by the Public Health and Social Services
Emergency Fund for FY2000 is an important start. As with our biomedical tech-base and intel-
ligence programs for biodefense, we must think “long-term” in supporting our public health infra-
structure. It will be cost effective.

8.) Interagency collaboration: Preparing to respond to biological terrorism must involve intel-
ligence, law enforcement and other traditional first responders, clinical and research medical
communities, public health, political leadership, and the military. It must involve national, state,
regional and local organizations, agencies, and officials. As the perceived threat has mounted and
the federal government has responded with funds, bioterrorism defense has become a growth
industry. Yet, no single office with the necessary authority has clearly taken the lead, either with-
in the Department of Defense or the federal government. Therefore, interagency collaboration
has become even more important. Vertical (local through national) and horizontal (across all dis-
ciplines) communication and willingness to collaborate are imperative. Excellent leadership
facilitates necessary collaboration.

9.) Educational programs: Education and training must be given the highest priority. The fun-
damental need in a hospital or medical center facing a spike in the patient load following an attack
is application of the standard principles of medicine with which the professional and support
staffs are already intimately familiar. But our health-care providers have not seen the diseases
caused by many of the threat agents. Education and training must include the general character-
istics of biological agents versus chemical agents; clinical presentation, diagnosis, prophylaxis
and therapy of the most important diseases; sample handling, decontamination and barrier patient
care. Training, planning, and drills must prepare physicians and staff for mass-casualty patient
management, respiratory support for unusual numbers of patients, and distribution of medications
or support of the local government in vaccination programs. Engineering staffs must be taught to
establish improvised containment in patient rooms or suites. Traditional first-responders and pub-
lic and military leaders must understand rather complex technical and biological issues in order



to effectively balance cost and benefit in preparation and response. Application of the knowledge
we already have though education may be the least expensive and the most important thing we
can do as we prepare.

10.) Complementary programs: In addition to the obvious domestic preparedness initiatives
needed, we must be prepared, through the military or law enforcement, to destroy biological
weapons whether deployed or in storage. We must have the means to neutralize facilities wher-
ever they are found. We must seek and support international law that would bring proliferators
to justice. We must seek to enhance communication between scientists internationally, through
cooperative threat reduction programs with states that might threaten us; though there are signif-
icant risks inherent in these programs, there are huge potential payoffs as well.

11.) New Technologies: We must exploit to the fullest, the phenomenal advances in both
biotechnologies and the cyber- and communication-technologies that have occurred in parallel
with the changing biological terrorist threat. Genomics and proteomics are revolutionizing diag-
nostics, vaccine development, and drug discovery. These have obvious and wide application for
biodefense. Telemedicine, robotics, virtual reality and simulation, nanotechnology, and the
Internet and wireless communications must be used to replace or augment human capabilities and
allow us to respond more quickly when lives are threatened. If we keep the pressure on those who
would use these breakthroughs for evil taking away their freedom through effective intelli-
gence programs and law enforcement we will be more likely to stay steps ahead as we use the
technologies for good, and provide an additional deterrent to the threat.

Bioterrorism presents a daunting problem to our free society, especially at the unique
intersection of politics and biotechnology that occurred during the last decade of the 20th centu-
ry. We may have been lulled by our prosperity and strategic isolation from major conflict into a
sense of invulnerability. However, we are vulnerable today and there is no reason to believe
that will change in the near future. We must carefully evaluate the real threat, make difficult cost-
benefit decisions, and continue to build a fully integrated defense against the distortion of biolo-
gy by those who would do us harm.



An Assessment of Biological Weapons
Threat to the United States

Milton Leitenberg

This paper evaluates the threat of biological weapons use against the United States in the
near term. It does this by surveying, successively,

* the proliferation of biological weapons (BW) in identified state programs;

* the historical record regarding the potential for state-supported terrorism with
biological weapons;

* the experience of the use of biological agents by non-state groups, either identified as
terrorist organizations, or by any other designation; and

* the requirements and parameters for non-state groups to produce biological agents
capable of being used as weapons systems.

1. The Proliferation of Biological Weapons since 1972

The questions that should be addressed are:

* How many nations have sought to acquire BW since 19727
Which ones?
How advanced are or were their BW programs?

Do we have any idea of why these programs were initiated?

Is there any likelihood that ongoing programs could be reversed and closed down?

Official US government statements repeated for many years that there had been four
nations in possession of offensive biological weapons programs in 1972 at the time of of the sign-
ing of Biological and Toxin Weapon Convention (BTWC), and that this number had increased to
ten by 1989. Beginning in 1989, testimony to Congress by senior US government officials and
the annual Non-Compliance statement by the administration to Congress specifically identified
these states by name.

These statements additionally noted that some of the states listed were signatories of the
BTWC. Israel and South Africa, however, were never mentioned or listed. Israel is omitted from
annual U.S. arms control non-compliance statements because it has neither signed nor ratified any
of the non-proliferation treaties, including the Biological and Toxin Weapons Convention. It is
also omitted entirely in the US Department of Defenses annual report on proliferation of weapons
of mass destruction, Proliferation: Threat and Response. No mention whatsoever is made of

Israel; in fact, it is not even listed among countries in the report s Middle East section. In any
case, what this means is that since Israel is not a BTWC signatory it is technically not in non-



compliance, whatever the status of its BW program may be. However it is clear that South
Africa maintained an offensive BW program in the past, and Israel did so as well, and presum-

ably continues to do so.

Table 1. States Having BW Programs at Least Approaching Weaponization

U.S. Government Admirals U.S. and UK Russian
Arms Control Brooks! , Governments Federation 3
Compliance Studeman, Trost (1995)2 Foreign
Reports to 1988,1990,1991; Intelligence
Congress Report, 1993
(1993,1995) Sec.gggney, ’
Middle East
Iraq X X
Libya X X
Syria X X X
I X X
ran X
Egypt X
South/East
Asia
China X
North Korea X X
Taiwan ? X 9
India4 X )
South Korea ?
Africa
South Africa X
Russia Ambiguity regard-
ing continuation
of
offensive program

1.) Statement of Rear Admiral Thomas A. Brooks, USN, Director of Naval Intelligence, before
the Seapower, Strategic and Critical Materials Subcommittee of the House Armed Services
Committee on Intelligence Issues, March 14, 1990, p.54; Statement of Rear Admiral William
O. Studeman, USN, Director of Naval Intelligence, before the Seapower, Strategic and Critical
Materials Subcommittee of the House Armed Services Committee on Intelligence Issues,
March 1, 1998, p.48; Statement of Admiral C.A.H. Trost, USN, Chief of Naval Operations,
before the Senate Armed Services Committee on the Posture and Fiscal year 1991 Budget of the
United States Navy, February 28, 1990; Remarks Prepared for Delivery by the Honorable
Dick Cheney, Secretary of Defense, American Israel Public Affairs Committee, Washington,
D.C., June 11, 1990 News Release, No. 294-90, p.4.



2.) The South African government claims that its program was disbanded in 1992. Official
British government statements refer only to around 10 nations with or seeking BW, but do
not name any countries aside from the separate identification of South Africa in 1995.

3.) Proliferation Issues: A New Challenge After the Cold War, Proliferation of Weapons of
Mass Destruction, Russian Federation Foreign Intelligence Report, trans. Joint Publications
Research Service JPRS_TND 93-007, March 5, 1993.

In November 1997, the Director of the US Arms Control and Disarmament Agency
(ACDA) increased the US estimate to 12 nations (in the course of a statement to negotiating states
to the BTWC in Geneva), although the additional two states have never been identified by US
officials.

The number is therefore twelve, and not sixteen, seventeen, or eighteen, as are sometimes
found in the press. These are offensive biological weapons programs, which the BTWC prohibits,
but it does not in all cases mean regular production of biological weapon agents, the storage of
stockpiles, or the possession of weapons. Official US or British government statements have fur-
ther been confounded by the inclusion of caveats such as “suspected”, “developing”, or “capable
of”. We have only one example in the public record of what the scale of these differences may
be; that statement is ten years old and pertained to chemical weapons. At the same time as US
government officials were routinely saying that about 20 nations had chemical weapons “capa-
bility,” the Director of ACDA told the Senate Foreign Relations Committee on January 24, 1989,
that apart from the US and the USSR “...no more than a handful, five or six” actually possessed a
stockpile of chemical weapons.” In the case of biological weapons, there are no equivalent state-
ments in the public record. However in 1994, two senior US government officials stated in pri-
vate meetings that no nation was then known to be producing and stockpiling BW agents. This
was five years after US officials had publicly identified the ten nations having offensive biologi-
cal weapons programs. In the years since 1994, official US statements have identified Iran as pro-
ducing BW agents.

Accurate understanding has been further complicated, and continues to be so, in state-
ments by official US government spokesmen in 1997 and 1998, that provide a single number
grouping together nations with biological or chemical weapon programs. In October 1998,
Richard Clarke continued the policy of US officials announcing confusing assessments, even
including nuclear weapons in one single tally. In his remarks at the Washington Institute for Near
East Policy, he observed that “Twenty-two countries, however, do possess them, if you consider
biological weapons, chemical weapons, and nuclear weapons to be weapons of mass destruction.”

On the other hand, statements of denial by various nations carry very little credibility in
this field. The USSR did not admit to possessing chemical munitions until 1987. Indian officials
denied for decades that their country possessed chemical munitions; they even claimed that their
government had never so much as considered obtaining them. This past year, under the terms of
being a signatory to the Chemical Weapons Convention, India declared its chemical weapons



stocks. The government of Iraq lied for years about its production and possession of biological
weapons stocks and delivery systems, and every indication is that they continue to lie about it.

As to how far offensive national BW programs have been carried out by different states,
the relevant bits of information available in the US Non-Compliance documents and in the 1993
Russian Foreign Intelligence Report, as well as several estimates of my own, have been compiled
in the summary shown in Table 2. It should be noted that US Department of Defense issues of
Proliferation: Threat and Response do not identify specific BW agents produced by either Iran or
North Korea. Testimony at the unclassified level by the Directors of the CIA and DIA has also
omitted any reference to specific agents. Only the 1993 Russian FIS Report identified specific
agents for North Korea. (It has proved impossible to corroborate various statements made in 1999
by US DOD officials, and in the Defense White Papers of South Korea and Japan, regarding
numbers of different BW agents, or their identities, allegedly possessed by North Korea.)

Table 2. Biological Weapons: Offensive Programs, to the Degree Known

State Offensive Testing Production Stockpiling Alleged Use
R&D
Middle East
Iraq Yes Yes Yes Yes
Iran Yes Small
Syria Yes
Egypt Yes In the past In the past
leya Yes Small
Probably (m

Israel Yes Probably estime}l’tf(:) y
Non-Middle
East

. In the past In the past
South Africa In the past ? (small qganti— (small qganti— In the past

ties) fies)
Former 0 Yes, in the
Rhodesia ? ! ? ? 19703,
wartime
North Korea Yes Yes (1993/FIS) | Yes (1993/FIS)
v, Alleged;
USSR Yes ©s Yes In the past Afghanistan,
glander, 1992

China Yes Yes Yes In the past




Table 3

Of those countries that developed BW after World War 1II to the stage of weapons acquisition, vir-
tually all either acquired all three categories of weapons of mass destruction (nuclear, chemical, and bio-
logical), or have acquired at least two categories and have made attempts to acquire the third. Thus:

¢ The United States, USSR, South Africa, and presumably China procured all three types.

¢ The United Kingdom and France procured nuclear and chemical weapons, and had offensive
biological weapons programs.

* Iraq (prior to 1991) had chemical and biological weapons and was in advanced development
of nuclear weapons.

 Israel has nuclear and chemical weapons, and an offensive BW program.

* Iran has chemical and biological weapons, and seeks nuclear weapons.

» Libya has chemical weapons, has sought nuclear weapons for decades, and is seeking biologi-
cal weapons.

 Syria has chemical weapons and an offensive biological weapons program.

* North Korea has chemical weapons, has sought nuclear weapons, and (accepting the Russian
assessment) apparently has biological weapons.

¢ India and Pakistan have nuclear weapons. India has chemical weapons; its biological weapons
capabilities are unknown.

According to a statement by former CIA Director James Woolsey in 1994, nations developing and
procuring BW have usually done so following their procurement of chemical weapons, and it has fre-
quently been stated that various Arab states in the Middle East developed CW because Israel possessed
nuclear weapons. There are no statements or analyses that have extended this rationale specifically to
their development of biological weapons as well, although it is an easy, logical extension to make. Note
Anthony Cordesman’s phrase, “Nations that are interested in biological weapons are already interested
because they offer an alternative to nuclear weapons....” It would not be altogether surprising if one
learned that some government policy group in these countries that had considered or was urging the acqui-
sition of nuclear weapons had spun off the suggestion to develop biological weapons. Nevertheless, noth-
ing is publicly known regarding the policy decisions in these states regarding BW development.

As for the motives for national BW development programs, Table 3 indicates that every
nation that has embarked on an offensive BW program has also sought or has produced either
chemical weapons or nuclear weapons, or both.

There are several important additional points that should be noted in this section:

* None of the national BW programs cited above are new. They all date back about 15
years or more.

* One, South Africa s (which apparently was responsible for low-level BW use outside its
own borders), was discontinued, as was the South African nuclear weapons program,
immediately prior to the end of the apartheid government.



* There is no available evidence of the transfer of BW agent cultures from the former
USSR or from Russian laboratories since 1992 to other countries of BW proliferation con-
cern.

* There has also been minimal dispersion of researchers from former Soviet BW facili-
ties to countries of concern. The total number of such individuals who emigrated from
Russia (as of late 1997) was small, and of those, 90 percent became employed in the
United States, Western Europe, or Israel. That leaves a very small number who moved to
other countries, and some of those countries were also not of BW proliferation concern.

2. The Historical Record Regarding the Potential for State-Supported Terrorism with

Biological Weapons
For over twenty years since its first appearance in 1979, the United States government has

released an annual list of “State Sponsors of International Terrorism.” This means that such states
provide either some or all of the following to the very many groups that they support: training,
sanctuary, documents, funding, explosives, or weapons. Of those states that have appeared on this
list virtually year after year, no less than five also appear on the list of states that the US govern-
ment charges have offensive biological weapons programs: Iraq, Iran, Libya, North Korea, and
Syria.

This issue is germane because even those who admit that producing biological weapons
might not be so simple a task for an isolated, non-national or terrorist group, the possibility is
immediately raised that such a group could in theory obtain assistance, either in the form of train-
ing , technical assistance, or by direct transfer of a usable agent, from a state which does have a
biological weapons capability. Nevertheless, there is no known evidence to date that such an
event has ever happened, despite an extensive, decades-long record of very substantial assistance
to literally dozens of different groups. Most government authorities, both US and other, tend to
believe that if a state with biological weapons capability did want to make use of such weapons
covertly, it would use its own and presumably better trained personnel to carry out the task and
would not do so by transferring them to an external ad-hoc group. In 1996, the US Defense
Intelligence Agency stated that: “Most of the state sponsors have chemical or biological or
radioactive material in their stockpiles and therefore have the ability to provide such weapons to
terrorists if they wish. However, we have no conclusive information that any sponsor has the
intention to provide these weapons to terrorists.”!

3. The Experience of the Use of Biological Weapons by Non-State Groups
This section is comprised of several parts, some continuing the essentially historical

record of the material provided above, and others forming a transition to current assessments.
These are:

a.) Databases on biological (and chemical) terrorism



b.) A brief description of the efforts of the Aum Shinrikyo group in Japan to produce
biological agents.

c.) The potential of terrorist use of biological weapons in the United States.

d.) The comparison of potential mass casualty biological events with current annual
mortality in several public health categories.

A. Databases

Five extensive databases have now been developed and published since 1993. They were
prepared by:

1.) Harvey McGeorge, in a DOD-contracted study, covering the years 1945 to 1994.2

2.) Ron Purver, at the Canadian Intelligence Service, covering the years 1945 to 1995.3

3.) Bruce Hoffman, at the RAND Corporation, covering the years 1900 to 1998.4

4.) Seth Carus, prepared for the National Defense University (US DOD), covering the

years 1900 to 1999.5

5.) Amy Sands, at the Monterey Institute, Center for Non-Proliferation Studies, covering

the years 1900 to 1999.6

All five are global surveys. Cumulatively, these databases contain nearly a thousand
events in the twentieth century in a wide array of categories, extending from hoaxes, threats, con-
sideration or discussion of use, purchase of materials, attacks on facilities, attempts to use, prod-
uct tampering, and actual use. They are summarized in Table 4. All demonstrate the same result:

* There is an extremely low incidence of real biological (or chemical) events, in contrast
to the number of recent hoaxes, the latter spawned by administration and media hype since
1996 concerning the prospective likelihood and dangers of such events.

* Those events that were real, and were actual examples of use, were overwhelmingly
chemical, and even in that category, involved the use of easily available, off-the shelf,
non-synthesized industrial products. Many of these were instances of personal murder,
and not attempts at mass casualty use. The Sands/Monterey compilation indicated that
exactly one person had been killed in the United States in the 100 years between 1900 and
2000 as a result of an act of biological or chemical terrorism.

* Excluding the preparation of ricin, a plant toxin which is relatively easy to prepare, there
are only a few recorded instances in the years 1900 to 2000 of the preparation of biolog-
ical pathogens in a private laboratory by a non-state actor.

Further, the 1999 publication of the book Toxic Terror, which contains a detailed exami-
nation of a dozen of the most well-known putative cases of the involvement of terrorist groups
with chemical and biological agents demonstrated that exactly half of these were apocryphal.’
This includes the notorious alleged German Red Army Faction “incident”, which for years authors



such as Kupperman, Douglas, and others had referred to, allegedly relying on classified US gov-
ernment intelligence. The German security services (BND) had always claimed that the “case”
was spurious, but its quiet suggestions to this effect had been disregarded.

It would be useful before going on to examine the case of the Aum group in Japan to look
for a moment at the single instance of a mass casualty event that did take place in the United
States using a biological agent. This was the use of Salmonella, placed on food in salad bars, by
the Rajneesh group in The Dalles, Oregon, in 1984. This resulted in 751 recorded instances of
illness, with no mortality. The group had discussed using a more serious pathogen, but decided
against the risk of producing mortality, as their purpose was to incapacitate a large portion of the
local population on the day of an election. The Salmonella was obtained from a type-culture col-
lection, and the culturing work was carried out by a trained technician who belonged to the group.
Given the calculated success of this event, and that its cause as an intentional act was not identi-
fied until long after the occurrence, it is nevertheless useful to compare the degree of deliberate
injury that was caused by this act to the incidence of similar intestinal infections contracted by
US tourists traveling in Mexico, the Middle East, Africa, and the Indian subcontinent annually
since 1945. The rate must unquestionably be in the millions per year.

Table 4

Databases on Chemical and Biological Terrorism

1. Harvey McGeorge, 1994, chemical and biological, 201 to 244 instances:
Also includes: ¢ only threatened use
* actions against CB-related facilities
* actions limited to theft, purchase or fabrication of
an agent, dissemination device, or related material
Results demonstrate a clear emphasis on low-tech, commonly available chemical, product-tampering, and poisoning

2. Ron Purver, 1995, chemical and biological, 92 instances (30 B and 62 C) in five categories
e threatened
* attempted to acquire
e acquired
* attempted to use
* actually used
(1998 and 1999 studies below demonstrate that many reported instances are apocryphal.)

3. Bruce Hoffman, Rand/Aberdeen database, begins with 1968
As of 1998, 8,000 terrorist events; only around 50 Weapons of Mass Destruction, including radiological

4. Seth Carus [NDU], August 1998, biological only, Bioterrorism and Biocrimes
Instances since 1900: used, acquired, attempted to acquire, considered acquisition, threatened to use.
45 use, but only 5 since 1960 (omits most hoaxes, but does include some). Great majority of use for individual mur-
der.

5. Monterey Institute [Amy Sands], 1999
520 cases since 1900 to acquire or use C, B, R, and N (but includes all reported hoaxes, approximately 350 between
1997 and 1999).
* terrorist — 44 percent
e criminals — 56 percent (extortion, murder, other non-political)




B. The Effort of the Aum Shinrikyo group in Japan to Produce Biological Weapons Agents
In March 1995, members of a Japanese religious cult, the Aum Shinrikyo, were responsi-

ble for releasing the chemical agent Sarin in the Tokyo subway. They had produced the Sarin
themselves, and their act killed thirteen people and injured several hundred (not 5,500, which was
the number of people that arrived at hospitals.) They had also used Sarin undetected in June 1994
in another Japanese city, in an incident that produced seven deaths and injured 200. It was sub-
sequently discovered that the group had attempted to produce biological agents between 1990 and
1994 and to disperse what they had produced on nine occasions in Tokyo and other nearby areas,
to no effect.

The Tokyo subway event led to the US Senate Hearings in October 1995 held by the
Committee on Government Operations, under Senators Roth and Nunn, which in turn catalyzed
the train of decisions, programs and funding to counter the potential use of weapons of mass
destruction in the United States. The public discussion in the United States for the past four years
has, however, been overwhelmingly relegated to biological weapons, and bioterrorism. The
experience of the Aum group in its efforts to produce biological agents is particularly important
for several reasons, but it has been continually misinterpreted and misrepresented to mean pre-
cisely the opposite of what the experience demonstrated.8

First, as to what the group’s capabilities were and what they did do:

* They had virtually unlimited funds to procure appropriate equipment, which they did
through front companies they had established.

* They had adequate facilities, and four years in which to work undisturbed.

* They had about a dozen people with graduate training, not all in the appropriate disci-
plines, but with the kind of academic training which in theory should lead one to under-
stand how to go about learning what one needs to know.

* They had attempted to buy assistance and technology in the USSR to aid their efforts to
produce both chemical and biological weapons, and despite the expenditure of several
million dollars, they appear to have come away empty-handed, certainly insofar as obtain-
ing information concerning biological weapons. This last point is particularly important
as one real-world reference point relating to the frequently expressed fear of the likely
ease of procuring such information from unemployed or poorly-salaried former Soviet
experts. (It can also be noted that there have been other even more striking failures in
efforts to buy information from former Soviet BW scientists.)

Second, concerning what the Aum group was able to achieve or not achieve:
* They attempted to produce two biological agents, Clostridium botulinum (to obtain

Botulinum toxin), and anthrax, both of which are constantly referred to as organisms
which should be relatively simple to work with. They failed to produce either, and so of




course their efforts to disperse these also failed. In fact, they could not have produced
any infective anthrax because they had obtained a culture of a non-virulent, denatured vac-
cine strain of the organism.

* They did not have any Q-fever cultures, and therefore they were not “working with” that
organism (contrary to various reports). They had attempted to purchase a Q-fever culture
from a Japanese academic researcher, but were rebuffed, which is again of particular sig-
nificance.

* They did not have samples of the Ebola virus, contrary to various reports, though it does
appear that they had hoped to obtain them.

* Finally, they did not do any “genetic engineering,” also contrary to some further misre-
porting.

There are two important points to be made. First, the Aum experience was a real, serious
example, not the constant hypothetical evocations of unqualified, untrained terrorists being able
to produce biological agents in kitchens, garages, bathtubs, and home beer brewery kits.
Despite the expenditure of substantial time, effort, money and some requisite talent, their efforts
totally failed. Second, it is my understanding that classified US government evaluations of the
efforts of the Aum group to produce biological agents are the same as the information provided
above. Despite this, no member of any agency of the US government has seen fit to provide a
more proper public assessment of the lessons of this experience.?

C. The Potential of Terrorist Use of Biological Weapons in the United States
The discussion of this subject in the United States, beginning around 1996 following the

disclosure of the 1990 to 1994 efforts by the Japanese Aum group to produce BW agents, and its
use of the chemical agent Sarin in 1995, has been characterized by gross exaggeration, hype, mis-
information, and, at times, even simple ignorance. It was overwhelmingly dominated by two
clich s which were repeated ad infinitum: “It is not a matter of whether, just when,” and “The
nation will face within five years....” Five years have in fact now passed. Brian Jenkins (whose
consulting group apparently staffed the July 2000 Report of the National Commission on
Terrorism) characterized the discussion that ensued as fact-free analysis, and that in the absence
of a validated threat, anxieties had been converted into conclusions. At a conference held by the
Chemical and Biological Arms Control Institute on April 29-30, 1999 (the first of two two-day
meetings under the rubric of “Bioterrorism in the United States: Calibrating the Threat”), Jenkins
pointed out that when terrorist acts which could be relatively easily achieved, such as aircraft

hijacking or product tampering first appeared as means used by terrorists, the rate of these events
increased sharply year by year within five years. But the Aum experience has so far proved to be
a single data point, and not the beginning of a trend.

Instead, what we have seen are many hundreds of hoaxes. Hoaxes are not BW, they are

not “anthrax,” and they are not “BW events.” Nor are they terrorist consideration of the use of BW
(or as phrased in the Defense Science Board Summer Study of 1997, demonstrations of “...the



breadth of weaponry available” to terrorist groups), and they should not be counted in statistical
compendia as such. A hoax is a hoax, and nothing else.

Two brief, but more expert assessments were provided to Congress early in 1999. John
Lauder, Special Assistant to the Director of Central Intelligence for Proliferation, told the House
Permanent Select Committee on Intelligence on March 3, 1999, that “...the preparation and effec-
tive use of BW by both potentially hostile states and by non-state actors, including terrorists, is
harder than some popular literature seems to suggest.” One should note that the statement includ-
ed even “potentially hostile states,” which would certainly make it even more difficult for “non-
state actors. And Col. David Franz, then the Deputy Commander of the US Army s Medical
Research and Materiel Command told the Senate Intelligence Committee that BW terrorism is
difficult to carry out, and that it would require a “...large well-funded terrorist program or state
sponsorship.”

Estimates by official US government agencies of actual activities by terrorist groups to
obtain biological weapons is contradictory. In February 1996, the US Defense Intelligence
Agency responded to a question by the US Senate Select Committee on Intelligence by stating
that, “We have no conclusive information that any of the terrorist organizations that we monitor
are developing chemical, biological, or radiological weapons.”l0 In the same year, the FBI
Section Chief for Domestic Terrorism told Congress that, “to date, our investigations in the United
States reveal no intelligence that rogue nations using terrorism, international terrorist groups, or
domestic groups are planning to use these [nuclear, biological, or chemical] deadly weapons in
the United States.”!! As an indication of how confusion gets introduced, even by the very same
sources, on January 28, 1998, FBI Director Louis Freeh testified before Congress on threats to
US national security. He noted that the FBI, which has jurisdiction over terrorism in the US, had
opened over 100 cases in 1997 about the threat, development, or use of WMD, including biolog-
ical agents, which was more than double the amount from the year before. Freeh noted that a sig-
nificant fraction of the cases involved threats that had no basis in fact, and that most of the actu-
al interest in biological threats seemed aimed against limited personal targets. He indicated, how-
ever, that up to approximately 30 investigations concerning WMD were continuing at the FBI.
There never was a subsequent statement by any FBI official to clarify that all the remaining cases
- as well as those in 1998 and 1999 - were all hoaxes.

Official statements made in 1999 were both variable and ambiguous. In June 1999, a
“Fact Sheet” on “Chemical-Biological Warfare” prepared by the US Department of State opened
with the following lines: “The Department of State has no information to indicate that there is a
likelihood of use of chemical or biological agent release in the immediate future. The Department
believes the risk of the use of chemical/biological warfare is remote, although it cannot be exclud-
ed.” Two statements by CIA officials in 1999 and 2000 were different. In March 1999, Dr. John
Lauder, of the US Central Intelligence Agency, stated that, “Beyond state actors, there are a num-
ber of terrorist groups seeking to develop or acquire BW capabilities,” and reference was then



made to the Osama bin Ladin network, for whom “acquire” rather than “develop” would probably
be more appropriate. 12

However, a statement by CIA Director George Tenet in March 2000 was actually some-
what of a retreat. He stated:

...we remain concerned that terrorist groups worldwide continue to explore how
rapidly evolving and spreading technologies might enhance the lethality of their
operations. Although terrorists we've preempted still appear to be relying on con-
ventional weapons, we know that a number of these groups are seeking chemical,
biological, radiological, or nuclear agents. We are aware of several instances in
which terrorists have contemplated using these materials.

Among them is Bin Ladin, who has shown a strong interest in chemical weapons.
His operatives have trained to conduct attacks with toxic chemicals or biological
toxins.!13

Two points are notable: first that chemical, biological, nuclear and radiological were
lumped together, and second that, “trained to conduct attacks” is not the same as Dr. Lauder s
“develop or acquire BW capabilities.” Tenet's reference to “biological toxins” also suggests ricin
as the agent in question, for which there are other suggestions, together with efforts by the Bin
Ladin network to obtain simple chemical agents rather than any effort by them to produce either
chemical or biological agents.

There were repeated statements in 1999, most prominently in the September 1999 GAO
report, Combatting Terrorism.: Need for Comprehensive Threat and Risk Assessment of Chemical
and Biological Attacks, that no threat analysis of this subject an examination of specific
potential actors, their capabilities and intentions, and potential feasibilities — had ever been pre-
pared inside the US government.14 Instead, contractors had produced vulnerability analysis, sce-
narios of effects that would follow release of a BW agent. As indicated in the previous section,
those systematic studies that have surveyed relevant events over the past 50 or 100 years uni-
formly predict that the most likely event will be, as they have in the past, the use of easily avail-
able off-the-shelf chemicals, individual poisoning, or the use of the most simply prepared toxins,
such as ricin. A terrorist use of a BW agent is best characterized as an event of extremely low
probability, which might — depending on the agent, its quality, and its means of dispersion pro-
duce high mortality (or economic damage if it is an anti-plant or anti-animal agent). Table 5 pres-
ents Brian Jenkins s April 1999 summary of the way the problem had been addressed in the pre-
vious several years. A very similar conclusion was reached by a US General Accounting Office
report released in March 1999. It stated that

...plans developed by the Department of Health and Human Services for “medical
consequence management” after a chemical or biological terrorist attack appear to



be “geared toward the worst-possible consequences from a public health perspec-
tive and do not match intelligence agencies judgments on the more likely biolog-
ical and chemical agents a terrorist group or individual might use.”

An essentially similar assessment was also reached by the Monterey group after their data-
base study was completed.

U.S. policy-makers and several outside analysts have predicted catastroph-
ic consequences if a terrorist group or an individual — alone or with state sponsor-
ship — ever mounts a major chemical or biological attack. These alarmist scenar-
10s have been based on the potential vulnerability of U.S. urban centers to chemi-
cal or biological attack and the growing availability of relevant technology and
materials. But these scenarios have not drawn on a careful assessment of terrorist
motivations and patterns of behavior.

With more than a hundred terrorist organizations active in the world today,
the challenge is to identify groups or individuals who are both motivated and capa-
ble of employing chemical or biological agents against civilians. Yet instead of
examining historical cases in which terrorists sought to acquire and use such
agents, the Clinton administration, as well as many outside analysts, developed
their threat assessments and response strategies in an empirical vacuum. Lacking
solid data, they fell back on worst-case scenarios that may be remote from reality.

The tendency of U.S. government officials to exaggerate the threat of
chemical and biological terrorism has been reinforced by sensational reporting in
the press and an obsessive fascination with catastrophic terrorism in Hollywood
films, best-selling books, and other mainstay of pop culture.15

The past five years have been characterized, then, by:

* spurious statistics (hoaxes counted as “biological” events)

* unknowable predictions

* greatly exaggerated consequence estimates

* gross exaggeration of the feasibility of successfully producing biological agents
by non-state actors, except in the case of recruitment of highly experienced
professionals, for which there is no evidence to date

* the apparent continued absence of a thorough threat assessment, and
thoughtless, ill-considered, counterproductive, and extravagant rhetoric

Perhaps the epitome of all this was the executive-level exercise in the spring of 1998 when
“40 officials from more than a dozen federal agencies met secretly near the White House to play
out what would happen if terrorists attacked the United States with a devastating new type of
germ weapon”.16  The exercise was based on a scenario taken from a science-fiction thriller
which had impressed the President: the postulated production of a viral chimera combining two
viruses, smallpox and a hemorrhagic fever. But no such organism exists, and its fabrication



would be a feat which virologists at USAMRIID, the US biological defense laboratories, believe
is currently beyond the capability of the most advanced scientists and facilities to achieve, and
perhaps is technically impossible.

Table 5

The Key Question: Does Catastrophic Terrorism (Incidents Involving WMD)
Constitute a Clear and Present Danger?

A. An Informed Consensus?
1. Cannot assume that catastrophic CB terrorism is imminent.
2. Historical analysis provides no basis for forecasting catastrophic CB terrorism, however...
3. Analysis of current trends provides mixed picture.
4. With exception of OBL, not clear that any known group planning, but...
5. Perception of CB threat driven by vulnerabilities, changes in political and technological environments, consequences, and
judgment of future generations.
6. We confront a diverse spectrum of potential actors, motives, purposes, capabilities, substances, targeting choices, levels
of lethality.
7. Terrorist CB attacks causing catastrophic casualties likely to remain rare.
8. States or state-sponsored CBW represent potential threat especially in conflict with US.
9. CB hoaxes are increasing and will continue to be a problem.
10. Threat goes beyond casualties — enormous psychological impact, potential for economic warfare.

B. Risky Analysis in which Anxieties become Conclusions
1. Instead of assessing intentions and capabilities of an identified enemy, we begin with...
. Identifying vulnerabilities, which are infinite...
. Then positing a foe — they are legion — provided with a highly generalized motive...
. To create a scenario focusing on worst cases...
. Reifying a hypothetical scenario useful for planning purposes into an actual threat, considered inevitable, imminent, for
which we are unprepared...
6. Demanding action (or future generations will judge us harshly) from which we might derive a deterrent effect.
7. Fact-free analysis lends itself to manipulation and other mischief.

W W N

C. Conclusions
1. Not just a matter of time before chem-bio terrorism occurs.
. Hoaxes and threats more likely than use.
. Chemical more likely than biological substances.
. Small-scale more likely than large-scale attacks.
. Crude dispersal in enclosed area most likely mode of attack.
. CB terrorism is not about to become the car bomb of the 1990s.
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D. A Comparative Perspective

Given the findings in the Sands-Monterey study that one single person died in the United
States in the years 1900 to 1999 as a result of an act of biological or chemical terrorism, and the
current discussion of biological agent terrorism as a potential mass casualty event, it is quite

revealing to look at annual mortality in several public health sectors:

1.) Food-borne disease incidence in the USA (US/CDC, September-October 1999)
*76 million cases per year
*315,000 hospitalizations per year
*5,000 deaths per year

2.) Medical error mortality (US National Institute of Medicine, December 1999)




*between 44,000 and 98,000 deaths per year

3.) Hospital-contracted infections (US/CDC, March 27, 2000)
*20,000 deaths per year
(Another, possibly overlapping estimate in the July 2000 WHO report on
drug-resistant organisms, gave a US mortality of 14,000 per year).

4.) The 1993 cryptosporidium outbreak in Milwaukee, a result of water pollution,
sickened 400,000 people.

5.) Air pollution in the US results in 50,000 deaths per year.
6.) Firearms result in 35,000 deaths per year, and $4 billion in medical expenses.

The sum of the first three categories alone results in between 69,000 and 123,000 deaths per year.

These figures certainly suggest a rather enormous misallocation of priorities: the US polit-
ical system can absorb roughly 100,000 deaths per year in only three related public health cate-
gories — continuously, year after year, while appropriating hundreds of millions of dollars under
the sudden presumption of a potential event of extremely low probability, the true likelihood of
which is totally unknown. In discussions of the requirements for response to a “mass casualty
biological terrorist event,” analysts have defined “mass casualty” as anything between 100 and
1,000 individuals arriving at hospitals. That means that the US absorbs the mortality equivalent
of between 100 and 1,000 “BW terrorist mass casualty” events per year without any qualm or
problem. One might also note that individual diseases such as tuberculosis and malaria result in
global mortalities of 2-3 million people each, per year.!”

4. The Requirements to Produce Biological Agents by Non-State Groups
There are five essential requirements that must be mastered in order to produce biological
agents:

* One must obtain the appropriate strain of the disease pathogen.

* One must know how to handle them correctly.

* One must know how to grow them in a way that will produce the appropriate
characteristics.

* One must know how to store them, and to scale-up production properly.

* One must know how to disperse them properly.!8

Four of the five requirements are in the portion frequently dismissed as “easy.” Some
experts do stress that the last step, aerosolization to the appropriate particle size for efficient
inhalation infection, does present difficulties, while suggesting that the first four steps are simple.
That is clearly not correct. Instead of dealing with this subject by abstract pronouncements, as is
customary (and the more so the less initiated the commentator), it would be more useful to pro-



vide real examples from the experiences of several national biological weapons programs.

First, there is the problem of obtaining a strain of the organism in question that is useful
for biological weapons purposes. Most natural forms of biological agents are not highly infec-
tious, and it is not that easy to obtain the strains that are highly infectious. For example, in the
course of the offensive phase of the US BW program, roughly 675 strains of Clostridium botu-
linum were gathered. More extensive laboratory research was carried out using about a dozen of
these strains, and finally one strain that produced satisfactory titres of toxin regularly under pro-
duction conditions was selected for weaponization purposes. Similarly for anthrax, the number
of available strains is high and weaponization was carried out on only a few of these.

Secondly, even very practiced experts can run into significant problems. Dr. Jerzy
Mierzejewski, the retired director of the Polish biological defense laboratories at Pulawy who
spent his entire professional career working with Clostridium botulinum, plaintively expressed
his persistent difficulties on working with the organism to participants at two NATO Advanced
Research Workshops. One culture cycle would produce toxin that was lethal and a few months
later the next would not, and so on over the years. Even variations in the growth parameters for
non-pathogenic simulants could seriously degrade their intended performance. The British BW
testing program used two common simulants, Bacillus globulii, and an E.Coli strain. It was dis-
covered that even minor variations in their culturing parameters could seriously degrade their per-
formance in aerosol dispersion tests.

As for more complicated integration of the entire process, another example is of value.
Dr. William Patrick described the outcome of a study carried out recently at USAMRIID. A post-
doctoral fellow was given the task of outlining how he would produce a mass casualty event using
a designated organism that had been developed as a weapon in the pre-1969 US BW program —
Tularemia. He was given one year in which to complete his assignment. When the year was up
and he presented his project design, it was found that it included three errors that would have pre-
vented the effort from being successful had it be carried out.!9 Quite unfortunately, Patrick has
himself been responsible for publicly describing critical technical details which there is every rea-
son to assume would not be known to uninitiated non-state or terrorist groups interested in pro-
ducing or using biological agents.

At a meeting on “Bioterrorism in the United States” held on June 29-30 in Washington,
DC, Jerome Hauer, former Director of the Office of Emergency Management for the City of New
York, stressed that:

Most of the agents are not readily available,
Most of the agents are not easy to make, and
Most of the agents are not easy to disperse.



Regarding aerosol dispersal in particular, Tucker and Sands write:

The capability to disperse microbes and toxins over a wide area as an inhal-
able aerosol — the form best suited for inflicting mass casualties — requires a deliv-
ery system whose development would outstrip the technical capabilities of all but
the most sophisticated terrorists. Not only is the dissemination process for biolog-
ical agents inherently complex, requiring specialized equipment and expertise, but
effective dispersal is easily disrupted by environmental and meteorological condi-
tions.20

At the end of World War II, the US BW program at Fort Detrick comprised some 250
buildings and employed approximately 3,400 people. The number of person-years that were
required to weaponize as “simple” an agent as botulinum toxin, together with access to highly
qualified personnel, excellent facilities, and extensive testing ranges is quite significant.

Dr. Ken Alibek has given the figure of a combined total of 60,000 people (at all levels of
technical expertise, from service personnel to scientists) in all of the multiple segments of the for-
mer USSR’s BW program: Ministry of Defense, Biopreparat, Ministry of Agriculture, Ministry of
Health and so on. Senior scientists may have accounted for less than 5 percent of this total, and
in seminars, Dr. Alibek has stated that although there were many experts that knew the precise
details of an individual stage of the research or production process, there were perhaps only 100
individuals who knew how to take a particular organism that the USSR had weaponized through
all its stages from beginning to end in the production process.

The Iraqi BW program began in 1974 or earlier, and between 1979 and 1985 a large num-
ber of their BW research staff were sent overseas for advanced study and degrees because it was
apparent that work was not progressing and that they were not sufficiently trained and qualified.
When the 200-300 BW researchers went back to work, they were supported by a separate con-
tingent of over 1,000 technical people in the Iraqi chemical weapons program who carried out the
BW testing program. The Iragi BW program consumed upwards of $100 million.

One only has to compare the above with some of the descriptions of the supposed ease in
producing biological agents that have been common in recent years. One author wrote that,
“manufacturing a lethal bacterial disease agent requires little more than chicken soup, a flat
whiskey bottle, and an available source of seed culture.”?! Another wrote that producing biolog-
ical weapons was, “...about as complicated as manufacturing beer and less dangerous than refin-
ing heroin.”22 In seminar presentations a few years ago, former CIA Director James Woolsey
would claim that a B-plus high school chemistry student could produce biological agents, and
at a January 2000 meeting described producing biological agents as being “about as difficult as
producing beer.” In her book, The Ultimate Terrorist, Jessica Stern quotes:



Kathleen Bailey [who], after interviewing professors, graduate students, and phar-
maceutical manufacturers, concluded that several biologists with only $10,000
worth of equipment could produce a significant quantity of biological agent.23

One can also compare these rather common and gross exaggerations with the real-world
experience of the Aum Shinrikyo group:

* They had appropriate equipment (even more than was necessary).

* They used commercial front companies to buy the equipment.

* They may have spent in the range of $10 million in their effort to produce biological
agents.

» Several of the individuals involved had post-graduate degrees.

* They had gathered a research library.

* They had sufficient time — four years — for their attempts.

* They had attempted to purchase expertise in Russia and to obtain or purchase disease
strains in Japan.

However, they failed in their efforts to produce either of two biological agents.

5. A Summary Comment: The Real Danger of Exaggeration
A 1947 policy guidance promulgated by the US Department of Defense read as follows:

This policy governs public information on Biological Warfare,
Radiological Warfare, and Chemical Warfare and is based on consideration of the
characteristics of these agents: of their possible use in offense; of the problems of
defense against such agents; of the integration of an information program on BW-
RW-CW with both the United States foreign policy and with United States domes-
tic affairs.

It is necessary that the American people understand the nature and scope of BW-
RW-CW so as:

a.) To appreciate the actual dangers which might arise from the use of BW-

RW-CW and to participate effectively in defense measures against them;
b.) To dismiss exaggerated notions and fears of the threat of BW-RW-CW;
c.) To support U.S. Government policies concerning them.

1T

This information is specifically designed to:

a.) Provide the American people with authoritative information concern
ing the nature and scope of BW-RW-CW; with due regard for security reg
ulations;

b.) Give the public information which without intensifying anxiety undu
ly will enable Americans to act with maximum effectiveness and dispatch



in the event of a BW-RW-CW attack, or threat of attack, against the United States
by either secret or overt means;

Official information which reaches the American public should, whenever possi-
ble, try to allay exaggerated fear. Therefore:

a.) All information on BW-RW-CW should be designed to convey the
impression that the United States must become prepared to deal with such
weapons.

b.) Such information should be characterized by a tone of confidence and
moderation;

c.) Indications of apprehension on the part of U.S. Government leaders
should be avoided.....24

In contrast, Secretary of Defense William Cohen has made a practice of determined exag-
geration and apprehension the core of the US government’s current policy on public information
regarding the potential of the use of biological weapons. On November 26, 1997, the Washington
Post carried a contribution written by Secretary Cohen on its editorial page. Speaking of biolog-
ical and chemical weapons, Secretary Cohen wrote that:

» “ _terrorist groups and even religious cults will seek to wield disproportionate power by
acquiring and using these weapons that can produce major casualties...”
* “We should expect more countries and terrorist groups to seek — and to use — such

weapons”

* “We have begun to treat the threat of chemical and biological weapons use as a likely —
and early — condition of warfare.”

* “Most ominous among these threats is the movement of the frontline of the chemical
and biological battlefield from foreign soil to the American homeland.”

The sentences quoted, portions underlined for emphasis, are exaggerated, inflammatory,
counterproductive, essentially incorrect, and even dangerous.

A week earlier, Secretary Cohen had dramatically placed a five-pound bag of sugar on the
table during a Sunday morning network TV program and stated that if released in the air over
Washington, DC, an equivalent amount of anthrax would kill half the city’s population, that is,
300,000 people. In March 1998, four of the most qualified experts on anthrax serving in the US
government published a paper in the Archives of Internal Medicine which used a different esti-
mate: 112 pounds of anthrax released over a city of 500,000 people could kill up to 95,000 peo-
ple, and possibly many fewer, depending on urban atmospheric conditions. That is certainly hor-
rific enough, but Secretary of Defense Cohen’s estimate was approximately 100 times higher. As
for Secretary Cohen’s sentences quoted above, first there was no evidence available to the US



government in 1997 that supported them; second, they are dangerous because by trumpeting a
perception of US national vulnerability to chemical and biological weapons — whether or not that
is actually the case — they are likely to induce and to stimulate both the interest of other states and
terrorists in such weapons. They suggest that chemical and biological weapons are desirable, that
they will be used on the battlefield and by terrorist groups, and that US authorities expect that to
happen. None of these possibilities is necessarily the most likely outcome, and the way in which
one portrays them is in fact likely to affect what that outcome will be. It would not have been
difficult to conceive of language that would rather have been designed to deter the interest of
other states and non-state actors in both the development and the presumptive use of biological
or chemical weapons. Such language would have stressed the defensive measures being under-
taken by the US government, as well as the likely consequences to any state or non-state party
that used BW. Regarding any state that should be found to have used biological weapons against
the United States, either covertly or overtly, US deterrent capabilities are formidable. (One has
only to recall the US response to its suspicions — possibly mistaken — that the Sudanese Al-Shifta
facility was producing chemical agent precursors.)

It is notable that no other government apart from the United States — none of our European
allies, most of whom maintain analytic and defensive BW research establishments (UK,
Germany, France, the Netherlands, Norway, Sweden, among others) — assess the likelihood of a
BW domestic terrorism threat as the US does, despite several years of US government efforts to
get them to adopt a similar view point, or at the least, to profess a similar rhetoric. In the United
States, however, official influence and funding largess have had a profound effect. Many pages
could be filled with a record of the past five years of contracted studies, conferences, media
reports, and fictional popularizations. The examples below are typical:

U.S. policy-makers now say that the threat of biological or chemical attack against
a major American city is a reality that must be taken into account — especially with
the rise of extremist political and religious groups. That dire message is being
sounded this week at Stanford University, where senior U.S. officials, academics
and security analysts, as well as a former secretary of state, are meeting to debate
the rising risk that biological and chemical warfare poses to the public...The con-
ference at Stanford’s Hoover Institution on War, Revolution and Peace sought to
improve intelligence-sharing on developments in biological and chemical weapon-
ry and on ways to prevent its use. Across the board, however, the message was the
same: There is a real possibility of massive civilian casualties in the near future
caused by a superplague, a new lethal gas, or even a sprinkling of genetic time
bombs that no one has yet figured out how to stop.2>

Terrorists will likely attack the United States with the smallpox or anthrax viruses
within the next five to 10 years, says an expert who warns the country is unpre-



pared. “We are a long way away from being even modestly prepared,” D.A.
Henderson, director of the Johns Hopkins Center for Civilian Biodefense Studies,
said Friday at a conference on bioterrorism.26

The two-day conference was attended by more than 300 physicians, scientists, public offi-
cials, and law enforcement agents to discuss possible ways to respond in the event of an attack.
Dr. Henderson had organized an analogous conference in 1998, with approximately 1,000 atten-
dees. These more professional meetings, of which there were many others, vied with more pop-
ular fare for the general public, such as the notorious Ted Koppel series that lasted nearly a week,
a CBS Evening News “Eye on America special report on the biological terrorist threat,”7 and
a steady stream of fictional dramatizations, such as one in which a female secret agent “learns her
alma mater is a training school for female agents and will unleash a strain of smallpox.”28

At the same time, after nine years of preparatory meetings and negotiations having now
taken place in Geneva, successive US administrations have shown much less interest in seeing the
achievement of a strong Verification Protocol to the Biological and Toxin Weapons Convention
than our European allies. The combination of the two US policy choices has focused far more
attention on biological weapons than would ever otherwise have been the case. If anything, it is
the combination of the enormous and overblown official US emphasis on a domestic bioterrorism
threat, and the US government’s neglect of biological weapon arms control that is likely to spur
a wider international resurgence of interest in biological weapons.
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Averting the Hostile Exploitation of Biotechnology

Matthew Meselson

Every major technology -- metallurgy, explosives, internal combustion, aviation, elec-
tronics, nuclear energy -- has been intensively exploited, not only for peaceful purposes but also
for hostile ones. Must this also happen with biotechnology, certain to be a dominant technology
of the twenty-first century?

Such inevitability is assumed in “The Coming Explosion of Silent Weapons”, by
Commander Steven Rose (Naval War College Review, Summer 1989), an arresting article that
won awards from the US Joint Chiefs of Staff and the Naval War College:

The outlook for biological weapons is grimly interesting. Weaponeers have only just
begun to explore the potential of the biotechnological revolution. It is sobering to realize
that far more development lies ahead than behind.

If this prediction is correct, biotechnology will profoundly alter the nature of weaponry
and the context within which it is employed. During World War II and the Cold War, the United
States, the United Kingdom, and the Soviet Union developed and field-tested biological weapons
designed to attack people and food crops over vast areas. During the century ahead, as our abili-
ty to modify fundamental life processes continues its rapid advance, we will be able not only to
devise additional ways to destroy life but will also become able to manipulate it -- including the
processes of cognition, development, reproduction, and inheritance. A world in which these
capabilities are widely employed for hostile purposes would be a world in which the very nature
of conflict had radically changed. Therein could lie unprecedented opportunities for violence,
coercion, repression, or subjugation. Movement towards such a world would distort the acceler-
ating revolution in biotechnology in ways that would vitiate its vast potential for beneficial appli-
cation and could have inimical consequences for the course of civilization.

Is this what we are in for? Is Commander Rose right? Or will the factors that thus far have
prevented the use of biological weapons survive and even be augmented in the coming age of
biotechnology? After all, despite the fact that the technology of potentially devastating biological
weapons has existed for decades and although stocks of such weapons were produced during the
Cold War, their only use appears to have been that by the Imperial Japanese Army in Manchuria
more than half a century ago.

A similar history of restraint can be traced for chemical weapons. Although massively
used in World War I and stockpiled in great quantity during World War II and the Cold War, chem-
ical weapons -- despite the hundreds of wars, insurgencies, and terrorist confrontations since their
last large-scale employment more than 80 years ago -- have seldom been used since. Their use in
Ethiopia, China, Yemen, and Vietnam, and against Iranian soldiers and Kurdish towns are among
the few exceptions. Indications that trichothecene mycotoxins had been used in Laos and
Cambodia in the 1970s and 1980s proved to be illusory.



Instead of the wave of chemical and biological terrorism some feared would follow the
sarin gas attacks perpetrated by the Aum Shinrikyo cult in Japan in 1994 and 1995 or would be
occasioned by the arrival of the new millennium, there has been only an epidemic of "biohoax-
es" and several relatively minor "biocrimes", confined almost entirely to the US. Nothing has
come to light that would contradict the 1996 assessment of the Federal Bureau of Investigation,
reaffirmed in July 1999, that:

Our investigations in the United States reveal no intelligence that state sponsors of
terrorism, international terrorist groups, or domestic terrorist groups are currently
planning to use these deadly weapons in the United States.

Continued surveillance to deter and forestall terrorist violence and contingency plans to
limit and ameliorate the consequences if it should occur certainly merit the attention and
resources of government. But sensationalist publicity is at odds with the historical record.

Whatever the reasons -- and several have been put forward -- the use of disease and poi-
son as weapons has been extremely limited, despite the great number of conflicts that have
occurred since the underlying technologies of the weapons became accessible. Human beings
have exhibited a propensity for the use, even the veneration, of weapons that bludgeon, cut, or
blast, but have generally shunned and reviled weapons that employ disease and poison. We may
therefore ask if, contrary to the history of other major technologies, the hostile exploitation of
biotechnology can be averted.

The factor that compels our attention to this question is the possibility that any major turn
to the use of biotechnology for hostile purposes could have consequences qualitatively very dif-
ferent from those that have followed from the hostile exploitation of earlier technologies. Unlike
the technologies of conventional or even nuclear weapons, biotechnology has the potential to
place mass destructive capability in a multitude of hands and, in coming decades, to reach deeply
into what we are, and how we regard ourselves. It should be evident that any intensive exploita-
tion of biotechnology for hostile purposes could take humanity down a particularly undesirable
path.

Whether this happens is likely to depend not so much on the activities of lone misan-
thropes, hate groups, cults, or even minor states, as on the policies and practices of the world’s
major powers.

In the United States, there was abrupt and remarkable change -- from nearly thirty years
of being deeply engaged in the development, testing, and production of biological weapons to the
dramatic and unconditional US renunciation of biological weapons declared by President Nixon
in November 1969 and the US renunciation of toxins three months later. Today the former US
offensive biological weapons program and the logic behind its abolition are largely forgotten,
although there are valuable lessons to be learned from both.

During World War II, research, development, and pilot-scale production of biological



weapons was centered at Fort (then Camp) Detrick, in Maryland. Large-scale production was
planned to take place at a plant near Terre Haute, Indiana, built in 1944 for the production of
anthrax spore slurry and its filling into bombs. Equipped with twelve 20,000-gallon fermentors,
it was capable of producing fill for 500,000 British-designed 4-pound anthrax bombs a month.
Although the United Kingdom had placed a large order for anthrax bombs in 1944 and the plant
was ready to begin weapons production by the following summer, the war ended without it hav-
ing done so.

Contrary to the view that biological weapons are easy to develop and produce, by the end
of the war Fort Detrick comprised some 250 buildings and employed approximately 3,400 peo-
ple, some engaged in defensive work but many in the development and pilot production of
weapons. Several years after the end of the war, the Indiana plant was demilitarized and leased to
industry for production of antibiotics. It was replaced by a more modern and flexible biological
weapons production facility constructed at Pine Bluff Arsenal, in Arkansas, which began produc-
tion late in 1954 and operated until 1969.

A major effort of the 1950s was encompassed under Project St. Jo, a program to develop
and test anthrax bombs and delivery methods for possible wartime use against Soviet cities. In
order to determine quantitative munitions requirements, 173 releases of noninfectious aerosols
were secretly conducted in Minneapolis, St. Louis, and Winnipeg -- cities chosen to have the
approximate range of conditions of climate, urban and industrial development, and topography
that would be encountered in the major potential target cities of the USSR. The weapon to be used
was a cluster bomb holding 536 biological bomblets, each containing 35 milliliters of anthrax
spore slurry and a small explosive charge fuzed to detonate upon impact with the ground, there-
by producing an infectious aerosol to be inhaled by persons downwind.

In later years, a strain of the bacterial pathogen of tularemia, less persistent and with an
average human infectious dose more reliably known than that for anthrax spores, was standard-
ized by the US military as a lethal biological agent. Other agents -- the bacteria of brucellosis, the
rickettsia of Q-fever, and the virus of Venezuelan equine encephalomyelitis, all more incapacitat-
ing than lethal, as well as fungi for the destruction of rice and wheat crops -- were also introduced
into the US biological weapons stockpile, along with improved biological bomblets for high-alti-
tude delivery by strategic bombers and spray tanks for dissemination of biological agents by low-
flying aircraft. According to published accounts, these developments culminated in a major series
of biological weapons field tests using various animals as targets, conducted at sea in the South
Pacific in 1968.

Soon after Richard Nixon became president, a comprehensive review was undertaken of
US biological weapons programs and policies -- which had been unexamined and unanalyzed by
policy makers for fifteen years. Each relevant government department and agency was instructed
to present its evaluation of the arguments for and against each of several options, ranging from
retention of the offensive BW program to its entire abolition. Following this review, the president
announced that the United States would unilaterally and unconditionally renounce biological
weapons. The US biological weapons stockpiles were destroyed and the facilities for developing
and producing them were ordered dismantled or converted to peaceful uses. President Nixon



pledged that the US biological program would be restricted to defensive purposes, strictly
defined. He also declared that, after nearly 50 years of US recalcitrance, he would seek Senate
agreement to US ratification of the 1925 Geneva Protocol prohibiting the use in war of chemical
and biological weapons. In addition, he announced US support for an international treaty pro-
posed by the United Kingdom, banning the development, production, and possession of biologi-
cal weapons, leading to the Biological Weapons Convention (BWC) of 1972.

It is important to note that these US decisions went far beyond the mere cancellation of a
program. They renounced, without prior conditions, even the option to have biological and toxin
weapons. What was the underlying logic?

First, it had become evident through the results of the US biological weapons program that
deliverable biological weapons could be produced that, although subject to substantial operational
uncertainties, would be capable of killing people, livestock, and crops over large areas.

Second, it was realized that the US biological weapons program was pioneering a tech-
nology that, although by no means simple to bring into existence, could be duplicated by others
with relative ease, enabling a large number of states to acquire the ability to threaten or carry out
destruction on a scale that could otherwise be matched by only a few major powers. The US
offensive program therefore risked creating additional threats to the nation with no compensating
utility or benefit and would undermine prospects for combating the proliferation of biological
weapons.

The clear policy implication, reinforced by widespread abhorrence for any use of disease
as a weapon, was that the United States should convincingly renounce biological weapons and
seek to strengthen international barriers to their development and acquisition. The US renuncia-
tion of biological weapons was seen as a major step away from a universal menace. As wisely
expressed by President Nixon, "Mankind already carries in its own hands too many of the seeds
of its own destruction."

The BWC entered into force in 1975 -- the first worldwide treaty to prohibit an entire class
of weapons. The Convention now has 143 states parties, the most important holdouts being in the
Middle East. Unlike the Chemical Weapons Convention (CWC) of 1993, it has no organization,
no budget, no inspection provisions, and no built-in sanctions -- only an undertaking by its states’
parties to never, in any circumstances, develop, produce, stockpile or otherwise acquire or retain:

(1) Microbial or other biological agents or toxins, whatever their origin or method of
production, of types and in quantities that have no justification for prophylactic,
protective or other peaceful purposes;

(2) Weapons, equipment or means of delivery designed to use such agents or toxins for
hostile purposes or in armed conflict.

The significance of the BWC lies in its statement of a clear norm -- reinforced by inter-
national treaty -- prohibiting any exploitation by states of biological agents and toxins for hostile
purposes. It is important to note that its prohibition of biological agents and toxins for all but



peaceful purposes and its reference not only to armed conflict but, more generally, to hostile
purposes make the BWC applicable not only to hostile purposes of a state directed against anoth-
er state but also to hostile purposes of a state directed against its own citizens or anyone else.
Thus, the BWC embodies an international norm and provides a legal bulwark against the exploita-
tion of biological agents or toxins by states for hostile purposes whether in armed conflict or in
any other circumstance.

While the United States renounced biological weapons and abided by the BWC, the
Soviet Union did not. According to statements by officials of the former Soviet program, it was
believed that the US renunciation was a hoax, intended to hide a secret offensive program. Aware
of the post-war US biological weapons program and of the dynamic US lead in molecular biolo-
gy and biotechnology, the Soviet Union continued and intensified its preparations to be able to
employ biological weapons on a large scale.

An example was the standby facility built in the early 1980s for the production of anthrax
bombs at Stepnogorsk, in what is now the independent republic of Kazakhstan. Recently dis-
mantled in cooperation with Kazakhstan under the US Cooperative Threat Reduction Program, it
was equipped with ten 20,000-liter fermentors, apparatus for the large-scale drying and milling of
the agent to a fine powder, machines for filling it into bombs, and underground facilities for stor-
age of filled munitions. According to its Cold War deputy director, the facility conducted numer-
ous developmental and test runs but never produced a stockpile of anthrax weapons.
Nevertheless, there is no doubt that its purpose was to provide a capability to commence produc-
tion on short notice if ordered to do so.

Field testing of Soviet aircraft and missile delivery systems for biological agents was con-
ducted on Vozrozhdeniye Island in the Aral Sea. In a 1998 interview with a Moscow newspaper,
the general in charge of Russian biological defense is quoted as saying that activities at the test
site in the 1970s and 1980s were "in direct violation of the anti-biological treaty."

The Russian Federation has done little to convince other nations that the military core of
the Soviet biological weapons program has been dismantled. The former Soviet biological
weapons facilities at Ekaterinburg, Sergiyev Posad, and Kirov remain closed to foreigners. The
US-Russian-British discussions that had achieved agreement on the principle of reciprocal visits
to each other’s military biological facilities as a means of resolving ambiguities have foundered
and are in abeyance. Resolving the problem and establishing conditions that will allow the two
nations to cooperate in fostering global compliance with the BWC will require that the matter be
accorded high priority on the agenda of US-Russia dialog.

At present, we appear to be approaching a crossroads -- a time that will test whether
biotechnology, like all major predecessor technologies, will come to be intensively exploited for
hostile purposes or whether instead our species will find the collective wisdom to take a different
course. An essential requirement is international agreement that biological and chemical weapons
are categorically prohibited. With the BWC and the CWC both in force for a majority of states,
including all the major powers -- and notwithstanding the importance of achieving full compli-
ance and expanding the membership of both treaties still further -- the international norm of cat-



egorical prohibition is clearly established.

The CWC, now with 135 states parties, prohibits the development, production, acquisi-
tion, retention, transfer, and use of chemical weapons. Like the BWC, its prohibitions are pur-
pose-based, so that a toxic chemical or precursor intended for peaceful purposes, so long as its
type and quantity are consistent with such purposes, is not a chemical weapon within the mean-
ing of the Convention. As with the BWC, this criterion for what is and what is not prohibited,
termed the General Purpose Criterion, is intended both to avoid hampering legitimate activities
and to help keep the Convention from becoming outmoded by technological change. Also like
the BWC, the language of the CWC is applicable not only to prohibited weapons intended for use
against another state but also to such weapons intended by a state for use against anyone.

The stringent verification provisions of the CWC, designed with the active participation
of the chemical industry, require initial declaration of chemical weapons and chemical weapons
production facilities and subsequent verification on-site of the correctness of the declarations.
Declared chemical weapons and chemical weapons production facilities must be secured and are
subject to routine inspection until they are destroyed and such destruction must be verified on-
site. Facilities that produce more than designated amounts of certain chemicals deemed to be of
particular importance to the objective of preventing diversion for chemical weapons purposes
must be declared annually and are subject to inspection. Suspect sites, whether declared or not,
are subject to short-notice challenge inspection under managed access procedures designed to
protect legitimate confidential information and to avoid abuse. All inspections are conducted by
experts of the Technical Secretariat of the Organization for the Prohibition of Chemical Weapons
(OPCW), the international operating arm of the CWC headquartered in The Hague. In the three
years since April 1997, when the CWC entered into force, there have been nearly 700 inspections
at declared sites. These include 60 chemical weapons production facilities in nine states (China,
France, India, Iran, Russia, the UK, the USA, and one other and the Aum facility in Japan) and
31 chemical weapons storage sites in four states (India, Russia, the USA, and one other), holding
8.4 million chemical munitions and bulk containers, most of them in Russia and the US.

In Geneva, the Ad Hoc Group of States Parties to the BWC is negotiating a protocol to
strengthen the Convention, including measures for verification. There is general agreement that
there should be an international operating organization similar to the Technical Secretariat of the
OPCW and that there should be initial declarations of past offensive and defensive BW activities
and of current biodefence programs and facilities, vaccine production facilities, maximum con-
tainment facilities, and work with listed agents. It is also generally agreed that there should be
provision for challenge investigation at the request of a state party, including investigation on-site,
of suspected breach of the Convention.

In order to encourage accuracy in declarations and to help deter prohibited activities from
being conducted under the cover of otherwise legitimate facilities, some states believe that
declared facilities should be subject to randomly-selected visits by the international inspectorate,
using managed access procedures to protect confidential information, similar to those practiced
under the CWC. Other states and certain pharmaceutical trade associations have so far opposed
such on-site visits. Other important matters, including the scope and content of declarations, the



procedures for clarifying ambiguities in declarations, the substantive and procedural requirements
for initiating an investigation, measures for assistance and protection against biological weapons,
measures of peaceful scientific and technological exchange, and provisions affecting internation-
al trade in biological agents and equipment also remain to be resolved and are the subject of
intense negotiation.

What can international treaties like the CWC and a strengthened BWC accomplish? First,
they define agreed upon norms, without which arms prohibitions cannot succeed. Second, their
procedures for declarations and on-site visits, monitoring, and investigation, including challenge
investigation, pose the threat of exposing noncompliance and coverup, creating a disincentive for
potential violators and increasing the security of compliant states. Third, these same procedures
have the potential to resolve unfounded suspicions and to counteract erroneous or mischievous
allegations. Fourth, the legal obligations and national implementation measures of such treaties
act to keep compliant states compliant, even when they may be tempted to encroach at the limits,
or to ignore violations out of political expediency. Fifth, treaty-based regimes legitimate and facil-
itate international cooperation to encourage compliance and to take collective action against vio-
lators, thereby enhancing deterrence. And sixth, as membership in the treaty approaches univer-
sality and its prohibitions and obligations enter into international customary law, holdout states
become conspicuously isolated and subject to penalty.

In sum, a robust arms prohibition regime like that of the CWC and the BWC strength-
ened by the kind of protocol that one may hope will emerge from the present negotiation serve
both to insure vigilance and compliance by the majority who are guided by the norm and to
enhance the deterrence of any who may be disposed to flout it.

The prohibitions embodied in the BWC and the CWC are directed primarily to the actions
of states, not persons. Both conventions enjoin their states parties to take measures, in accordance
with their constitutional processes, to insure compliance anywhere under their jurisdiction,
including a provision in the CWC obliging its parties to enact domestic penal legislation to this
effect and to extend it to cover prohibited acts by their own nationals wherever such acts are com-
mitted. Nevertheless, important as such domestic legal measures can be, neither the CWC nor the
BWC seeks to incorporate its prohibitions into international criminal law, applicable to individu-
als whatever their nationality and wherever the offense was committed.

Recently, interest has developed in the possibility of enhancing the effectiveness of the
BWC and the CWC by making acts prohibited to states also crimes under international law. A
treaty to create such law has been drafted by the Harvard Sussex Program, in consultation with
an international group of legal authorities (for the text of the draft treaty see CBW Conventions
Bulletin for December 1998, available at<www.fas.harvard.edu/‘hsp/>). It is patterned on exist-
ing international treaties that criminalize aircraft highjacking, theft of nuclear materials, torture,
hostage taking, and other crimes that pose a threat to all or are especially heinous. Such treaties
create no international tribunal; rather their provisions for adjudication, extradition, and interna-
tional legal cooperation are aimed at providing enhanced jurisdiction to national courts, extend-
ing to specific offences committed anywhere by persons of any nationality. The proposed treaty
would make it an offence for any person -- including government officials and leaders, commer-



cial suppliers, weapons experts, and terrorists -- to order, direct, or knowingly render substantial
assistance in the development, production, acquisition, or use of biological or chemical weapons.
Any person, regardless of nationality, who commits any of the prohibited acts anywhere in the
world would face the risk of prosecution or extradition should that person be found in a state that
supports the proposed convention. Such individuals would be regarded as hostes humani generis
-- enemies of all humanity.

International criminal law to hold individuals responsible would create a new dimension
of constraint against biological and chemical weapons. The norm against using chemical and bio-
logical agents for hostile purposes would be strengthened, deterrence of potential offenders, both
official and unofficial, would be enhanced, and international cooperation in suppressing the pro-
hibited activities would be facilitated.

What we see here -- the non-use of biological and chemical weapons; the opprobrium in
which they are generally held; the international treaties prohibiting their development, produc-
tion, possession, and use; the mandatory declarations and on-site routine and challenge inspec-
tions under the CWC; the negotiations that may lead to strengthening the BWC with similar
measures; and the possibility of an international convention to make biological and chemical
weapons offenses crimes under international law, subject to universal jurisdiction and applicable
even to leaders and heads of state -- suggests that it may be possible to reverse the usual course
of things and, in the century ahead, avoid the hostile exploitation of biotechnology. Doing so,
however, will require wider understanding that the problem of biological weapons rises above the
security interests of individual states and poses an unprecedented challenge to all.

Mathew Meselson is the Thomas Dudley Cabot Professor of the National Sciences, Harvard
University, and co-director of the Havard Sussex Program on CBW armament and arms limita-
tion.



Chemical and Biological Weapon Terrorism:
Assessing the challenges from sub-state proliferation

Jean Pascal Zanders, Ph.D.

Introduction

The Japanese apocalyptic religious sect Aum Shinrikyo released the nerve agent sarin in
the Tokyo underground system on 20 March 1995. Thirteen people eventually died and more than
5500 were injured. This strike was the sect s third intentional and indiscriminate release of sarin
within a year. In March 1994 Aum Shinrikyo tried to assassinate the leader of a rival religious
sect, the Soka Gakkai, but failed as the spraying system mounted on a van malfunctioned and con-
taminated its operators. The second attempt occurred in the town of Matsumoto on 27 June 1994,
resulting in seven deaths and 600 injured. While the improved spraying system functioned, the
targets of the attack three judges who were expected to rule against the sect in a land dispute
survived with relatively minor injuries as a consequence of a series of errors by the sects strike
team.!

Following these incidents terrorism was said to have made a qualitative leap: for the first
time a terrorist organization had discharged a so-called weapon of mass destruction. While some
analysts had predicted the inevitability of the development, many still have difficulties in under-
standing the purpose of terrorist organizations resorting to chemical and biological (CB) weapons.
Part of the explanation is the focus on the potential consequences of such an attack: because of
their classification as so-called weapons of mass destruction, which lumps them together with
nuclear and radiological weapons, CB weapons are said to be able to produce huge numbers of
casualties. The immensity of the envisaged consequences defies rational explanation of the polit-
ical motives for the terrorist attack.

Much of the analysis of the threat of terrorism with CB weapons has so far been directed
towards circumscribing the threat, profiling organizations likely to resort to such weapons and
investigating the requirements for consequence management. However, once it has been deter-
mined that a particular group has developed an interest in chemical or biological weapons, its
eventual acquisition and release of these weapons is virtually taken for granted. With nuclear
weapons as the yardstick, CB weapons are seen as easy and cheap to obtain. This black box
approach has diverted attention away from what is actually involved in the acquisition of chemi-
cal or biological weapons by a terrorist group.?

While only a few cases of terrorist attacks using CB weapons have been documented in
detail, this paper nevertheless attempts to set up an analytical framework to describe the process
of proliferation to sub-state actors. A distinction is first made between terrorism with CB materi-



als and terrorism with chemical or biological weapons. Second, the paper then deconstructs the
threat of terrorists using CB weapons and sketches the evolution of the overall threat with CB
weapons since the 1991 Gulf War. Third, it applies the assimilation model for the demand-side
study of CB weapon proliferation in states to sub-state actors. The assimilation model focusses
on the way the political and military imperatives, as constrained by the state s material base,
become reconciled with each other so that the weapon under consideration becomes an integral
part of the mainstream military doctrine. It can be applied to non-state actors, because it focuss-
es on the many thresholds which the promoters of the armament dynamic must overcome and the
opportunity costs they are willing to pay to overcome these thresholds. With non-state entities,
some thresholds identified for states will be virtually nonexistent, while other ones will feature
much more prominently. The presence of certain thresholds and their respective height conse-
quently typify the way in which a non-state actor can structure its armament dynamic. Based on
these insights, the paper concludes that while the acquisition of CB weapons by terrorists is def-
initely feasible, such organizations nonetheless face enormous obstacles on the path to a CB
weapon capability.3 This decreases the likelihood of such events occurring. Moreover, if terror-
ists acquire such a capability it is highly probable that the quality of the agents will be well below
that of similar agents in military arsenals. Fourth, from these insights the paper draws conclusions
about the preparations to respond to a terrorist strike that utilizes CB weapons.

Agents of terror

To avoid muddling the discussion, an explicit distinction between terrorism with chemi-
cal and biological materials, on the one hand, and terrorism with chemical and biological
weapons, on the other hand, has to be made. Terrorism with CB materials deals with the use of
any toxic substance or pathogen in pursuit of certain goals. Terrorism with CB weapons refers to
the use of warfare agents, that is a toxic chemical designed, developed and selected by the mili-
tary to support certain missions laid out in the military doctrine of a state. This distinction high-
lights the deeper significance of the 1995 sarin attack in the Tokyo underground: for the first time
a terrorist organization turned to a warfare agent.

Terrorism has been practised throughout history and in all types of civilization. Poisonous
substances, whether animal, vegetable or mineral, have been used for political assassinations or
sabotage. Such use was always limited, because only few people had access to the substances and
possessed the learning to use them. Despite the risk of harsh punishments, the prospect of certain
success attracted poisoners to the substances. A qualitative change regarding the knowledge and
accessibility to toxicants took place during the 19th century. With the development and rapid
expansion of organic chemistry and the chemical industry the number of poisonous compounds
increased significantly. The most common causes of poisoning are accidents, suicide or homicide.
Poison appeared in the pre-World War I domestic law of several industrialized countries as part
of the penal code or health, food, drugs and cosmetics acts. Greater scientific understanding of
the propagation of infections contributed to the deliberate use of disease for sabotage. For



instance, as part of a programme coordinated in Berlin during World War I German agents culti-
vated pathogens in the United States and tried to infect horses and livestock ready for shipment
to the war theatres in Europe and the Middle East.>

Chemicals and pathogens were also used in World War II for assassinations and sabotage.
On 27 May 1942 Reinhard Heydrich, Reichsprotektor of Bohemia and Moravia, was allegedly
killed by a grenade charged with botulinus toxin supplied by Great Britain to Czech commandos.©
Soviet agents reportedly had 9-mm pistol bullets containing 22 mg of aconitine for use against
German administrative officials in occupied zones. The bullet produced a sure deadly effect even
when it failed to hit a vital part of the body.” Polish and Soviet partisans were also reported to
have used biological agents in sabotage or assassination operations against German troops.8

Since World War II poison weapons have been mostly associated with secret services. In
September 1978 the Bulgarian secret police assassinated the exiled writer Georgi Markov with a
pellet containing ricin. The toxin is said to have been supplied from the Soviet KGB-run
Laboratory 12, which specialized in substances that could kill quickly, quietly and efficiently.? In
September 1997 the Israeli secret service Mossad attempted to assassinate the head of the politi-
cal bureau of the Palestinian militant Islamic organization Hamas, reportedly with a lethal dose
of the synthetic opiate fentonyl.!10 The Truth and Reconciliation Commission produced evidence
that South Africa s apartheid regime developed various contraptions charged with a poison or a
biological agent for use against the black population as part of its chemical and biological war-
fare programme.!1!

Terrorist organizations on the whole have shown relatively little interest in CB materials.
The 1995 survey on CB terrorism by Ron Purver lists over two dozen reported instances of ter-
rorist use or threat of use of biological materials and a considerable number of threats and inci-
dents with poisonous substances.!2 The cases range from apparently empty threats to reports of
acquisition and actual discovery of possession.!3 Nevertheless, many of the listed cases could
arguably be classified as attempts at homicide, suicide or criminal extortion motivated by finan-
cial rather than political gain. Other cases involved the intelligence services of certain countries,
as mentioned above.

Common to most examples is the discriminate use of the poisonous agents. Humans were
targeted individually; horses and livestock also had to be infected apiece. Even in those cases in
which the assailant is never directly confronted with his victims e.g., the poisoning with mercu-
ry of exported Israeli citrus fruits in 1978 by a Palestinian terrorist organization or the lacing of
foodstuffs in shops with toxicants!4 the physiological consequences were limited to the person
ingesting the toxic substances. Another shared characteristic is the clear mission-oriented purpose
of the attacks with CB materials. In no documented attack with non-warfare agents, whether suc-
cessful or unsuccessful, were such agents used for their own sake. On the contrary, the goals to



be achieved through the use of such agents were narrowly defined. This direct goal—instrument
relationship may explain, in part, why no mass destruction resulted from these strikes.

The scientific and industrial developments of the 19th century also laid the foundations
for chemical warfare in World War I and the military biological warfare programmes. A huge
number of toxic compounds were investigated for their suitability as weapons. In the 20th centu-
ry around 70 different chemicals were used or stockpiled as chemical warfare agents. Even fewer
were standardized. The basic reason is that the selection of an agent represents a compromise:

* A presumptive agent must not only be highly toxic, but also "suitably highly toxic", so

that it is not too difficult to handle.

* The substance must be capable of being stored for long periods in containers without

degradation and without corroding the packaging material.

It must be relatively resistant to atmospheric water and oxygen so that it does not lose

effect when dispersed.

It must also withstand the sheering forces created by the explosion, as well as heat

when dispersed.15

Thus, for example, the US binary nerve agents were less pure than the unitary ones, but to the
proponents of the programme in the 1980s the relative ease of production, storage and trans-
portation, the increased safety for the troops handling the binary munitions, and the less compli-
cated processes of demilitarization and destruction more than compensated for this loss of purity.

Moreover, the military had several types of agent at their disposal and, depending on the
mission, were able to select them on the basis of volatility versus persistency and lethality versus
incapacitation. Candidate biological warfare agents were similarly selected on the grounds of a
compromise between pathogenicity, survivability after release and controllability. Military bio-
logical weapon programmes included lethal, incapacitating and anti-crop agents. This mission-
oriented selection of chemical or biological warfare agents shaped the direct goal—instrument
relationship.

Another common feature of the CB weapon programmes was that, especially after World
War II, the final production phases (synthesis of the actual warfare agent, manufacture of deliv-
ery systems, weaponization, testing) were essentially conducted in facilities owned or controlled
by government agencies. This limited the accessibility to these technologies. Furthermore, the
public discourse regarding the necessity of chemical or biological warfare agents in the military
arsenals was fundamentally different. While their casualty-producing qualities entered the dis-
cussions, the rationale for their acquisition was also based on tactical, strategic and geopolitical
considerations. Such arguments included offsetting an adversary s numerical superiority in a par-
ticular domain; targeting rear areas, including population centres; economic warfare, including
destruction of crops; deterrence; and their utility as bargaining chips at disarmament negotiations.



As a consequence of the way the military envisaged to use these agents, CB weapons were wide-
ly viewed as indiscriminate instruments of warfare. The user does not have full control over the
agent after release into the atmosphere and, even in a tactical setting, the agent may spread far
beyond the primary target area on the battlefield, affecting combatants and non-combatants alike.

The goal—instrument relationship for chemical or biological materials, on the one hand,
and chemical or biological warfare agents, on the other hand, is markedly different. This is a
direct consequence of the criteria underlying the selection of the agents. The compromises in
function of military utility may therefore have been a disincentive for terrorist interest in warfare
agents. While warfare agents can definitely be used for assassinations or sabotage, there is no
immediate rationale available for their selection for these purposes. Moreover, the terrorist group-
ing would have to overcome the many technological difficulties involved in the manufacture,
weaponization and dissemination of these agents. Aum Shinrikyo, of course, did precisely that,
but it is also the only known organization to have attempted to acquire and use warfare agents on
a large scale.!6 The current threat predictions particularly those involving mass casualties
appear incommensurate with current reality. Before looking into the internal motivations for a ter-
rorist organization to acquire CB weapons, it is therefore necessary to investigate whether the
overall threat perception regarding CB weapons has, in fact, changed and, subsequently, been
injected into the threat projections of terrorism.

Deconstructing the terrorist threat with CB weapons

Part of the problem of rationalizing the use of CB weapons for terrorist purposes lies in
the qualification of CB weapons as weapons of mass destruction. This has two major implica-
tions. First, it draws the attention of the analyst away from the political motives for resorting to
CB weapons and towards the consequences of such employment. As small quantities of toxic
chemicals, pathogens and toxins are said to be able to produce massive casualties, prevention,
emergency response and logistics become the prime focus of policy analysis. The immensity of
the envisaged consequences, in turn, defies any rational explanation of the political motives for
the terrorist act and reflects on the assessment of the rationality of the perpetrators. Second, the
grouping of CB weapons with nuclear weapons into the category of weapons of mass destruction
blurs the threat and consequence assessments for each individual class of non-conventional
weaponry. The most plausible type of weapons to be used in a terrorist strike is mentally linked
to the most destructive weapon category and vice versa. Chemical weapons are thus implicitly
associated with the far greater destructive power of nuclear arms, and the nuclear threat is height-
ened because of the greater plausibility of terrorist organizations acquiring chemical weapons.
Between these two extremes, biological weapons occupy the middle ground: they are easy to
acquire and said to be able to produce mass casualties. For each of the three categories, the poten-
tially most lethal agents are the ones considered. Furthermore, as Western analysts tend to use
nuclear weapons as the yardstick to measure the complexity and cost of armament programmes,



CB weapons are almost by definition easy and cheap to produce. This, too, affects assessments of
the terrorist threat with CB weapons.

The focus on the consequences of a terrorist attack with CB weapons has another impor-
tant implication: it affects a state s security deficit. A state always confronts a variety of security
challenges. As it can never meet all security contingencies no matter what preparations it under-
takes, a security deficit emerges. While the security deficit contains an objective component for
instance, the differences in numbers and types of weapons deployed by two or more adversaries
it is foremost an expression of the subjective appreciation of the threat(s). In the threat analysis
of terrorism the objective component is by and large absent: new organizations can spring up at
different times; their motivations and causes will differ; knowledge of the weaponry at their dis-
posal is fragmentary at best; and the strikes can come without any warning, in any place and at
any time. The only known factors of the security deficit are the states own vulnerabilities.
Consequently, they define the threat. The high probability of a terrorist strike with biological
weapons is thus assessed on the basis of, for example, the limited understanding of the behaviour
of pathogens under various environmental circumstances in built-up areas, the presence of essen-
tially unprotected ventilation systems in modern buildings, the limited capability to detect these
agents before people are harmed, or the lack of organizational preparedness to respond to the
envisaged disaster. In this way, the terrorist threat with CB weapons rests on worst-case analyses
of every conceivable scenario and developments in a wide variety of terrorist organizations,
which are then amalgamated into a single threat projection. Little distinction is consequently
made between what is conceivable or possible and what is likely in terms of the threat of a ter-
rorist attack with CB weapons.

This sense of vulnerability has developed rapidly and its origins are complex. On 13 May
1991 then President George Bush declared that the United States would forswear the use of chem-
ical weapons for any reason, including retaliation, against any state once the Chemical Weapons
Convention (CWC) enters into force.!7 The announcement represented a major policy shift. The
way in which the victory had been achieved against Iraq in 1991 was then seen to have greatly
devalued the military utility of CW. The new weapon technologies had basically rendered chem-
ical weapons obsolete.!® The confidence of 1991 cannot contrast more starkly with today s
extreme sense of vulnerability to CB weapon threats.

Several events have contributed to this development. The use of chemical weapons by Iraq
against Iranian soldiers and its own Kurdish population in the 1980—88 war brought the issue of
proliferation to the fore. Many companies in Western Europe and the United States had supplied
Iraq with key technologies for large-scale production of advanced chemical warfare agents and
delivery systems. The Soviet Union and its satellite states had trained the Iraqi military in the con-
duct of chemical warfare and sold large quantities of weaponry, some of which Iraqi engineers
succeeded in converting into chemical weapon delivery vehicles (e.g., the al-Hussein ballistic



missile). At the time chemical weapon armament programmes were also reported in some other
countries in volatile regions (e.g., Libya and Syria). However, only following Iraq s defeat in the
1991 Gulf War did the world learn of the extent and advanced nature of Iraq s CB weapon pro-
grammes. Moreover, the great efforts the Iraqi leadership was undertaking to conceal components
of these programmes from UNSCOM inspectors testified to the high value modern-day prolifer-
ators attach to CB weapons. In addition, in the years following the liberation of Kuwait many sol-
diers of the coalition forces suffered a variety of medical conditions, collectively known as the
Gulf War Syndrome. The lack of conclusive evidence that low-level exposure to chemical or bio-
logical warfare agents may or may not have been a contributing factor increased the sense of help-
lessness in the face of such weapons. This sense of helplessness has been further heightened by
the possibility that the medical pre-treatments to protect the soldiers from the effects of CB
weapons might actually also be a cause of some of the conditions.

As the events in Kuwait unfolded, the bipolar world order was gradually giving way to a
new multipolar international system. Many local and regional conflicts, which had been sup-
pressed during the Cold War, flared up into open wars. The early enthusiasm for peacekeeping
and peace enforcement in the wake of the victory in the Gulf War soon ebbed away as many of
the conflicts proved intractable and led to relatively heavy casualties for the intervening forces. It
also gradually dawned on policy makers and military planners that, as a consequence of prolifer-
ation, these troops may one day confront an adversary armed with chemical or biological
weapons. Whatever the causes of the Gulf War Syndrome, the phenomenon highlighted many
inadequacies in current CB weapon defence, detection, protection and prophylaxis. For forces
unwilling to sustain high casualty rates (especially in view of the remarkably low number of casu-
alties in Kuwait) asymmetrical warfare with CB weapons was suddenly perceived as able to
defeat armed forces equipped with the most modern conventional weaponry.

Meanwhile, the international community was also moving rapidly to strengthen the
regimes banning the possession and use of CB weapons. In January 1993 the CWC was opened
for signature. States parties to the 1972 Biological and Toxin Weapons Convention (BTWC)
began to consider verification and other measures to significantly strengthen the treaty. However,
some events, in addition to the discoveries in Iraq and proliferation, raised questions about the
value of the security offered by these treaties.

Russian President Boris Yeltsin all but admitted to an offensive Soviet biological weapon
programme in violation of the BTWC in 1993. Serious concern continues to exist about Russia s
compliance with the convention. Trilateral verification and transparency exercises by the three
co-depositories of the BTWC (Russia, the United Kingdom and the United States) have come to
a halt feeding suspicions of Russian non-compliance, and, recently, highly publicized accounts by
a former ranking official in the Soviet biological weapon programme appear to confirm the worst
fears.!® Similar reports have emerged regarding the development of new chemical warfare agents.



Neither the agents nor their precursors are featured in the lists of chemicals in the CWC and may
therefore escape detection under its routine reporting and inspection mechanisms.29 The rapid
deterioration of economic and social conditions in Russia increases the possibility of highly
trained specialists with knowledge of chemical or biological weapon development and manufac-
ture being enticed with financial incentives to countries suspected of seeking such weaponry. Low
security at the various chemical weapon storage sites in Russia raise the possibility of theft.

The disarmament treaties themselves have an impact on the relative threat perception.
After the entry into force of the BTWC in 1975 CW gradually became the greater threat; in the
1990s biological weapons are once again the larger threat as the CWC sets new standards for ver-
ifiability and enforceability. This perception is exacerbated by the concerns about the poor detec-
tion capabilities for biological warfare agents and the problems of consequence management if a
release of biological weapons were to occur. Against the background of the debates on asymmet-
rical warfare, the CWC ban on in-kind deterrence or retaliation appears to hobble a state party.
Yet the whole purpose of disarmament conventions such as the BTWC and the CWC is that the
parties to them must seek ways of ensuring security by means other than those that are prohibit-
ed.2! This was precisely the deeper sense in President Bush s declaration on 13 May 1991. In a
different context, the CWC seems to contribute subtly to the focal shift towards the consequences
of possible chemical weapon employment. The ban on the use and preparations for use has
removed the tactical, strategic and geopolitical rationale for acquiring chemical weapons from
current discussions, leaving the element of casualty production.

Parallel to this evolution of the CB weapon threat perception, the face of terrorism has also
changed. A greater number of actors are resorting to such tactics. The terrorist attacks have
become more lethal, resulting in higher casualty rates per incident and wholesale destruction
(although these were entirely due to conventional attacks).22 Instead of seeking publicity or fur-
thering a distinct political cause, the new perpetrators of acts of terrorism seem to view the max-
imization of casualties as a goal in itself.23 Particularly the religious groups associated with apoc-
alyptic millenarianism, redemptive fanaticism or racist and ethnic hatred are said to find justifi-
cation for their acts of violence in the higher authority of God.2# Because of their respective belief
systems, mass casualties are not an impediment to the furtherance of their goals. Although so far
such groups have mostly carried out their indiscriminate attacks with conventional explosives,
they are said to be more likely to cross the political and moral barriers to employing CB weapons.

Some events in the United States have significantly contributed to the new threat percep-
tion of terrorism. During the Clinton presidency the United States suffered the first large-scale,
indiscriminate terrorist strikes on its own territory. The 1993 bombing of the World Trade Center
in New York left 6 dead and around 1000 injured; the 1995 bombing of the Alfred Murrah Federal
Building in Oklahoma City resulted in 168 fatalities and around 500 injured. Most importantly,
the latter attack almost coincided with the release of the sarin nerve agent in Tokyo, creating a



mental link between mass casualties and the release of chemical and biological warfare agents by
terrorists.

The acquisition of CB weapons

To judge the likelihood of terrorist attacks with chemical or biological weapons a clear
understanding of the weapon acquisition processes from the perspective of the demand side the
terrorist organization is required. The demand side is often reduced to a listing and examination
of motivations, such as the relative power and prestige the possession of non-conventional
weapons confers to a non-state group and the difficulties of state retaliation against terrorist
groups, because they know no territorial boundaries.2> Such reasoning is based on a state-level
analysis of nuclear weapon proliferation. It is far from established that these motivations play any
significant role in the acquisition of CB weapons by states. For all its weaknesses, the 1925
Geneva Protocol, which bans the use in war of CB weapons, eroded the legitimacy of their pro-
curement and possession considerably. Public acknowledgement of such armament programmes
therefore required extensive justification. Consequently, most possessor states shroud their CB
weapon programmes in extreme secrecy so that they cannot assert their relative power and pres-
tige based on these arms.26

Viewed from the demand side, CB weapon proliferation occurs when a political entity
a state, sub-state or transnational actor decides to acquire a CB weapon capability where such a
capability does not yet exist provided this decision is followed by a CB weapon armament
dynamic. The armament dynamic which the proliferator must initiate and sustain is the central
part of the definition: proliferation is not an automatic process, which, once started, leads to even-
tual use. Reversals of the initial decision may occur at any stage as a consequence of, for instance,
the impact of dissenting views or unsurmountable technical problems. In other words, CB weapon
deproliferation occurs as soon as the political commitment to the initial decision ceases to be
renewed or if the political entity explicitly reverses that decision (e.g., by unilaterally forswear-
ing the weapons or joining a disarmament treaty).

The tension between proliferation and the constant pressures towards deproliferation is
captured by the assimilation model of armament dynamics.2’ Assimilation is the process by which
for a particular weapon, weapon system or arms category political and military imperatives, as
constrained by the political entity s material base, become reconciled with each other so that the
particular weapon, weapon system or arms category becomes an integral part of current main-
stream military doctrine. Any weapon, weapon system or arms category must thus satisfy both
political and military imperatives. This presupposes the existence of a dual decision-making
track: one on which military appraisements are primordial, and another on which political con-
siderations play the dominant role. The military track relates to those decisions taken by the mil-
itary organization to effect the military facet of a political entity s security policy, including first
and foremost the development and implementation of a doctrine. The planners take into account



external factors (e.g., the changing threat) and internal ones (e.g., decision outputs from the polit-
ical track). On the political track, overall policy decisions on security and budgetary allocations
are taken. These decisions may relate to the formulation of a security policy by the highest polit-
ical authorities, the budget process, the expression of institutional interests, bureaucratic rivalries,
and so on. As the military and political tracks interact with each other, any decision or set of deci-
sions not only influences future decisions on the same track, but also has ramifications for
progress on the other. A considerable level of tension may exist between both tracks, especially if
operators on one track make demands that are irreconcilable with the basic goals or premises of
actors on the other track.

Any initial proposal for a particular type of weaponry envisages a particular end result.
However, the weapon that is actually produced and deployed may differ significantly from the
originally anticipated one. This variance between the original concept and the final product is the
aggregate of all opportunity costs paid in the effort to achieve that original concept. The process
involves many discrete minor and major decisions at the various stages of the armament dynam-
ic. As the proposed weapon enters the decision process, it has to overcome multiple thresholds.
These may involve a wide range of issues, including funding requirements, priority allocation of
various resources to overcome technical difficulties, political opportunism, public opinion, envi-
ronmental concerns, constraints from international humanitarian law and disarmament treaties,
and so on. To overcome such a barrier an opportunity cost must be paid. It involves financial
expenses as well as the expenditure of political capital to ensure the continuation of the pro-
gramme at a particular stage. Different times and circumstances may thus result in different
opportunity costs to be paid for similar decisions in a comparable phase of the armament dynam-
ic. Decisions and conditions hampering the armament dynamic are just as crucial as those pro-
moting it: they affect the outcome as a consequence of an increased variance between the origi-
nal concept and the final product.

The nature of the thresholds is determined by intrinsic factors, which relate to the politi-
cal entity s material base, and extrinsic ones, which refer to the domestic or international envi-
ronment in which the weapon is conceived. The political entity s material base constitutes a par-
ticularly important independent variable affecting the decision process on both the political and
military tracks. It consists of the political entity s physical base geographic location, territorial
size, population, presence of natural resources, easy access to resources abroad, etc. as well as
the level of education and scientific, technological and industrial development, economic
strength, and so on. It thus involves factors which the decision makers can hardly, if at all, influ-
ence within the time frame of the armament dynamic under consideration. In other words, all
other factors being equal, differences in the material base of any two political entities may
account for different characteristics and results of the respective outputs.?® The intrinsic and
extrinsic elements may thus raise or lower the opportunity cost for crossing a particular hurdle.
Ultimately, should the aggregate of opportunity costs be too high a price to pay for the political



entity, the armament dynamic fails and is one of the possible causes of deproliferation.

The assimilation model views the material, political and societal constraints as obstacles
which the decision makers must overcome if they wish to pursue the weapon programme and for
which they are consequently prepared to pay certain opportunity costs. The opportunity of apply-
ing the assimilation model to proliferation follows from the extra attention paid to the deficien-
cies in the material base of the political entity. Elements, alone or combined, that may play a role
in defining the threshold, which cuts through both the political and military tracks, are the polit-
ical entitys scarcity of certain natural resources, lack of technical skills, an insufficiently
advanced level of education, an inadequate research or industrial base, and the like. Barring aban-
donment of the entire project, the political leadership may try to develop the missing ingredients
indigenously, seek them abroad or opt for a combination of both previous options. Given the
probable time frame in which the armament programme has to be realized, importing the missing
elements may be the only feasible and, in the short run, the cheapest alternative. Especially if the
dearth occurs in the physical base of the political entity, importation may be the sole possibility.
Importation of particular technologies, knowledge or materials is, consequently, one way of struc-
turing the political entity s armament dynamic, albeit one which entails a sizeable opportunity
cost.

The assimilation model is a heuristic device designed to study CB weapon armament pro-
grammes in countries of which limited information is available on decision-making processes and
the way they structure armament programmes. The identification of the thresholds on the dual
decision-making track and the assessment of how they may be overcome enables the study of
demand-side of proliferation irrespective of the type of governance. The same methodology
allows the application of the assimilation model to non-state actors, such as terrorist groups. The
identity of the thresholds can be assumed to be equal for all political entities. However, the rela-
tive height of the thresholds will vary among these entities. Certain thresholds identified for states
will consequently only play a minimal or no role in a terrorist organization, while other ones will
have a far greater relative impact. For instance, the part of the dual decision-making track on
which a political entity formulates its military doctrine may be argued to be non-existent for ter-
rorist organizations. If this were the case, from the perspective of the assimilation model, it would
mean that all relevant thresholds for the CB weapon armament dynamic in the terrorist organiza-
tion are located on the political decision-making track. Nevertheless, such a group can be expect-
ed to have an idea, however vague, why it is seeking such weaponry. The assimilation model, as
a heuristic device, suggests that incomplete or imprecise formulation of these goals increases the
likelihood of the wrong choice of agents, inadequate dissemination devices and procedures, or
outcomes far below theoretical expectations (although an aleatory combination of factors can
never be excluded). The way the political and goal-related (i.e., for a state actor, the military)
imperatives are reconciled with each other directly affects the goal—instrument relationship of the
selected weapon.



The key parameters for terrorist organizations

The material base of a terrorist organization seeking chemical or biological weapons is a
key determinant, because it consists of elements which the organization can only alter with great
investment of resources or time (See figure). The physical base comprises elements that will
determine whether the organization will be materially able to acquire CB weapons. Some ele-
ments (e.g., membership size, financial assets and possession of property and infrastructure) the
organization can alter over time through targeted policies. Aum Shinrikyo attempted continuous-
ly to expand its membership and to extract the largest possible amount of wealth from its mem-
bers, its members families and its sympathizers.2% The transfer of property rights, including those
of companies, was part of the initiation rites of novices. A terrorist group has less direct influence
over other components of the physical base. Its geographical location and the type of culture in
which it is embedded have a direct bearing on the nature of the organization and/or its success.
Aum Shinrikyo enjoyed its greatest success in Japan, where, for example, alienated members of
the intellectual stratum of society were receptive to mysticism, and in Russia, where many vic-
tims of the social disintegration were similarly seeking solace in various kinds of mysticism. In
contrast, the sect was unsuccessful in the United States and Germany, despite some targeted
efforts. Other important components of geographical location for Aum Shinrikyo included the
overall level of scientific, technological and industrial development of the Japanese society, the
tax exemptions granted to recognized religious organizations, which enabled Aum to amass its
considerable assets, and the general hands-off attitude of the Japanese authorities towards reli-
gious organizations as a consequence of the religious persecutions before 1945. In other words,
the terrorist organization feeds from the society that spawned it.

[Figure: SEE ATTACHED FILE]

The second component of the material base consists of the internal characteristics of the
terrorist organization. The organization can relatively easily exploit, manipulate or develop cer-
tain of these characteristics in function of its goals. As noted earlier, its culture may be based on
social ideology, apocalyptic or millenarian visions, racial superiority, ethnic-nationalism, reli-
gious fanaticism, and so on. In the quest for chemical or biological weapons the level of educa-
tion and training of the members as well as the science and technology base they are able to set
up become important factors. Aum Shinrikyo launched repeated recruitment drives to attract
promising young scientists and people with other required skills from Japan s leading institutes.



These people were able to set up the programmes and build the necessary installations. An
important weakness in the CB weapon programmes, however, was the reliance on relatively
unskilled sect members for the operation and maintenance of the installations, which contributed
to many accidents and leaks from them. Internal secrecy and dedication to the cause of Aum
Shinrikyo in the selection of members to work on the CB weapon programmes were other con-
tributing factors. Another negative factor on the operational side was Aum Shinrikyo s limited
functional specialization. The people in charge of developing the agents were also responsible for
developing the dissemination devices. They also executed the attacks and their lack of experience
in operational planning contributed to the many mistakes and failures. The levels of economic and
industrial development refer to the ways and means the organization as a whole is able to opti-
mize its resources and manage the priority allocations in function of its goals.

The societal environment in which the terrorist organization evolves provides a second set
of factors which influences the leadership in its choices regarding chemical or biological
weapons. The tension between the organization s threat perceptions and the internal and external
norms that govern its behaviour has a major bearing on how the organization will develop and on
the security strategies (plans of action; self-protection) it will adopt.

A terrorist group arises as a consequence of the fundamental dissatisfaction of its mem-
bers with certain (or all) aspects of societal organization. Inevitably, that society will pose a threat
to the very existence of the terrorist group. The greater the existential threat to the organization,
the greater the chance of its resorting to extreme measures. In fact, this is the shared feature
between the Rajneesh cult3? and Aum Shinrikyo: they both turned to the indiscriminate use of
non-conventional means when public authorities threatened the continued functioning of the
sects. There is, in addition, a subjective side to the threat perception. As an officially recognized
religious organization, Aum Shinrikyo enjoyed considerable tolerance of its activities by the law
enforcement agencies, despite many complaints by parents of under-aged sect members and peo-
ple living near sect compounds, as well as indicators of the sects involvement in murders.
Isolation from the broader society was an effective way to hide its CB weapon-related activities,
but also fermented paranoid projections of the threat to the sect posed by Japanese institutions and
outside powers like the United States. The risk that the many, rather precise, apocalyptic predic-
tions by the sects leader, Shoko Asahara, might not be fulfilled provided another incentive to

help events through chemical or biological weapons.

Norms are another major factor influencing the behaviour of the terrorist organization and
hence its willingness to pursue CB weapons. Norms, however, form a complex aspect of social
interaction and often do not manifest themselves in an absolute, positivist form. For instance, sev-
eral authors have claimed that the release of sarin in the Tokyo underground weakened the norm
against the use of chemical weapons or lowered the threshold for other groupings to resort to CB
weapons. Such statements do not indicate for whom or in relation to whom the norm was weak-



ened.

The norm against CB weapons has essentially always been one between territorial, sover-
eign states, that is between equal partners in the international system. In view of several gross vio-
lations of the constraints existing at the time of the violations (1899 Hague Declaration IV, 2 on
projectiles containing asphyxiating gases; 1925 Geneva Protocol) and the unwillingness of the
international community to uphold the norm in the light of ulterior geopolitical interests (e.g.,
1936 war in Abyssinia; 1980—88 Gulf War; the failure to disarm Iraq despite an explicit UN
Security Council resolution) it cannot be said that these norms have been particularly strong. The
CWC offers a far stronger norm: not only use, but also possession of chemical weapons and all
preparations for offensive chemical warfare are prohibited. The obligations are subject to inter-
national verification, and they are enforceable. The CWC obliges states parties to enact domestic
penal legislation to ensure that none of its nationals, wherever that person may be, or those pres-
ent on its territory undertake activities in contravention of the convention. In other words, since
the Tokyo underground attack in March 1995, the norm against chemical weapons has definitely
been strengthened and even extended to the sub-state level. Moreover, in the wake of the Aum
Shinrikyo attack Japan has promulgated legislation criminalizing the production, possession and
use of CW.31 Many other states have also reviewed their existing laws to see whether an event
such as the sarin attack is covered or have adopted explicit provisions to that effect in their CWC
implementation legislation. The BTWC is, as noted earlier, far weaker in these respects than the
CWC, but the norm should also be strengthened once the additional protocol, currently being
negotiated in Geneva, enters into force. In addition, the UN General Assembly adopted the text
of the International Convention for the Suppression of Terrorist Bombings on 9 January 1998.32
Attacks fall within the scope of the convention if they are carried out with an explosive or other
lethal device .33 These include not only conventional explosives or other incendiary devices, but
also toxic chemicals, biological agents or toxins or similar substances, and radiation or radioac-
tive material.34 This is the first time that CB weapons are explicitly mentioned in an internation-
al counterterrorism agreement.

In summary, since March 1995 there has been a formal strengthening of the norms against
CB weapons for states and sub-state actors and in relation to other states and sub-state actors.
However, in practice norms are never absolute and are always weighed against other norms and
interests. Domestic enforcement, for instance, may encroach upon freedoms of speech, religion,
organization, and so on. It will depend greatly on the maturity of the political and legal system
whether a society can differentiate between fundamental rights and criminal activities prepared
and executed under the cover of these fundamental rights.

There is, however, a different angle to this debate. One historical aspect of the develop-
ment of the taboo against CB weapons, which is often overlooked, is that the civilization that
acquired such a mode of warfare clearly understood the military advantage it had over the enemy.



It held a monopoly over the surrounding societies. Moral qualms about the application of noxious
and poisonous agents in war were not a factor. Consequently, that civilization virtually never for-
mulated legal or moral constraints against these weapons until the monopoly had disappeared or
the military advantage had been balanced in an asymmetrical way. A similar sense of power over
the Japanese society, derived from the possession of sarin, was present among the leadership of
Aum Shinrikyo. Rather than representing an erosion of a taboo, which never existed for the cult,
it accelerated the armament process and increased the internal pressures to demonstrate the pos-
session of that power to the outside world. The apocalyptic visions of its leader provided the
appropriate social discourse for the new technology within the religious community, but the new
technology in turn also helped to determine the genesis of the apocalypse.

The question regarding to whom the norm is applied also hinges on the recognition of the
other party as an equal partner. International norms and laws emerged in the Westphalian state
system because the sovereign territorial states recognized each other as equal systemic units that
could enforce the content of an international agreement within the territory of their jurisdiction.33
In contrast, a political unit like a religious empire could not and cannot enter into such agree-
ments. First, in its view sovereignty is derived directly from God and is therefore universal.
Consequently, the religious political entity cannot tolerate a different source of sovereignty.3¢
Second, membership in the entity does not depend on territorial location but on adherence to the
faith. The rules, norms and values of the empire apply to all members of the faith wherever they
may be and do not apply to non-members.37 Regulations, such as the prohibition of poisoned
weapons, governed the conduct of belligerents sharing the same faith, but these weapons were
quite permissible against infidels. History is replete with such examples from all great religions.38

For terrorist organizations founded in religion, these insights have a double implication.
First, the norms maintained by the grouping may differ significantly from those of the broader
society. Internal or external constraints that could raise the thresholds for acquiring CB weapons
on the political track of the assimilation model may therefore simply be non-existent and the suc-
cess of the armament dynamic, if undertaken, may depend entirely on factors present in the mate-
rial base. Second, because of their religious convictions the group members may differentiate
themselves from the rest of society to such an extent that the elimination of non-members even
on a large scale can easily be justified. This world view may remove any objection against CB
weapon use. Indeed, it may be an important promoter of the armament dynamic in its own right.

The strength of norms is also directly linked to the nature of the threat. Sovereign states
facing an existential threat or perception that they must meet every security contingency at every
level (total reliance on self-help) are less likely to adhere to international norms limiting their
options, and are more likely to invest heavily in arms buildups, including chemical or biological
weapons, and to defect from international security regimes (like disarmament treaties) if their
vital interests are at stake. International law recognizes this tension, for instance, through the



inclusion of withdrawal clauses in international treaties. The International Court of Justice did not
contradict this principle in its opinion regarding the legality of nuclear weapons of 8 July 1996:
it could not conclude that nuclear weapon use was lawful or unlawful if the survival of the state
in question was at stake, despite the potential for massive and indiscriminate destruction.3?
[Hence the smaller surface for norms than threat perception in the figure.] Translated to ter-
rorist organizations, it raises the question of whether an existential threat, especially one which is
gradually building up and which the group feels it cannot manage, contributes to the erosion of
whatever norms the group might abide by. The Rajneesh cult decided on the dissemination of sal-
monella in salad bars precisely to avert such a situation. Aum Shinrikyo executed sarin attacks in
the Tokyo underground to divert the attention of the police, which was poised to raid the sects
facilities, away from the cult.

If the leadership of a terrorist organization decides to embark on CB weapon armament
programmes it will have to make some key decisions regarding the priority allocation of its
resources. The decision and the nature of the programme will depend on the security strategies
and the way the group is structured. For example, a loosely structured, amorphous grouping with
little central guidance (e.g., many transient right-wing groups and militias in Europe and the
United States, including the abortion clinic attackers and the Oklahoma City bombers)40 or an
organization structured in small cells for maximum security will find it much harder to set up an
indigenous CB weapon armament programme than a vertically, highly integrated and ideologi-
cally uniform group, such as Aum Shinrikyo or the Rajneesh sect. On the other hand the organi-
zation will be constrained by its material base and will have to seek many, if not all ingredients
and technologies from outside. The nature and size of these constraints determine the degree to
which the group must rely on external sources for its technologies, commodities and expertise.
For a terrorist organization this can be a formidable challenge. Contrary to a state actor, which
can buy the technologies abroad and hire specialists, a terrorist organization must work in total
secrecy because of the absence of a safe haven on the territory it occupies and the constant threat
that law enforcement officials may raid the facilities. This means, for example, that the organiza-
tion cannot hire a specialist or technician for a limited time to solve a certain problem, but must
recruit him and convince him of the justness of its cause. This import dependency is also a func-
tion of the complexity of the weapon system the leadership has decided to acquire. With the key
components in place, the armament dynamic can continue along the dual track until the desired
weapon is achieved, whereby the decision makers must overcome the various thresholds and pay
the various opportunity costs, while trying to keep the variance as small as possible. The actual
chemical or biological weapon in the hands of the terrorist organization will reflect the aggregate
opportunity cost paid along the way (e.g., in terms of the quality of the agent). If the aggregate
opportunity cost is too high for the organization then the armament dynamic has failed (e.g., Aum
Shinrikyo s botulinus toxin and anthrax programmes).

The influence of the various parameters can be illustrated when comparing Aum



Shinrikyo with the Rajneesh sect. The Rajneesh sect was responding to a rapidly evolving crisis
that threatened its continued existence. The person in charge was a qualified nurse with sufficient
skills to cultivate a pathogen, but not to set up a sophisticated biological weapon programme.
Moreover, the cult had no time to develop its material base. The goal was limited in scope and
time, namely influencing the outcome of local elections. Therefore, the sect could opt for an inca-
pacitating rather than lethal agent, thereby narrowing the technical requirements for the laborato-
ry. The choice for a Salmonella strain, which causes food poisoning, also simplified the dissemi-
nation as a liquid solution could be poured on the food in public places. In addition, this reduced
the need for functional specialization in the sect. The straightforward goal—instrument relation-
ship also meant that as soon as the sect realized that it would not attain the desired outcome, it
terminated its programme.

Aum Shinrikyo s plans were far more ambitious: it sought to destabilize Japan and even-
tually take over all its governmental functions. To this end, the sect pursued a broad set of instru-
ments, including conventional weapons, an earthquake machine, a laser gun, a nuclear device, as
well as CB weapons. While many accounts of Aum Shinrikyo s activities have focussed narrow-
ly on the CB weapon programmes, the important point for demand-side proliferation analysis is
that the sect actively sought a broad range of weaponry. This had two major implications.

First, the element of priority resource allocation by the sect leadership became an impor-
tant element in the CB weapon armament dynamic. The sect spread its huge financial assets and
other resources over several weapon programmes as it tried to become self-sufficient in every
area. It even opted to establish its own production line for the Kalashnikov AK—74 rifle instead
of purchasing the required firearms. The black market in Russia, where Aum Shinrikyo had a
large following and many regional centres, could have provided ample opportunities. Each pro-
gramme placed increasing demands on manpower, the ability of the offices outside Japan to pur-
chase the required technologies, and so on. Moreover, each programme created its own follow-on
imperatives. The prospect of mass-produced assault rifles, for example, raised the issued of
trained sect members to use these weapons and, in turn, placed fresh demands on the recruitment
drive (e.g., to attract highly-trained military personnel as instructors). Had the sect concentrated
its resources more on the CB weapon programmes, it might have achieved greater success in
terms of creating a viable biological weapon or larger production batches of higher-quality chem-
ical warfare agents. As it turned out, the sect had some success in few of its weapon programmes.

Second, there is no rationale for the CB weapon programmes without the other weapon
programmes. Aum Shinrikyo s ultimate goals were the creation of Armageddon, the toppling of
the Japanese government, the subjugation of the Japanese population, and, finally, the establish-
ment of its own form of governance. CB weapons can conceivably only play a role (e.g., through
the creation of mass panic and exposing the weaknesses of the authorities to protect the popula-
tion) in the first three phases, but are insufficient in and of themselves. Any large-scale release of



chemical or biological warfare agents in isolation would invite a massive response from the law
enforcement authorities (as ultimately happened after the Tokyo underground attack), leading to
the potential demise of the organization. In other words, it was impossible in practice for Aum
Shinrikyo to concentrate its resources on CB weapons. In view of the grand strategy the leader-
ship had to spread its large, but nonetheless limited resources over the various programmes. From
the perspective of the CB weapon programmes, this imperative was reflected in the raised thresh-
olds on the dual-decision making track, which contributed to the reduced quality and quantities
of the chemical warfare agents and to the failures with respect to the biological warfare agents.
In summary, the factors that contributed to the establishment of the CB weapon programmes were
ultimately also responsible for the rather poor results.

Conclusions: Reconstructing the threat

A terrorist strike with chemical or biological weapons is definitely feasible. Aum
Shinrikyo demonstrated as much in 1995. Nevertheless, the likelihood of such an event recurring
must be judged on the basis of realistic and testable parameters. The single most important prob-
lem in such an undertaking is the uniqueness of the Japanese cult and the armament programmes
it set up. In several instances it is difficult to judge whether certain elements are constants or vari-
ables (e.g., the question whether the cult was a phenomenon unique to Japan or whether it could
also arise in a different type of society).

This paper has attempted to construct an analytical framework based on the assimilation
model for studying the demand-side of the proliferation process in states. The key question is how
does a proliferator structure its armament dynamic in order to acquire a chemical or biological
warfare capability, that is, having chemical or biological weapons assimilated in mainstream mil-
itary doctrine. The model focusses on the many thresholds to be crossed on the political and mil-
itary decision-making tracks and on the wide range of opportunity costs that must be paid to over-
come these obstacles so that, ultimately, the imperatives of the various actors involved in the
armament process become reconciled with each other. These thresholds can be assumed to be
identical for all countries. However, the height of the respective thresholds will vary between any
two countries as a consequence of the differences in their respective material base. Ultimately,
these factors combined will account for the different outputs (including failure of the armament
dynamic) in these countries. The assimilation model can be similarly applied to the proliferation
of chemical or biological weapons to sub-state actors. The main differences between a state and
a sub-state actor are found in the makeup of the material base, which are reflected in the differ-
ent heights of the thresholds. In order to be able to contrast two similar actors, this study has used
the 1984 attempt at mass food poisoning by the Rajneesh cult, although the pathogen, Salmonella
typhimurium, does not qualify as a warfare agent as defined in this paper. The comparison nev-
ertheless revealed some interesting insights about the goal—instrument relationship.

Chemical and biological weapons only make sense in relationship to specified goals. To



Aum Shinrikyo they represented two possible avenues to the ultimate goal of destabilizing Japan
and taking over the government. They were to be used in conjunction with other exotic or devas-
tating weapons, as well as with ordinary conventional firearms. (Arguments such as ease of pro-
duction or relative cheapness merely have a bearing on how certain thresholds are overcome in
the pursuit of these goals. In the case of Aum Shinrikyo these factors were arguably of limited
importance in view of the massive investments in the other weapon programmes. They may have
played a role in the sequence in which the various armament programmes were launched.) Had
the sect focussed exclusively on CB weapons, it would have probably solved the problems of via-
bility of the chosen pathogens, large-scale production of chemical and biological warfare agents,
and effective dissemination. However, such an exclusive focus would not have served the totali-
ty of the final goals. Consequently, the sect had to engage in the politics of priority allocation of
resources and the CB weapon programmes had to compete with the other weapon projects. Many
factors that increase the aggregate opportunity costs for weapon programmes in states, such as
inter- and intra-service rivalry in the military, institutional and parochial interests, influence ped-
dling, and so on, were also observable in Aum Shinrikyo. The outcome was many unresolved
issues in the CB weapon programmes as well as in the other weapon projects.

The material base upon which Aum Shinrikyo could draw was huge and few other terror-
ist organizations will be able to match it. The cult s failures and difficulties are therefore signifi-
cant for the threat assessment of terrorism with CB weapons. Variations in the composition of the
material base have an immediate impact on the ability of an organization to successfully sustain
a CB weapon armament dynamic. For instance, only a vertically organized, highly integrated and
ideologically uniform group appears to have the capacity to set up and operate a large-volume
production line for chemical or biological weapons in absolute secrecy. Religious sects, more than
any other group, come to mind. This definitely reduces the number of candidates that could sus-
tain such an armament programme.

The high technical hurdles ultimately limited the range and affected the quality of the war-
fare agents Aum Shinrikyo was able to develop. Military-grade warfare agents therefore are
unlikely to constitute the main threat. As the 1995 sarin attack in the Tokyo underground suggests,
a terrorist CB weapon attack may result in relatively few fatalities and most victims are likely to
suffer short or low-level exposure to the chemical or biological warfare agents. The long-term
effects of such exposure are still poorly understood as is evidenced by the ongoing debates sur-
rounding the Gulf War Syndrome. Part of the resources to counter CB weapon terrorism should
therefore be invested into researching the long-term consequences and treatment of such low-
level exposures. Failure to do so can lead to demoralizing effects in the affected society and ulti-
mately contribute to the end goals of the terrorists.

However, the constraints in the material base can lead to a low-volume, high-quality man-
ufacture of chemical or biological warfare agents. Loosely structured or cell-based terrorist



groups or even lone individuals can produce small quantities of such agents. While this broadens
the possibility of these agents being used in terrorist attacks, the probability must nonetheless be
linked to the goal—instrument relationship maintained by the actor. Indeed, despite the toxicity or
pathogenicity of the agents, the small quantities are unlikely to result in mass casualties. Rather,
these high-quality agents would be effective for targeting individuals or small groups. Such dis-
criminate use of warfare agents, however, does not differ fundamentally from the more tradi-
tional use of chemical or biological materials. The question can thus be raised whether this devel-
opment would fundamentally affect the threat assessments. Over the past decades various kinds
of terrorist organizations and individuals have been known to be in the possession of extremely
toxic substances, but until recently it did not affect the overall threat assessment of terrorism.

A related question is whether, bearing the goal—instrument relationship in mind, the use of
warfare agents for individual assassinations does not constitute a case of technological overkill.
Possibly, a technological imperative distorts the goal-instrument relationship, whereby, for
instance, toxicity or pathogenicity become the prime criterion for selecting a warfare agent.
Technological overkill characterized some of Aum Shinrikyo s assassination operations: VX was
injected into two victims with syringes, VX and sarin were used in three attempts to murder a
lawyer assisting members seeking to leave the sect*! and phosgene was sprayed through the let-
terbox in a failed effort to silence a critical journalist.42 The sect could have arguably resorted to
more cost-effective instruments. Its interest in the potentially most lethal warfare agents was, of
course, a function of its visions of Armageddon. The selection of sarin, VX and anthrax was also
influenced by the intense media attention to the consequences of these agents during the 1990—91
Gulf War.43 However, the cult did not have the mix of agents at its disposal to meet different types
of contingencies (as it did not plan for them). It is not inconceivable that in this void the compe-
tition between the various departments of the sect led to lobbying efforts with Shoko Asahara to
demonstrate the effectiveness of a particular weapon and contributed to the use of an overkill
capacity.

The discussion so far has focussed on variations of some key parameters in the assimila-
tion model with respect to a terrorist organization wishing to establish an indigenous CB weapon
capability involving some of the most sophisticated warfare agents. The working hypothesis was
the simple equation underlying most current consequence projections: increased toxicity or path-
ogenicity equals high casualties. The correlation, however, is far more complex and not neces-
sarily positive. The assumed (military) grades of toxicity and pathogenicity in the threat projec-
tion are not easily attained by a terrorist organization in large production runs (around 7.5 litres
of 30 per cent pure sarin was made for the Tokyo underground attack). The dissemination of these
agents can easily lead to emergency contingencies for which there is little planning today.

Replacing consequence assessments with the goal—instrument relationship as point of
departure for threat analysis reveals a different aspect, whose relevance may increase if terrorist



organizations acquire greater sophistication and maturity with respect to CB weapons than Aum
Shinrikyo. If the choice for a particular chemical or biological warfare agent by the military is a
balance between potency and logistical considerations in function of operational requirements,
the question can be asked why a terrorist organization would not seek a similar balance between
its technical capabilities and type of CB weapons in function of its goals. This balance can be
struck in two different ways. First, a terrorist group could decide on, for example, first-generation
chemical warfare agents such as phosgene or hydrogen cyanide. Their manufacture is technolog-
ically less demanding than that of nerve agents and the ingredients for their production are wide-
ly available. The purchase of these ingredients would therefore not necessarily arouse suspicion.
Second, over the decades the military have investigated and synthesized thousands of extremely
toxic chemicals, but rejected most of them for weaponization.44 The reasons why they were ulti-
mately not incorporated into the arsenals may be of less relevance to a terrorist organization seek-
ing a CB weapon capability. In other words, a terrorist organization can choose from a huge num-
ber of less-known toxic compounds in function of its technical capabilities and aims. The first
responders to a CB weapon terrorist attack may, consequently, be confronted with the effects of
totally unexpected agents, another possibility which can be easily overlooked in the preoccupa-
tion with the threat of so-called weapons of mass destruction.

Finally, the prime reasons for using CB weapons on the battlefield are not necessarily
casualty production. Terrain denial, degradation of combat effectiveness by forcing the enemy to
don protective clothing, degradation of the operability of facilities and equipment together with
the imposition of the need for elaborate decontamination procedures, the causing of terror and
psychological exhaustion, flushing out enemy troops from strongholds, incapacitation, crop
destruction, and so on, are all major applications of CB weapons. Terrorists too are not always
interested in creating large numbers of casualties. Very often they hit high value targets, such as
train junctions, resulting in major disruptions. Relatively large sections of the population suffer
the consequences. Persistent agents, e.g., mustard, could easily be used in this way. The release
of an incapacitant, such as a potent lachrymator agent, into the air conditioning system of an air-
port can easily shut down all activities without causing a single permanent casualty. Opponents
of genetically-engineered food could resort to anti-crop agents to destroy harvests without phys-
ically harming a person. In summary, from the angle of the goal—instrument relationship the vari-
ety of possible agents is enormous. The targets and effects would be limited, but, should the ter-
rorist group so decide, the establishment of a domestic production capability for these agents
would be less demanding on the material base of the organization.

Chemical and biological weapons have been the main consideration in the present paper,
because they represent the new qualitative element in the terrorist threat. Toxicants and pathogens
have been applied in assassinations and sabotage since time immemorial. The fact that today more
people may have access to the knowledge and the technologies required to manipulate these
agents can increase the quantitative dimension of the threat, but their use will not generally lead



to mass casualties. CB weapons, in contrast, are by their very nature indiscriminate and some mil-
itary-grade agents can, in theory, produce large numbers of fatalities and other casualties. Their
insidiousness, moreover, makes them ideal instruments for terror and chaos. However, the
processes to manufacture and disseminate them in sufficiently large quantities to obtain these
effects are far more complex than those associated with other chemical and biological materials.
Despite large investments, Aum Shinrikyo s CB weapon programmes continued to be plagued by
considerable problems. The dependency on outside sources for equipment and compounds com-
bined with the fact that such a CB weapon programme must be run in total illegality considerably
complicates the quest for such weaponry. Contrary to widespread belief, the norms against the
state and sub-state acquisition and use of CB weapons have been greatly strengthened. In addi-
tion, many sectors of society have acquired a greater awareness of the security risks involved in
proliferation and will therefore be less likely to be unwitting partners in the acquisition of CB
weapons by terrorists. These elements are and will remain major impediments to the widespread
use of CB weapons for terrorist purposes.
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THE INFRASTRUCTURE WEB: A SYSTEM FOR
DISTRIBUTED MONITORING AND MANAGEMENT!
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Abstract:

National-scale critical infrastructure protection depends on many processes: intelligence
gathering, analysis, interdiction, detection, response and recovery, to name a few. These process-
es are typically carried out by different individuals, agencies and industry sectors. Many new
threats to national infrastructure are arising from the complex couplings that exist between
advanced information technologies (telecommunications and internet), physical components
(utilities), human services (health, law enforcement, and emergency management) and commerce
(financial services, and logistics). Those threats arise and evolve at a rate governed by human
intelligence and innovation, on “internet time,” so to speak. The processes for infrastructure pro-
tection must operate on the same time scale to be effective. To achieve this, a new approach to
integrating, coordinating and managing infrastructure protection must be deployed. To this end,
we describe the key ingredients of an Infrastructure Web. The Infrastructure Web is a web-like
architecture for decentralized monitoring and managing critical national infrastructures.

1. Introduction

Modern threats to critical national infrastructure are evolving at the same rate as the technol-
ogy on which that infrastructure is based. This is a key axiom of the work described in this paper.
To illustrate the point, consider the following chronology of events related to the recent
Distributed Denial of Service (DDOS)[1] attacks launched against major e-commerce companies.

Early summer of 1999 DDOS capabilities are demonstrated at a European hacker
festival.

Late summer of 1999  First DDOS attacks at the University of Minnesota are detected
and documented.

November 1999 A workshop on DDOS attacks and defense mechanisms is hosted
by the Computer Emergency Response Team (CERT)[2],
Carnegie Mellon University.

December 1999 Programs for detecting DDOS zombies are distributed.

February 2000 DDOS attacks are launched against major internet sites.



March 2000 The possibility of a DDOS-type attack against the 911 system is
identified.

April 2000 DDOS-type attacks against the 911 system are suspected in
Texas.

Sometime in the future DDOS attacks within the financial sector, using automatically
generated consumer trading, will be detected.

This chronology illustrates two major points:

a. The time intervals between when a new threat is identified, when it manifests itself, and
when it is modified (mutated) into different forms are relatively short and appear to be
shrinking;

b. Threats within one sector (telecommunications/internet) can easily spill over into other
sectors such as human services (the 911 system) and the financial system.

To meet these challenges, we need to leverage modern information technologies and create an
infrastructure protection process that can operate seamlessly at an accelerated time scale.
Moreover, that process must be able to monitor and manage the complex interactions between
infrastructure segments that are becoming the norm. This is especially important considering the
fact that many recent attacks on national infrastructure have been credited to pranksters and indi-
viduals working alone or in small groups. We have not yet really seen what kinds of damage well-
financed, coordinated, professional attacks are capable of creating.

Like the World Wide Web, the Infrastructure Web should have the following characteristics:

1.) It should be decentralized, asynchronous and redundant;

2.) New elements can be added to it or old elements can be removed from it by
authorized personnel but without centralized control;

3.) It should be searchable and self-organizing;

4.) It should allow new services to be built easily on top of existing services;

5.) It should allow for multiple, redundant communication paths between entities.

Section 2 of this paper describes the various stages in the Critical Infrastructure Protection
process today together with our vision for how those stages can be integrated. Special attention is
given to infrastructure related to information technology, namely internet and telecommunica-
tions, but we indicate how the ideas can be generalized to other infrastructure segments.

Section 3 describes the conceptual organization of the Infrastructure Web that we are current-
ly implementing. The functional operation is illustrated through some examples. Meanwhile sec-
tion 3 also gives a brief technical description for how the Infrastructure Web can be implement-
ed, using current computing and networking technologies.



Section 4 is a summary and proposal for near term work in this area.

2. The Infrastructure Protection Process

The emergency management, public health, and more recently, computer security com-
munities have decomposed their management processes into smaller, logically-concise stages.
For example, the DARPA Information Assurance program is using the three-stage Protect-
Detect-React paradigm to organize work within that area [3]. Figure 2-1 shows the six stages we
propose for Information Infrastructure Protection. These stages roughly correspond to stages used
in other emergency management areas with different degrees of granularity perhaps. We briefly
describe each stage and its relationships with other stages.

Figure 2-1: The Information Infrastructure Protection Process
[Figure: SEE ATTACHED FILE]

2.1 Intelligence

The first step in infrastructure management is intelligence gathering about emerging threats.
This is typically done using human intelligence reporting, analysis of unusual incidents, and
information harvesting from open sources such as the web and news sources. This is the early
warning system that can identify new threats early in the process, before they manifest themselves
in real attacks or disasters. Red teaming, namely the use of selected experts for scenario build-
ing and threat design for proactive analysis, is an important part of this stage. We include that in
the human intelligence component.

Figure 2-1 identifies three sources of intelligence for early threat identification: incident
analysis, human intelligence, and automated tools for harvesting and organizing information from
open sources such as the web and newsgroups. In the information infrastructure protection prob-
lem, early evidence of threats is often proposed and discussed in such open sources. Such open
sources are useful for human-initiated threats but not so useful perhaps for predicting complex
interactions between infrastructure elements or natural events and design flaws. Human intelli-
gence is more important for identifying those threats.

From the point of view of automating this stage of the process, automated incident report
analysis and monitoring of open web- and internet-based sources are most promising. Several
organizations already provide on-line access to incident reports and threat alerts (see



http://www.cert.org for example), although those resources are not organized to allow powerful
search capabilities through a database engine interface. Ideally, a new incident report could be
quickly and automatically matched against an on-line database of previously seen threats and
attacks to see if the threat is novel or known. Today, this stage of early warning is done by experts

who rely on their own memories, networks of colleagues, and ad hoc searches of archives of pre-
vious attacks.

Automated monitoring of the web and various news groups for early threat identification
is technically possible today [4], but not done to our knowledge. We are currently developing such
a capability.

Figure 2-2: Early Threat Detection and Warning
[Figure: SEE ATTACHED FILE]

2.2 Threat Assessment

Once a new threat is identified, risk assessment and some sort of cost-benefit analysis[5][6]
of responding to the threat must be performed. This stage requires some sort of epidemiological
model of how an attack or failure based on the threat will manifest itself and how it will affect
other infrastructure systems. Basically, the question is: what are its dynamics? Related to this of
course are the costs associated with containment or interdiction versus the costs of an attack or
failure based on that threat. As is often the case in defensive strategies, the cost of defense can
be much higher than the cost of the attack, but that must be weighed against the social and human
cost of major systems failures.

At present, our understanding of infrastructure epidemiology is very poor, at least in the
open literature. The challenge here is to develop quantitative models of how vulnerabilities are
distributed nationally or even globally, and how failures based on those vulnerabilities can cas-
cade through the overall infrastructure.

Such analyses will probably have to rely on large-scale discrete event simulations given that
closed-form solutions are highly unlikely. Government, industrial, and commercial task forces
must be able to provide quick and reliable input into the vulnerability assessment process so that



some form of realistic cost-benefit analysis can be performed in the threat assessment stage.

2.3 Interdiction

The interdiction stage of infrastructure protection attempts to proactively prevent or prohibit
attacks or failures based on known threats. Virus scanners, software patches, and improved net-
work designs and protocols are examples of interdiction in the information infrastructure seg-
ment. An important element of interdiction is the training of system operators and law enforce-
ment personnel, especially at the state and local levels, because these communities are typically
the first responders to attacks and failures.

These ingredients in the interdiction stage typically operate at different time scales. For
example, the deployment of more robust and secure designs and protocols can take many years
to permeate the infrastructure because of lock-in effects. On the other hand, software patches and
virus scanning updates quite often occur on the time scale of weeks. The training of early respon-
ders such as system operators and law enforcement and emergency management personnel is
problematic because of the huge demands on time and expertise in those sectors. The rate at
which new threats and vulnerabilities are arising outstrips the ability of such personnel to attend
training meetings and courses so that remotely accessible, distance training using networked
interactive material is necessary. Cost-benefit analysis is essential to identify threats and vulner-
abilities that are most likely to have high impact because existing time commitments and obliga-
tions preclude the ability of first responders to be prepared for all possible failures. This stage of
the process must focus on interdiction in high-cost and/or high-probability events.

Figure 2-3: The Threat Assessment Stage
[Figure: SEE ATTACHED FILE]



2.4 Detection

The detection of actual failures or attacks is enabled by monitoring distributed sensors that
are positioned throughout the infrastructure itself. Raw sensor data must be harvested, mined, cor-
related, and otherwise analyzed. Examples of such sensors include computer network monitors
(based for example on SNMP agents or packet analyzers), public health records, medical labora-
tory results, environmental monitoring stations, financial market trend monitors, and so on.
Human observations in the form of natural language reports are also relevant to this stage.

Whereas the Early Warning System part of the process is meant to anticipate attacks and fail-
ures through proactive intelligence gathering and analysis, this stage is meant to respond to
mature attacks and imminent failures. Ideally, threat assessment and interdiction has prepared the
community for these events but that may not always be the case.

The challenge in automating this stage of the process lies in flagging anomalous events with-
out generating large numbers of false positives. This requires training an automated system on
normal and known behaviors, and flagging behaviors that fall outside this regime. The techni-
cal challenge here is that many new behaviors emerge in the course of natural, non-threatening
operating modes. Much work remains to be done in this area.

2.5 Response

Once an attack or failure has been detected, an appropriate response is required. We focus on
law enforcement or internal auditing responses to information infrastructure events. A major
challenge in responding to cybercrime and cyberterrorism attacks is identifying the source of the
problem. This requires forensic techniques that allow building a trail of legal evidence for future
investigation while respecting the privacy of third parties. These considerations require the abil-
ity to do fast and reliable upstream packet tracing, something that currently requires time-con-
suming and relatively slow operator intervention. Moreover, the fact that many internet links are
now operating in the multiple megabit and even gigabit per second range, archiving network traf-
fic for forensic analysis is a major technical challenge. Early work in this area is promising but
much development remains to be done.

Another fundamental challenge in responding to infrastructure failures and attacks is that the
very systems, namely the telecommunications networks, that responders will have to use to coor-
dinate a response are themselves part of the infrastructure and highly vulnerable to failures. Any
future infrastructure web architecture must provide for out-of-band and otherwise redundant
communication capability.

This can be accomplished through the use of multiple communication channels based on
different protocols implemented by different vendors so that a single vulnerability does not com-
promise the whole system. In this case, standardization is bad for survival and we need hetero-
geneous systems. Additional out-of-band communication capability can be achieved by radio and
satellite networking, which is currently being investigated on several fronts.



Figure 2-4: Out-of-band and redundant communications channels
[Figure: SEE ATTACHED FILE]

2.6 Recovery

In the law enforcement arena, recovery from an attack or other criminal activity related to
national infrastructure includes archiving non-reputable evidence without violating privacy laws
and standards. Complete analysis of the incident is required to learn from it and to archive its
characteristics in appropriate databases for future use in detection and training. Technical chal-
lenges here include training of first responders on the appropriate forensic techniques that accom-
plish these goals.

3. Architecture

The above section has discussed the various stages in the critical infrastructure protection
process and our vision for how those stages can be integrated. So now the question is: how do we
integrate and implement these stages and visions into a real monitoring and management system?
In this section we are going to discuss the architecture of the Infrastructure Web that we are imple-
menting and give a brief technical description of how the Infrastructure Web can be implement-
ed by using current computing and networking technologies.

In our proposal, the national infrastructure web networks are built up with four types of basic
distributed components: Directory service, Infrastructure server, Sensor web and Emergency
information search server. All these distributed components are organized and integrated
throughout the national wide networks with Sun s Jini system [7]. Jini is designed for deploying
and using services in a network and enables the construction of dynamic, flexible, and robust sys-
tems from independent distributed components. A framework of the infrastructure web architec-
ture is shown in Figure 3-1. With this kind of architecture, we believe that the infrastructure web
system can be exploited as a platform to implement our distributed infrastructure assurance
vision.

Figure 3-1: The architecture of the Infrastructure Web
[Figure: SEE ATTACHED FILE]



3.1 Infrastructure Server

In the infrastructure web system, one infrastructure network server represents one critical
infrastructure in the physical world and the server s IP address is the unique identification for the
infrastructure. Basically the infrastructure server will have a real time database, an XML-based
web, a simulation model and possible other services that are running on some ports with the serv-
ersIP.

The database acquires real time data from the sensor web or other sources such as some host-
based detection systems. These data consist of the infrastructure’s security status, internal states,
and so on. Some data will be displayed on the web real-time to show the infrastructure’s current
status, and some will be used in some simulations such as the threat assessment. Open Database
Connectivity (ODBC) and Java Database Connectivity (JDBC) will be investigated to make the
database access transparent.

By browsing the infrastructure’s XML-based web, clients can check some security statuses
and internal states of the infrastructure directly, F.g, the packet traffic throughput of an important
LAN infrastructure. The relationships between related infrastructures will be described by XML s
X-Link and X-Pointers [8]. A Resource Description Language (RDL) is created with XML DTDs
and then the infrastructure’s attributes can be well described in standard styles by RDL. Other web
technologies such as Java applet and JavaScript will also be used to describe the infrastructures.

An essential part of the infrastructure servers consists of suitable analytical and simulation
models of the infrastructures, together with a description of their behavior under dynamically
changing interconnections. Just as we need to wire the pins of chips in a PCB (printed circuit
board) design, by wiring infrastructure block’s input-output, large-scale discrete-event simula-
tions can be implemented for threat assessments. Moreover, like the PCB design tools, graphical
simulation construction environments will also be investigated. We believe that with some adap-
tive learning technologies such as Neuro-computing and Evolution computing [9] some better
planning, control, and coordinator strategies can be found in the simulations. These strategies and
policies will be very helpful in making these infrastructures cooperate efficiently once a disaster
or attack happens somewhere.

Some other services will also be implemented on the infrastructure server such as the host-
based intrusion detection and early warning system described in section 2. The infrastructure
server acts as a hosting platform for all these services.

3.2 Directory Service

Infrastructure web system has two-level directory services: local state level directory service
and national level directory service. All these directory services will be implemented with Jini s
lookup service. Infrastructures need to register themselves in the local Jini lookup services and all
these local lookup services need to register themselves in the national level Jini lookup services.



Infrastructure’s attributes are described in its registration, such as infrastructure’s category and
location, infrastructure servers IP and URL, proxy interface program for the database, and so on.
Jini s attribute mechanisms support both type-based and content-based search styles and make
searching for particular attributes simple, quick, and effective.

Jini system has five basic concepts: Discovery, Lookup, Leasing, Remote Events, and
Transactions. All of Jini s ability to support spontaneously created, self-healing communities of
distributed components is based on these concepts, and further, Java s Remote Method Invocation
(RMI) and Object serialization [10] techniques make the implementations of these concepts avail-
able. The infrastructure web system is organized and integrated with Jini system and it inherits
these concept advantage s from Jini. Fox example, with Jini s leasing concept, all infrastructures
need to sign a lease with the lookup service in the registrations. Once the leasing time expires, the
infrastructure will automatically be removed from the lookup service. In this way, Jini lookup
service has a self-healing ability for its directory management and clients will not get the outdat-
ed or non-existent infrastructures information. Moreover, with the remote events concept, the
relationship between related infrastructures can be better described. For example, infrastructure
#1 can tell its related infrastructure #2 what kind statuses of infrastructure #2 it cares about. Once
something happens to these statuses of infrastructure #2, just like a local event, infrastructure #1
will be automatically notified by the remote events from infrastructure #2. In this way, geo-
graphically distributed infrastructures can cooperate efficiently to detect, respond to and recover
from the possible intrusion and attack.

Based on these Jini s concepts, we believe that the infrastructure web can be easily imple-
mented to have the required characteristics that are proposed in section 1.

3.3 Sensor Web

The ability to monitor and detect stimuli or states of distributed infrastructures is another
essential part of our system. In the analysis and detection of DDoS attacks, an analyst or upstream
tracing system needs not only the packet log files from the local machines, but also those from
some remote routers or firewalls. So here our sensor web system is actually a large-scale
Distributed Smart Sensor Network (DSSN) that collects distributed sensor information both from
intelligent software sensors and smart hardware sensors. Just like the infrastructure, Sensor web
registers its sensors in the Directory Service and all these sensors can offer distributed data sens-
ing services. Examples of sensors include computer network monitors (based for example on
SNMP agents or packet analyzers), public health records, medical laboratory results, environ-
mental monitoring stations, financial market trend monitors, and so on. Human observations in
the form of natural language reports are also relevant to this stage.

The advances in measurement devices have reduced cost to the point that it is now viable to
develop large-scale distributed sensing systems. Meanwhile, the advances in processor technolo-
gy allow for relatively low-cost, low power, compact distributed processing integrated within
these sensor devices, commonly referred to as smart sensors. Intelligent or smart sensors capable



of parsing and filtering to leave only the necessary or desired information, allow for efficient use
of memory, precious wireless bandwidth, and battery power needed for the transfer of sensor
information.

Before sending the sensor information to the related infrastructures, sensor web system will
preprocess the data from the distributed sensors using methods such as data filtering, data fusion,
and data mining. More information about our distributed sensor web systems can be found in [11].

3.4 Emergency Information Search

Once some infrastructure fails or is attacked intentionally, there needs to be very quick
response to and recovery of the infrastructure’s damage. Some alternative infrastructures should
be adjusted to cover the damage, and the possible related infrastructure’s statuses should be
checked to help the coordinators make correct decisions. Unfortunately, until now there have been
no emergency information search and response systems of this kind available. Infrastructure web
has a national wide Jini directory service and all the critical infrastructures register themselves in
that directory service. We believe that the infrastructure web system can play the role of search-
ing and offering emergency information during all of the proposed protection processes.

Just like the 911 telephone emergency systems, the emergency information server should
have a special and well-known domain name and the emergency query forms should be well for-
matted. After clients submit the query, the HTTP server will transfer the query data to the CGI or
Java Servlet programs. These programs will process the query data and submit a formatted attrib-
utes template to the Jini lookup services. Then Jini systems will search the desired infrastructures
from its lookup services and return the possible infrastructure’s general information and URL. By
browsing the infrastructure’s XML-based web, clients can check the real time statuses and inter-
nal states of the interested infrastructures.

4. Summary

The information revolution has introduced computer and internet into every corner of our
society and today we are relying more and more on the computer-controlled systems. However,
computer-driven systems are vulnerable to intrusion and destruction. The recent DDoS attacks
against e-commerce companies have brought with them the big concern in how to cope with
cybercrime and cyberterrorism. Later, by attacking some critical information infrastructure sys-
tems, terrorists can easily cause a huge catastrophe to this nation. So how can we protect our
national critical infrastructures from the more active and dangerous cyberterrorism? In this paper,
we proposed six stages for the information infrastructure protection: intelligence gathering, analy-
sis, interdiction, detection, response and recovery, and our vision for how these stages can be inte-
grated. Meanwhile, some ingredients of these stages are also discussed. To realize the proposed
vision, the infrastructure web system is designed as a platform for decentralized monitoring and
managing critical national infrastructures.



Currently we are still investigating the possible technologies for the various stages and dis-
cussing how to integrate, coordinate, and manage these stages. Meanwhile, the infrastructure web
system and sensor web system are under development.
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Mobile Code: Emerging Cyberthreats and
Protection Techniques
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Abstract

The response to the future biological threats will be to create a national emergent response
network that will remotely operate robots and other countermeasure devices. A major concern in
any effort to respond to a biological terrorist attack is protecting the emergent response network
that will remotely operate these robots and devices. Protection is also necessary for financial,
communications, and utility computer networks against attacks intended to cripple the U.S. econ-
omy. Terrorist groups may want to bypass our strength our military to weaken our economy
through the private sector. Mobile code, which is originated from a remote, possibly untrusted
system, but executed on the local or another remote system, has become part of the modern infor-
mation infrastructure and is also a crucial component in the future intelligent and autonomous
robots. Developing newer and better authentication and encryption techniques are vital for pro-
tecting the emergent response network and these robots from cyberattacks.

Key words: Cyberattack, Mobile Code Security, Obfuscation, Digital Watermarking, Encryption,
Virus.

1. Roles of Mobile Code

Robots and other remotely controlled devices play a critical role both during the attack
and in the clean-up phase after the direct bio-attacks. In both cases, they face a hazardous and hos-
tile environment. While the survivability of the equipment in physical and chemical durability is
critical, the countermeasures for these devices against cyber-attack are even more critical because
they are networked and remotely controlled. For example, our robots may turn malicious if the
attackers intrude into the response network, take over their controls, and modify their behavior.

As more and more of the devices attached to networks have become programmable,
mobile code has become more and more important. Mobile code is code that is downloaded to a
device attached to a network in the course of an interaction between the device’s user and the net-
work (or another device attached to the network) and is then executed as part of the interaction.
Mobile code is ubiquitous in the Internet. Many Web pages include mobile code written in the
Javall or ActiveX programming languages. Mobile code is also used to implement features in
devices such as cellular telephones. When a user accesses one of these features on a cellular tele-
phone, mobile code for the feature is downloaded to the cellular telephone and then used in the
interactions that involve the feature. Jini“ from Sun Microsystems, Inc. is a promising technol-



ogy based on Java, providing simple mechanisms that enable various devices to plug together to
form a community. Each device provides services that other devices in the community may use.
These devices provide their own interfaces, which ensures reliability and compatibility.

When mobile code becomes an autonomous program and travels from host to host on a
network, it evolves into mobile agents. Compared to mobile code, mobile agents typically move
from host to host to accomplish specified missions autonomously and collaboratively.

2. Threats of Mobile Code

While mobile code is useful, it can be dangerous both to the device that receives the code
and to the system that provides the code for downloading. The danger to the receiving system is
that the code may not be what it appears to be. It may have been modified to include a virus or
an Internet worm that can damage the receiving system, or it may have been modified to return
different or additional data or even to return the data to a different location. This compromises
the security of the sending system because the code being executed is not the code that was sent,
and the resulting data returned by the receiving system may be altered or infected. To thwart such
attacks, the receiving system must be able to identify code that appears to come from the legiti-
mate system but has actually been modified to include a virus or to otherwise change the code’'s
behavior. Likewise, the sending system must ensure that the data received from the execution of
mobile code on the receiving system is coming from an execution of the original, unaltered code
that the sending system provided to the receiving system.

3. Authentication of Mobile Code

The inherent dangers of mobile code can be reduced by authenticating the code. One way
of doing thisis authentication with adigital certificate; the mobile code is digitally signed with a
digital certificate issued by atrusted party. However, authenticated mobile code is not necessari-
ly “trusted and safe”. There are three difficulties with this kind of authentication:

* It only guarantees that the mobile code has not been modified in its trip through the net-
work; it does not guarantee that the code was not modified prior to being sent.

* It cannot guarantee that the receiving system is actually executing the code that it received
from the sending system.

* |t does not provide authentication on the signed mobile code if the sending system or the
key of the sender is compromised.

Furthermore, it is expensive to deploy and maintain digital certificates based on PKI
(Public Key Infrastructure). At present, PKI is a common tool for business uses only, and it is

unlikely that it will be widely utilized by end-users in te near future.

Additional innovative authentication functions are needed for mobile code. One approach



is to apply digital fingerprinting to authenticate mobile code. Analogous to biometric authenti-
cation for access control, a digital fingerprint of mobile code is a unique authentication code that
is an integral and intrinsic part of the thing being authenticated. It is placed into the mobile code
during its development by using digital watermarking techniques.

The difficulty with applying standard digital watermarking techniques to mobile code is
that mobile code is executable code; that is, everythinginitisfunctional. Thereisthusno “noise”
to hide the watermark in and adding “noise” changes the behavior of the program. Techniques
have nevertheless been proposed for using watermarks to authenticate executable code. These
techniques have fallen into two broad classes: static watermarking and dynamic watermarking.
While the static watermark is embedded statically in the program’s object code and can be per-
ceived from the text of the code, the dynamic watermark is embedded dynamically in the execu-
tion states of a program and can be perceived from properties of the execution of the code. For
example, stack is one of the most important execution states of any mobile code. Figure 1 shows
a unique stack trace of a code execution.

Figure 1. Visual presentation of stack monitor extracted from traces of a Java application

[Figure: SEE ATTACHED FILE]

One way to apply watermarking to authentication is to make such static/dynamic water-
marks very “fragile” or “sensitive” to any modification of the watermarked code. In other words,
any modification will make the watermark undetectable or changed so that the integrity of the
code can be verified. Another more powerful approach isto embed a secure hash value or digital
signature of the mobile code into the code as a watermark. Such a hash value or digital signature
isaunique ID or fingerprint of the mobile code. Any modification on the mobile code resultsin
a different ID. Moreover, it might be more desirable to use the semantic information extracted
from the mobile code to produce such aunique ID. Thus, only changes that modify the semantic
information of the mobile code will make the authentication fail.



4. Obfuscation of Mobile Code

From the perspective of the owner of the intellectual property rights in a piece of mobile
code, the very mobility and portability of the code is a problem. In order to be useful across plat-
forms, the code must be downloaded to the user and executed on the various platforms. Using
tools such as decompilers, disassemblers or debuggers, the skilled user can learn a great deal
about the mobile code and can use what he or she learns to produce his or her own version of it.
Moreover, it allows hackers to easily explore the bugs and introduce virus into legitimate mobile
code.

A technique that has been widely used to make the study of programs generally, and
mobile programs in particular, more difficult is obfuscation. To obfuscate a program, one rewrites
it in a form that does not substantially affect the manner in which the program executes, but does
make the program more difficult to study. For example, most of the entities in a program have
names chosen by the programmer. Programmers generally choose the names with an eye to mak-
ing the program more understandable for human readers. For the systems that are used to gener-
ate executable code from the program or to execute the code, though, it makes no difference
whether a name is understandable. These systems require only that the name be used according
to the rules of the relevant programming language. Thus, one simple way of obfuscating a pro-
gram is to replace all of the names in the program with names that are legal in the programming
language but as meaningless as possible to a human being reading the program.

import java.util.Date; import java.util. Date;
) import java.util. Vector;
public class Person {
private String name; public class Person {
private Date dob; // data of birth private Vector v = new Vector();
public Person(String n, Date d) public Person(String n, Date d)
{ {
name = n; v.addElement(n);
dob =d; v.addElement(d);
} }
public void changeName(String newName) public void changeName(String newName)
{ {
name = newName; String s=(String)v.elementAt(0);
} s = newName;
} v.setElementAt(s, 0);
, }
Figure |
2. The origina code and obfuscated code (data
obfuscation)

There exist many advanced obfuscation techniques. For example, data obfuscation
changes the storage modes, encoding methods, aggregation, and/or ordering of data structures.
Control obfuscation may hide the real control flow behind irrelevant or never executed state-
ments, or change the reducible code to non-reducible. Figure 2 shows the original Java code and



the obfuscated Java code in which two data fields are hidden based on data obfuscation. Java from
Sun Microsystems, Inc. is one of the most widely used programming languages for mobile code.
In the following, we will take Java as an example of mobile code language.

Applying the name obfuscation again to the obfuscated code, we can obtain the following version
as shown in Figure 3.

import java.util.Date;
import java.util. Vector;

public class P {
private Vector v = new Vector();
public P(String n, Date d)
{
v.addElement(n);
v.addElement(d);

public void ¢(String n)

{
String s=(String)v.elementAt(0);
s=n;
v.setElementAt(s, 0);

Figure 3. Obfuscated code (data and name obfuscation)

5. Direct Execution of Encrypted Mobile Code

One of the most powerful methods is to obfuscate not only the application but also the
mobile code in system-provided libraries such as Java SDK (Software Development Kit) to
achieve complete obfuscation. Obfuscation of such externally defined constructs (classes, meth-
ods, statements, etc.) can be done by relating the externally defined construct to an obfuscation
for the construct that is used within the executable code. The relationship is defined in a portion
of the executable code, and at a minimum, the externally defined construct is encrypted in the por-
tion. When the executable code is executed, a key and cryptographic apparatus are used to relate
the encrypted construct to its original definitions. This can be done by using a decryption key to
decrypt the encrypted construct and then relating the decrypted construct to the external defini-
tion. It can also be done by using an encryption key to encrypt the original externally defined
construct and applying that second encrypted construct to the first encrypted construct in the pro-
gram, thereby relating the external definition to the obfuscation.



public class P {
private V v = new V();
public P(S n, D d) // constructor
{
v.a(n);
v.a(d);

public void ¢(S n)

{
S s = (S)v.b(0);
s=n;
v.c(s, 0);

Figure 4. Complete obfuscation

As shown in Figure 3, the Java system class names String, Date, and Vector are not obfus-
cated. In Figure 4, the system names (key words) String, Date, and Vector are replaced with S, D,
and V, and the three system methods Vector: addElement, elementAt and setElementAt are
replaced with a, b, and c.

As an extreme case of the complete obfuscation, the mobile code can be cryptographical-
ly encrypted. In this case, every component of the mobile code, including operation codes and
definitions, whether internal to the code or external to the code, is encrypted. The technique of
encrypting the original constructs and then matching them with the encrypted code can even be
used to execute encrypted mobile code without decrypting it. When this technique is used with
completely encrypted executable code, the encryption may make traditional obfuscation unnec-
essary.

6. Conclusions

Mobile code has become part of the modern information infrastructure due to its mobili-
ty and portability. At the same time, it has also become the first choice of attack tools for hack-
ers. The recent most widely spread viruses, such as LoveBug, are examples how hackers can take
advantage of mobile code features. These examples also show the lack of security for mobile
code. Even worse, much more sophisticated and harmful malicious code will keep appearing in
the future, based on the security weakness of mobile code.

Mobile code is also a crucial component in the future intelligent and autonomous robots
that are designed for both active and passive defense against biological attacks. Robots can be dis-
patched for rapidly identifying biological agents with instant analysis and communications capa-
bilities. Equipped with self-configuration and mobile code, robots may further intercept the deliv-
ery system and destroy the enemy biological facilities. For the passive defense, aimed at mini-



mizing casualties after the attack, various robots can be designed for on-site treatment, telemedi-
cine, and decontamination. However, to ensure that the robots’ missions are completed as intend-
ed, methods for securing the mobile code that directs them must be protected from malicious
attacks. Developing newer and better authentication and encryption techniques is vital for pro-
tecting these robots from cyberattacks that may compromise their missions.



Digital Medical Information
and Relevant Security Issues

Bill Reinsch

The technological revolution of the information age is fundamentally affecting the econ-
omy of the United States. Industries are being streamlined and wasteful business practices elim-
inated in the quest for increased productivity. The medical industry, and its strife with ineffi-
ciencies, is a prime candidate for reform. It is the largest vertical market in the United States with
costs of about a trillion dollars per year. Annually there are 4 million babies delivered, 762 mil-
lion physician visits, and 539 million hospital days!. For the most part, it is marvelously effec-
tive, and even generates a trade surplus for the country. However, healthcare consumers still suf-
fer hour-long waits, uncommunicative providers, confusing and fragmented sources of care,
inconvenient locations, and skyrocketing costs.

New technologies, and in particular the Internet, have the potential to automate workflows
and bring together the many different industry players, including physicians, patients, labs, insur-
ance companies, and pharmacies. There exists, realistically, the promise of a system that can
deliver customer-focused, convenient, courteous, reasonably priced, informative, and easy-to-use
products and services.

Embracing new technology, however, brings with it certain risks. This paper addresses
the inherent dangers of a digital healthcare system with an emphasis on computer security and
data integrity. For the purposes of this study, I will not distinguish between computer systems
(boxes with processors and memory) and information technology systems (closely coupled net-
works of computer systems). Technology has progressed to the point where the lines between
software applications and operating systems, computers and networks, servers and browsers are
blurred and such dichotomy would be futile.

Security

Security, generally speaking, is about the protection of assets. While a comprehensive
information security strategy would have to include risk analyses, that is beyond the scope of this
paper and I will assume that relevant data includes all mission critical information. A classifica

1 Regina Herzlinger, Market-Driven Healthcare (Massachusetts: Perseus Books, 1997) xxiv.



tion of protective measures, then, would have to include the following:

* Prevention: measures that prevent your assets from being damaged.

* Detection: measures that allow you to detect when an asset has been damaged, how it
has been damaged, and who has caused the damage.

* Reaction: measures that allow you to recover your assets, or to recover from damage
to your assets.

Regardless of whether they are online or how sophisticated their business practices may
be, medical professionals and those in the industry still have to deal with "real-world" issues of
security and the protection of confidential information. Of most concern would be the loss or
inadvertent disclosure of any files and data that would infringe upon healthcare consumers pri-
vacy: medical records describing conditions, records listing medications, lab results, and insur-
ance information.

Computer Security
Computer security issues, in addition to the above, emphasize data integrity. The three
most common ways in which information can be compromised include the following:

* Confidentiality: prevention of unauthorized disclosure of information.
* Integrity: prevention of unauthorized modification of information.
* Availability: prevention of unauthorized withholding of information or resources.

The above definitions are general and, in academic circles, precise definitions are still
open to debate. Furthermore, it can be argued that the list is incomplete, and that authenticity
(legitimacy of information) and accountability (actions affecting security can be traced) should be
included as well. As a broad statement, one could say that computer security deals with the pre-
vention and detection of unauthorized actions by users of a computer system.

Over time, as the number of users in the healthcare industry has increased, the require-
ments of computer s have evolved accordingly. Thus, a fundamental dilemma for the architects
of computer security systems has arisen  security-unaware users have specific requirements,
but usually no security expertise. This is an important consideration when designing a security

system.

Additionally, there are other operational cost considerations as well. Security mechanisms
require additional computer resources. There is also the cost from the inherent trade-off between
ease-of-use and engineering. Security potentially interferes with the working patterns users are



accustomed to. Productivity is decreased by clumsy or inappropriate security design and restric-
tions. Effort must also be spent on managing security. While security is a cost that must be jus-
tified, it is a generally considered a worthwhile expense in the medical industry.

Principles of Computer Security

There are certain principles of computer security fundamental to the design of a reliable
system. These design parameters focus on two areas illustrated by the diagram below. The first
dimension is security policy, represented by the horizontal axis, and the second is the layer of the
computer system in which a protection mechanism is implemented, represented by the vertical
axis?.

There are five important design decisions to be made when implementing a security sys-
tem. The first deals with integrity and compliance with a pre-determined set of rules. These rules
can cover the format and content of data items, operations that may be performed on a data item,
and users who are allowed to access a data item. Thus, the first design decision, at the most basic
level, is the following:

* 1st design decision: Should the protection mechanism in a computer system focus on
data, operations, or users?

2 Dieter Golmann, Computer Security (England: John Wiley & Sons Ltd, 1999) 12.

The following figure represents a simple layered model of an IT system3:
[Figure: SEE ATTACHED FILE]



The layers are broken into five main sections. Users run application programs that have
been tailored to meet specific needs. Application programs, in turn, may make use of the servic-
es provided by a general purpose software package like a database management system. Running
underneath of software packages is the operating system(OS), which performs file and memory
management and controls access to resources like printers and I/O devices. A kernel is a piece of
the OS that mediates every access to the processor and to memory. Hardware includes the phys-
ical devices such as processors and memory that manipulate data held in the computer system.
Security controls can be placed in any of these layers, leading us to the next design
decision:

* 2nd design decision: In which layer of an IT system should a security mechanism be

placed?

Security mechanisms will often be placed at every layer of the system. Mechanisms at the
top layer tend to emphasize the user while those closer to the bottom layer are more
computer-oriented.

The next design decision deals with complexity:

* 3rd design decision: Is the preference for simplicity and assurance or a feature-rich

system?

When designing a system, there exists a correlation between the complexity of a system
and the level of security. Simple, generic mechanisms won t match specific protection require-
ments, while a feature-rich security environment will require the users to be experts. The more
assurance one wants, the simpler the system will have to be. Given the end users in a medical
setting and their relative lack of IT knowledge, this is an important consideration.

3 Dieter Golmann, Computer Security (England: John Wiley & Sons Ltd, 1999) 13.

Defining and enforcing security controls is another thing to consider:

* 4th design decision: Should a central entity, or individual components of a system, be

charged with defining and enforcing security?

If there is one central entity or individual charged with managing security, it is easier to
achieve uniformity across the entire system. However, a central entity may ultimately end up
affecting performance. A distributed solution may be more efficient, although more effort will be
needed to ensure that the different components reflect a consistent policy.

The final design decision also deals with the layers of an IT system:

* 5th design decision: How can one prevent an attacker from gaining access to a layer



below the protection mechanism?

Every security system has a defined boundary or security perimeter. This perimeter
divides the integral components of a security solution. The parts on the outside can malfunction
without compromising the security mechanism, while those that are critical to the system and can
be used to disable the protection mechanism, lie on the inside. For example, if a hacker gains sys-
tem privileges in the operating system, he will usually be able to modify programs or files con-
taining control data for security mechanisms in the services and applications layers.

Identification and Authentication

Identification and authentication are two critical components of any security mechanism
that requires user access, and thus warrant some discussion. The user needs to be authenticated
because he or she is a parameter in access control decisions. The user s identity is also vital infor-
mation when creating an audit trail of security relevant events.

When a user sits down at a computer to access a closed, secure system, he or she is usu-
ally asked to enter a user name followed by a password. The first step in the process is identifi-
cation, or announcing who you are, and the second is authentication, or the process of verifying
a claimed identity. Once the user name and password are entered, the computer will compare the
input against the entries stored in a password file. A valid user name and corresponding password
will lead to a successful login.

Currently, most computer systems use identification and authentication (user name and
password) as a first line of security defense. It is a mechanism widely accepted and fairly easy
to implement. However, obtaining an unauthorized password is also one of the most common
ways of hacking into a computer system. There are three ways one could go about doing this:

* password guessing;

* password spoofing;

* compromising the password file.

With password guessing, attackers will follow two guessing strategies. The first is a brute
force exhaustive search where the attacker will try all possible combinations of valid characters
and symbols up to a certain length. The second method is an intelligent search where the attack-
er will try passwords associated with a user, such as a name, names of friends, phone numbers, or
just passwords that are popular. The attacker may try a dictionary attack, which is an attack using
all the passwords from an online dictionary.

From a user s standpoint, a number of preventative measures can be taken.
* Set a password: this may seem obvious, but if users forget to set a password for their



account, the attacker is spared the trouble of guessing the password entirely.

* Change default passwords: when a user account is created by the system, the user is
often-times assigned a default password. The assigned passwords are usually easier to
guess because they may be linked to the user s identity, such as a social security number.
* Password length: exhaustive searches are less effective the longer the password, so a
minimal password length should be implemented.

* Password format: mixing upper and lower case characters along with numerical and
non-alphabetical symbols makes it more difficult to guess a password.

* Avoid obvious passwords: using popular passwords found in online dictionaries only
makes it easier for an attacker to gain entry.

Additionally, there are some measures that can be taken on the security system side.

* Password checkers: a system manager can use tools that imitate an attack and deter
many weak passwords.

* Password generation: some systems generate a difficult to guess password for the user.
* Password ageing: by setting an expiration date, users are forced to create new pass
words. This is effective provided users don t always rely on a favorite, trusted password.
* Limit login attempts: the system can monitor unsuccessful login attempts and log the
user out completely or for a certain period of time to prevent or discourage further login
attempts.

* Inform user: after login, the system can display the time of the last login and the
number of failed login attempts to warn the user about attempted attacks.

There is an additional problem with the identification and authorization method, and that
is that it is a unilateral procedure. In other words, there is no guarantee that the only party receiv-
ing the entered information is the computer system. This leads to the second way in which a pass-
word can be compromised and is referred to as a spoofing attack. In this kind of attack, a pro-
gram is run presenting a fake login screen on a terminal or workstation. An unsuspecting user
comes to the terminal and unsuccessfully tries to login. The false screen queries the user for his
name and password, which are then recorded and stored by the attacker. The spoofing program
terminates once it has the information, usually by presenting a fake error message. Control is
returned to the operating system which now prompts the user for a genuine login and the user is
successful the second time around, unaware that the password has even been compromised. The
best precautionary methods to take against spoofing attacks are to:

* Display the number of failed logins: if there has been a failed login attempt since the

last session, but it was recorded, the user could suspect a spoof attack.

* Trusted path: ensure that the user only communicates with the OS and not a spoofing

program. This can be done by enacting a secure attention sequence such as

CTRL+ALT+DEL+ for the Windows NT operating system.



* Mutual authentication: this just means that the system would somehow have to
authenticate itself to the user.

The third way in which password security can be compromised is the actual modification
of the password file on the system. To verify a user s identity, the system compares the user s
login to his stored password in the file. A security system should take the extra precaution of
implementing cryptographic protection of the file, strict access control enforced by the OS, or a
combination of the two.

One last method of fortifying the identification and authentication password procedure is
by having multiple logins to different information. Most computer security systems only require
a single password. Once it is entered, the user has access to all the information available in a
given system. However, forcing a user to remember five different passwords substantially
decreases the usability and efficiency of a system. Rather than using passwords, though, a sys-
tem might authenticate a user based on something the user knows, something the user holds, what
the user does, or where the user is. In certain professions within the financial industry in which
the user is accessing sensitive information, in addition to a user login and password, the user is
given a smart ID card. The card is the size of a credit card and has an LCD display that cycles a
string of numbers. Each card is unique to a particular user and the numbers cycling in the card s
display are synchronized with the numbers in the system, thus allowing entry given a correct
login. This provides an additional layer of security. However, it is unlikely the medical industry
has the kind of resources necessary to implement such a strategy, nor would it be necessary.
Access to one s medical records is hardly on par with the ability to buy and sell millions of dol-
lars worth of securities without authorization.

How Things Go Wrong

Fortunately, there has have not been well-publicized incidents of security gaffes when it
comes to digital medical records. Most of the time when something goes wrong the media picks
up on it, but in this case the news has been conspicuously absent. When things do go wrong,
however, they can usually be traced back to three things:

* Change;

e Complacency;

* Convenience.

While implementing a complex security system is challenging, more often than not the
bugs in the OS or software that allow for penetration are simple programming errors. In many
cases attackers exploit well-known security weaknesses in an automated and efficient manner in
ways that don t require ingenuity or superior technical knowledge. Following are more detailed



explainations of the major sources of security problems:
* Change in environment
Change is arguably most responsible for security flaws. A system might be perfectly ade
quate until modifications are made, even if they are as minor as software or operating sys
tem updates. The interaction of software, especially what is not apparently visible or what
is undocumented, creates a problem for security administrators even if they are aware of
the changes implemented.
* Bound and syntax checking
Commands that do not check the size or syntax of their arguments are a frequent source
of security problems. By overrunning an input buffer, an attacker with detailed system
knowledge can overwrite memory locations holding security-relevant data.
* Convenient but dangerous design features
The more features available the more likely a system is buggy. Features range from ease
of installation, ease of use, and backward compatibility with legacy systems.
* Escapes from controlled invocation
Controlled invocation is a process by which a system only performs a predefined set of
operations in supervisor mode before returning control back to the user in user mode. This
would happen if the user, for instance, wanted to write to a memory location. An error in
such a procedure would allow the attacker to ignore the return code and write to the
authorization file, which should have been closed by the system.
* Bypass at a lower layer
Logical access control validates users and processes to logical system objects. If an
attacker can insert code below logical access control, the security mechanism can be
bypassed.
* Flaws in protocol implementations
Programming errors in implementation, while undetected by the programmer, are a source
of security holes.

Computer Viruses

Computer viruses have been well documented in the popular press because the direct and
visible effects are readily observable. While certainly a security threat, some experts will say that
they receive too much attention and are only part of a much wider problem. Viruses first became
more of a threat in the business community when PCs gained widespread use in place of main-
frames controlled by a central IT department. A computer virus can be defined as a piece of self-
replicating code attached to some other piece of code with a payload, ranging from the non-exis-
tent or harmless (like displaying a message), or the harmful (like deleting and corrupting files).
The virus infects a program by inserting itself into the program code. There are a few different



types of viruses: a Trojan horse is a program with hidden side-effects that are not specified in the
program documentation and are not intended by the user executing the program. A transient virus
is only active when the program it has infected is running. A resident virus establishes itself in
memory when the program it has infected is running; it can become active even after the program
it was attached to has terminated by linking itself into other programs. A logical bomb is a pro-
gram that is executed only when a specific trigger condition is met. And last, a worm is a repli-
cating but not infecting program. Furthermore, a virus can be classified by its point of exploita-
tion.

* Bootstrap virus

A bootstrap virus enters a system on an infected storage medium such as a floppy disk.

* Parasitic virus

A parasitic virus is attached to an executable program and infects other programs. This

kind of virus commonly appends itself to the infected program and inserts s jump to the

viral code at the beginning of the program. At the end of the virus there is a jump back to

the start of the program.

* Companion virus

A companion virus, in DOS, exploits the default system searchpath by naming itself after

another file while changing the extension, for example, from an .exe to a .com so that the

virus application is launched unknowingly.

* Macro virus

A macro virus can attach itself to a spreadsheet or data file. These can be particularly

damaging because they may bypass integrity protection mechanisms targeting normal exe

cutables such as the OS or programs. The virus is written in a high-level language so it is

more platform independent. And lastly, text documents are widely exchanged by email,

and ideal medium by which a virus can spread.

Commercial virus-protection software is widely available and serves as a more than ade-
quate security measure as long as the virus definitions are updated. Any defensive strategy or
software must encompass the processes of prevention, detection, and reaction.

World Wide Web Security
In a nutshell, the Internet and the World Wide Web have changed the nature of distributed
computing. While the Web has not created fundamentally new security problems, it has changed
the context in which security has to be enforced. The following key observations can be made:
* Programs and data are essentially indistinguishable. Content providers embed
executable content (applets) in documents to create interactive web pages that can process
user input.
* Computation is moved to the client. Clients now need protection from content



providers.

* Mobile code moves from machine to machine collecting information or searching for

computing resources. Clients need protection from mobile code; and mobile code may

need protection from the machine it is running on.

» Users must now become system administrators and policy makers.

To access the World Wide Web, a client needs a web browser, a simple program that
presents the user with a graphical user interface and includes the necessary protocols to
connect to the web. The browser:

* [s the interface for viewing web pages;

* [Is a service layer for applications;

* Includes protocols for communication with web servers;

* Manages security relevant information for the client.

The main components of the web security model are the client, the client s browser, and

the web server. Browsers essentially become part of the computing platform once they

are connected to the Internet.

* The browser handles the client s web traffic. To ensure the smooth transfer of content

between client and server, the browser provides information about the user and the user s

computing environment to the server. One important consideration is privacy protection

because the server is in a position to build up a database about its clients.

* Browsers manage the default settings and preferences for client environments. These

include security preferences.

* The browser is entrusted with the client s private keys when performing tasks related to

encryption for the client.

e Overall, browsers assume more functions originally designated for the operating sys

tem. In the process, browsers have taken on security-relevant tasks such as user authen

tication, either to control access to the browser itself or to control access to certain web
pages.

In order to fully utilize the power of web technology, users must be willing to accept
executable content (applets) from web sites they visit. To ensure security, they must be able to
control the actions of applets in a somewhat demanding environment:

» Users won t have a prior relationship or trust with the source of an applet.

* Few users are willing to decide personally on each access request made by an applet

because it would be a hindrance.

* The clients OS cannot be expected to offer any protection.

Platform independent applets are written in Java, a versatile language designed by Sun
Microsystems. Security considerations were part of the design decisions made:

* The language itself should make it more difficult for programs to create damage.

* The execution environment provides mechanisms for access control.



* The security policies enforced by the execution environment must be set correctly and
in place.

As a result applets are run in a secure fashion:
* Applets do not get access to the user s file system.
* Applets cannot obtain information about the user s name, e-mail address, or other
personal information.
* Applets may make outward connections only back to the server from which they came.
» Applets cannot reconfigure the system.

Conclusion

Designers of information technology systems for the medical industry must still consider
general computer security issues such as those mentioned above. When evaluating the overall
structure of a system, important considerations are functionality (the features of a system), effec-
tiveness (are the mechanisms appropriate?), and assurance (thoroughness of the mechanisms).

Thus far, media attention given to the healthcare industry in the information age has been
mostly limited to privacy issues. Part of the reason for this is that the industry has been slow to
utilize modern technologies — the paperless office is still a pipe dream, albeit a more realistic one.
However, as physicians, patients, and other players find themselves more interconnected, they

will need to give to give more attention to security issues.
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Emerging Technologies for Response
to Weapons of Mass Destruction
Joseph Rosen, MD

The major focus of this report is to identify emerging technologies that can be used to
respond to terrorist threats. We are particularly interested in emerging technology that can be used
for education, training, simulation, and predicting the outcomes of our operational plans. From
our initial meeting in July our goal was to produce a number of recommendations. We further
refined these recommendations in a September meeting. Following that, in a series of meetings
in October and November, we further refined these recommendations through meetings with
operators, policy makers, and technologists.

We took a paper by David Franz and expanded it with input from a small ad hoc group in
our September meeting. Included in our list of recommendation are: (1) Technology base:
research and development; (2) Intelligence and surveillance; (3) Forensics; (4) Proactive deter-
rence; (5) Medical countermeasures; (6) Physical countermeasures; (7) Public Health infrastruc-
ture; (8) Interagency collaboration; (9) Education; (10) Complementary programs; (11)
International cooperation; and (12) New technologies. Our white paper in this section goes into
each of these areas in more depth. White papers in our edited volume and references that we cite
also go into each of these areas in more depth.

However, our overarching recommendation is to use virtual reality and advanced simula-
tors to create a comprehensive system for counterterrorism. This would be enabled through the
creation of a large-scale virtual reality simulation environment as a national center that would
integrate our policies, operational plans, emerging threats, and responses within a single frame-
work. The center would exist in cyberspace and have multiple sites throughout the country that
could interact on a frequent and on-going basis.

It would take advantage of emerging technology over the past decade that has allowed
both the civilian and defense communities to simulate and train for difficult and unusual tasks.
The simulation center concept is built upon emerging technologies that have been developed over
the past ten years in both the civilian and defense communities (see NAS report on virtual reali-
ty 1995, and Nasal Studies Board report 1997 that covered the timeline between 2000 and 2035
and the DMSO web site).

Information technologies combined with virtual reality can be used to create an environ-
ment that will allow us to test out our concepts in counterterrorism. In particular, it will allow us
to connect our policy and strategy to our operational plans, providing rapid proof by concept
analyses of emerging technologies, and demonstrating the role they can play in our antiterrorist
efforts. Emerging technologies for responses can be introduced into our simulated worlds to test
if they can affect significant improvements in our operation plans.



Simulators have been designed and implemented for small engagements and large-scale
event training. Simulators that have been developed to train small engagements of individuals in
difficult tasks have been used for flight simulation, urban warfare, and medical response teams.
The medical training of first responders in a bioweapons attack could be crucial to the success of
providing vaccines and antibiotic treatments when indicated.

Large-scale simulators have been used to model entire battles involving large numbers on
manned vehicles for the Gulf War (73 easting/DMSO), by the army, air force, marines, and navy.
Their time scales can be real time, or can be altered to allow high levels interactions. A large-scale
simulator has not yet been used for simulating mass casualty events for the Department of Justice.

In these simulators, virtual humans are used to simulate casualties, terrorists, and first
responders. Their simulators can act according to some predetermined script, or they can be oper-
ated or controlled by people assigned to manipulate them for the training session. Some of the
virtual humans have been developed to accurately simulate the effect of conventional weapons
injuries. For example, they could predict the effect of a gun-shot wound to the leg — the ability
of the wounded individual to survive and walk, and how best to repair or stabilize the injury.

Simulators can be used in the actual performance of the task. A simple example of this is
in remote operations or tele-operations. In tele-operations, simulators can first be used to prac-
tice a task. They then can be used in the performance of the task. In the first case the environment
is completely modeled. In the tele-operated case the model can be super-imposed on the actual
physical reality. This is often referred to as augmented reality or datafusion. It is used in neuro-
surgery and is also used in special military exercises. It allows soldiers or surgeons to seamless-
ly transfer their training from a practice case to the real case.

When operators, such as first responders, are being assisted by virtual mentors that appear
within their environment, it is called tele-presence. The experts are located at a distant remote safe
site and can supervise and advise the actions of first responders who have less knowledge. This
is used now in both civilian medical applications and in military applications. When the expert
controls a robot, it is called tele-robotics and requires significant bandwidth between the remote
site and the site where the robot is providing assistance. At the present time, remotely controlled
robots are being used by the justice department for the de-fusing of bombs and in special cases of
hostage rescue.

These technologies were first developed for applications to the management of hazardous
materials using tele-operations. They have more recently been greatly advanced for telesurgery.
These new systems have realistic 3D vision, 3D sound, and sensitive force feedback touch and
manipulation interfaces. They are being used more and more in surgery in remote operations.
These systems can be used for training, performance of surgery and, in special cases, have been
adapted to allow the prediction of outcomes. These performance machines can allow the surgeon
to predict what the effect of a specific maneuver would have on the outcome of the patient. The



earliest of these systems was developed in the 1990s. It is based on a physical model of the organ
or structure being operated on and measures the effect of a set of events on the outcome to the
human body. They can also be used to predict the effect of ballistic weapons on the human body.

We recommend the use of virtual reality simulators to bring together the three parts of the
counterterrorism system the policy makers, the operators, and the technologists. We then pro-
pose that multiple scenarios be tested within these simulation environments to determine the
strengths and weaknesses of our operational plans. For example, the template system for a
response to a bioweapons attack that is proposed by Dr. Hutchinson could be tested extensively
in this system to determine how it could be employed and adapted to different cities. We can see
what the effects of specific emerging technologies would be on our response to specific emerg-
ing threats. For bioweapons and mass medical casualties we present this simulation system in the
white paper entitled MEDNET. With respect to an augmented reality system we present this sys-
tem in the white paper CYBERCARE. We also included a paper describing an extreme infor-
mation infrastructure (Bobby Hartway), and a a paper describing cybercare robots (Neil Fisher).
These are all possible physical and information technologies that could be used to respond to a
large scale strategic terrorist attack and could be tested within an advanced simulation environ-
ment.



Global Strategy to Prevent Biological Terrorism

Hon. Michael Moodie, Dr. Andrew Schmookler and Dr. Richard Hutchinson

Aims. This project will bring together some of the best minds from around the world, and from
a diversity of areas of expertise, to formulate a comprehensive global strategy to help prevent bio-
logical terrorism. The impetus for the project derives from the realization that, as Secretary of
Defense Cohen has said, A lone terrorist could hold a city s population hostage with the threat
of a biological weapon and unravel the very fabric of our culture - our sense of being safe with-
in our borders (Cohen in Lederberg, 1999, p. xii). The international team will be led through a
proven deliberative process to focus on three dimensions of the challenge of prevention: 1) how
to reduce the opportunity for terrorists to strike their desired targets, 2) how to keep the terrorists
from achieving the means to deploy biological weapons, and 3) how to reduce the motivation of
potential terrorists to inflict on world cities the pain and destruction that a biological attack would
entail. With respect to each of those goals, priority will be given to identifying those measures
that are most feasible, most cost-effective, and most promising of significant impact. Thus, the
resulting strategy will encompass an integrated vision to prevent biological terrorism and will also
identify practical means to achieve that vision.

The project will produce, as its ultimate fruit, a report intended for publication and wide-
spread dissemination with the goal of mobilizing world opinion in those ways that will support
efforts to prevent biological terrorism. Further, this report will provide for U.S. officials insights
and policy options to assist them in their efforts to prevent biological terrorism.

Background and Significance. Previous analytic study has indicated that it could be possible
for cities to respond effectively to biological attacks if they have an integrated, preplanned
response capability, if the medical communities agree to change their methods of operation dur-
ing a biological terrorist incident and to function under centralized direction, and if communities
plan for the rapid application of regional, State and Federal assistance during a biological inci-
dent (Hutchinson and Mughal, 1998, pp. 13-15). That analysis suggested that cities prepared to
respond effectively to biological attacks could potentially reduce suffering and death by approx-
imately 50%.

However, despite any conceivable improvements in response-capability that might be
achieved, even the lowered level of death, suffering and economic loss would remain wholly
unacceptable to any humane society. For example, an attack on a subway system with anthrax
spores might kill 100,000 people, or perhaps even more. Although the continuous medical sur-
veillance and rapid administration of medication might reduce the number of deaths to 50,000 and
reduce the economic impact, in terms of lost future earnings, from $100 billion to $50 billion -
the moral impact upon our nation of such an attack would be incalculable (future earnings esti-
mates derived from Kaufmann 1997, pp. 83-94).



Thus, while preparations for effective response are clearly needed, they are not sufficient.
Prevention of biological terrorism is essential.

The U.S. law enforcement agencies are enhancing their ability to detect, interdict and
prosecute biological terrorists. The U.S. Counterproliferation Initiative and other efforts to devel-
op arms control regimes focus on external threats. These initiatives - in addition to improving
response preparations - might also be helpful in deterring biological terrorism. But the effective-
ness of all such preventive measures is likely to be limited because of the power, the ease of deliv-
ery, and the delayed effects of biological weapons.

The problem may be depicted as a relationship between, on the one hand, U.S. direct pre-
vention, the sum of deterrence, detection, interdiction, response and prosecution, and, on the other
hand, the motivation, means and opportunity of terrorists. As Figure 1 suggests, how things tip
depends on the location of the fulcrum, which might be understood as being located according
to the balance of the advantages and disadvantages impinging upon the two contending sides. For
example, the fulcrum could be moved to the left, favoring the terrorists, by such factors as the
diversity of biological agents and of the forms they might take, and the ability of the terrorist to
choose the time and place of his attack. Also threatening to give the advantage to the terrorist
from the other side of the fulcrum could be such potentially disadvantageous factors as the cost
to the defending society of making response preparations and the diminishing-return limits on
what can be practically achieved.

Figure 1. Balance between direct prevention and terrorist intent and capability.

[Figure: SEE ATTACHED FILE]

The limitations of a strictly American approach to direct prevention can be partially
reduced by taking a more global approach to the threat of biological terrorism. By matching the
global nature of the problem, the global approach can favorably affect both sides of the balance,
both reducing the motivation, means and opportunity of the terrorists through indirect approach-
es, and expanding the effectiveness of direct prevention measures throughout the world. A unique
aspect of this project is its dedication to exploring both the immediate and technical task of direct-
ly preventing biological attacks and the longer-term more indirect tasks of reducing the potential
sources of hostility, resentment and alienation that might motivate such attacks.

Another reason for global efforts is the way that terrorist incidents elsewhere in theworld
could impact American society. Consider that a serious biological terrorism attack on London,
Paris, or Tokyo would affect the international economy and, in turn, the U.S. economy. Further,



it would affect U.S. moral and sense of security. Witness our response to the sarin gas attack in
Tokyo that triggered the Nunn-Lugar-Domenici domestic preparedness program.

Additionally, should biological terrorism come to pass on a significant scale, global order
would likely be altered. For example, nuclear warfare has made it impossible, in practical terms,
for the strong to wage war on the strong, because of what was called, in the cold war, mutual
assured destruction. Likewise, biological warfare, which may make even the mightiest nations
vulnerable to unacceptable damage from even minor world actors, may make it impossible,
through a similar kind of deterrence, for the strong to wage war on the weak. In view of such
potential epochal world changes, it is of vital importance that the various possible scenarios
involving the future of biological terrorism be considered in advance and, where possible, steps
be taken to influence which of those scenarios becomes the reality.

Preliminary Studies. The present project builds upon prior work that 1) developed a methodol-
ogy for coordinating the insights of a diverse group of people and 2) explored the benefits and
limitations of response-preparation programs for coping with biological attacks after the fact.

The methodology by which this project will elicit the knowledge and insights of the peo-
ple consulted, and will integrate these ideas into a global strategy to prevent biological terrorism
was developed by one of the directors of this project and was previously used by him and his col-
leagues in the conduct of earlier projects of a complex nature, also involving weapons of mass
destruction. This methodology was first devised, in support of U.S. negotiators for the chemical
weapons convention, to develop a system of verification measures for that treaty. The methodol-
ogy consists of a way to focus a group of minds directly on the problem of interest and to pro-
ceed through a sequence of concept formulation, component testing and system testing in a man-
ner analogous to the scientific method. It is our experience that this rigorous approach is unique-
ly suited to address in a meaningful way extremely complex problems such as that of how to pre-
vent biological terrorism.

Under the Nunn-Lugar-Domenici Domestic Preparedness Program, the assessment of
response options and the development of an integrated city response strategy for acts of biologi-
cal terrorism produced an understanding of what can and can not be accomplished through
response preparations. These findings are important to the present effort because the relative
costs and benefits of the preventive measures arrived at through the present study will be com-
pared to those of the earlier-developed biological response strategies in order to identify more
clearly which of the various possible approaches to preventing or mitigating biological terrorism
are most cost effective. A summary of this work, which also utilized the methodology discussed
above, is available on the Web (Hutchinson and Mughal, 1998).

Experimental Design and Methods. The assessment process will be accomplished by focusing
an international team on devising a set of preventive measures to reduce terrorists opportunity,
means and motivation to conduct biological terrorism. The team will define each preventive
measure in sufficient detail to allow for a comparative evaluation of its likely feasibility, effec-
tiveness, and cost to implement and sustain. The preventive measures with higher feasibility and
effectiveness in relation to their cost will then be selected for integration into a comprehensive



strategy. The resulting global strategy - the ultimate purpose of the effort - will embody a bal-
anced set of cost-effective preventive measures.

A key early step in the process will be the identification and recruitment of an interna-
tional team of multi-disciplined, knowledgeable personnel to help in the formulation of a strate-
gy to prevent biological terrorism. To assure consideration of a broad array of preventive meas-
ures, the international team will be assembled into six working groups corresponding to six
dimensions of the biological terrorism problem. These dimensions, as well as illustrative exam-
ples of the types of preventive measures that each group will consider, are listed below.

1. BW experts working group.
* Identify ways to change attitudes overseas so that biological terrorism is taken
seriously and information on response planning is more widely shared.

2. Public health working group.
* Identify ways to integrate biological response preparations in cities around world,
to improve\worldwide surveillance, and to foster more rapid epidemiological
investigations.

3. Intelligence, law enforcement and information working group.
* Identify ways to block the access of radical groups or regimes to biological
warfare expertise, such as that of former soviet scientists.

4. Arms control and international law working group.
* Identify ways to reinforce global norm against biological weapons as abhorrent to
civilization, and to strengthen international law by making biological terrorism a
crime against humanity, including provisions for individual accountability and
punishment.

5. Conflict resolution working group.
* Identify ways to develop and strengthen various approaches to reducing chronic
hostilities across social divisions (e.g. along ethnic or religious lines) and to deal
more effectively with tyrannical leaders and rogue states.

6. Conlflict avoidance working group.
* Identify ways to avoid or reduce the clash of civilizations, i.e. of the eruption of
fundamental antagonisms between major cultural groupings with different world
views.

These working groups will be brought together and focused on the problem of preventing
biological terrorism through a series of three workshops. Each working group will include five
to six experts from around the world. The types of people needed for each working group are
shown in Annex 1 along with a tentative indication of their places of origin. The international
team members will be recruited on the basis of their possession of knowledge relevant to one or
more subject areas corresponding to the working groups, and will be paid as consultants for their



time and travel expenses while participating in the assessment. Each person will be expected to
make a commitment to participate throughout the assessment process. Participants will be asked
to leave their rank and affiliation at the door and to participate in a peer-group setting, on the
premise that good ideas can come from any participant at any time, and that openness is requisite
for both the expression and hearing of those good ideas.

The three workshops described below are structured to focus the participants minds on
the problem of preventing biological terrorism and to provide a logical sequence of events to
identify, assess, and integrate feasible and cost effective solutions to this complex international
problem. To facilitate an international perspective throughout the effort, the three workshops will
be held in different parts of the world.

Workshop #1 (North America). The workshop will begin with a plenary session, in which the
international team will be oriented to the study approach, schedule, expectations, and ground
rules for our process. Then the team will explore a series of scenarios of possible incidents of
international biological terrorism to identify, and then to examine those factors that might be con-
ducive to such attacks. The team will then generalize from these examples to generate a plausi-
ble range of motivations, means and opportunities that might lead to biological terrorism. The
possible consequences of such attacks will also be considered. The purpose of this exercise will
be to develop a common understanding among the participants of the various dimensions of the
problem of biological terrorism and, by making the problem concrete, to facilitate the group s
identifying possible points of intervention for the prevention of such attacks.

The international team will then break into the six working groups and, through brain-
storming, begin to develop a list of possible preventive measures lying within the purview of their
respective groups. Each working group will then make a preliminary ranking of the various pro-
posed measures according to their likely effectiveness in preventing biological terrorism, leaving
aside, momentarily, the question of achievability. Each preventive measure will then be assigned
to a working group member to assemble, for the next workshop, background and historical infor-
mation pertinent to the challenge of implementing that measure.

The international team will then reconvene in a plenary session for each working group to
present to all the others their listing and ranking of measures to prevent biological terrorism. This
will give the entire team an appreciation of the scope of all preventive measures being considered.
The resulting cross-fertilization of ideas might lead to the identification of additional preventive
measures by the group working as a whole, and any such measures will be assigned to a working
group for further analysis. After each workshop, the core team - comprised of the three program
co-directors - will prepare a workshop report for use by the participants and the sponsors.

Homework assignment between Workshops #1 and #2. As indicated above, working group mem-
bers will collect and prepare a written summary of useful background and historical information
for each of the preventive measures under consideration. This effort will support the subsequent
identification of specific steps and actions needed to implement the preventive measures.
Working group members will perform this work at their home location and communicate results
through e-mail to other working-group members. They will be reimbursed as consultants for the



time spent on the homework assignments up to a predetermined maximum number of hours.

Workshop #2 (Africa). Each working group will brainstorm about the specific steps and actions
to implement each preventive measure. Through this effort, the working groups will define each
preventive measure in sufficient detail to allow for subsequent evaluation. Then, each working
group will consider their set of preventive measures as an interrelated system and will adjust their
proposals based on the insights gained. Working groups will then begin to evaluate each preven-
tive measure on the basis of:

1. Effectiveness in preventing biological terrorism if implemented,
2. Feasibility of each measure both politically and technically, and
3. Cost to implement and sustain each preventive measure for 10 years.

The preventive measures will be grouped according to the time-frame for their imple-
mentation: near-term (1-4 years to implement), mid-term (5-9 years), and long-term (10 or more
years). While evaluations for effectiveness and practicality could be completed during the work-
shop, additional effort between workshops will likely be needed to complete the cost analysis.

Workshop #2 will end with a plenary session where each working group will present its
proposed preventive measures and discuss the steps and actions needed to implement those meas-
ures. From this, a view of a possible comprehensive system of preventive measures will begin to
emerge.

Homework assignment between Workshop #2 & #3. Individual working group members will
develop and refine the estimates of the costs for achieving each preventive measure. The evalu-
ations of effectiveness and feasibility will also be refined. Participants will be encouraged to con-
sult with other experts in making these assessments.

Workshop #3 (Asia). In the final workshop, the working groups will review the final evaluations
of their preventive measures. Based on these evaluations, each working group will develop a rec-
ommended set of preventive measures. Consideration will be given to the formulation of a bal-
anced mix of short-, mid- and long-term measures.

The working groups will then join a plenary session and report their overall assessments
and recommendations. The international team will then consider the preventive measures as a
whole. Would they work together? Is the total cost reasonable? Is the mix of short, mid and
long-term measures appropriate? Could the list of measures be cut to reduce cost without jeop-
ardizing the overall effectiveness of the proposed system?

The international team will then agree on an integrated system of protective measures and
identify the overall strengths and weaknesses of the integrated system. In order to facilitate a
more comprehensive cost-benefit analysis, the international team will then identify the benefits
that the proposed system, if implemented, might confer upon efforts to address other world prob-
lems. The team will also work to devise possible ways to test the preventive measure in order to
validate the assessment of their feasibility and cost. Finally, an outline of the final report will be



presented for discussion and refinement.

Throughout the three workshops and during the periods between workshops, participants
will be encouraged to exchange information and ideas among the various working groups. While
the plenary sessions will help in the exchange of information, the informal exchange during infor-
mal times like coffee breaks and meals will be equally important. The structure of the work-
shops themselves will also encourage such synergistic cross-fertilization of perspectives and
insights. In addition, a Web page will be established to facilitate exchange of information
between participants when they are at their home locations.

Following the third workshop, the core team will prepare and, after review by the partic-
ipants, publish the final report.

Results and Impacts. The assessment will result in a global strategy to prevent biological ter-
rorism by reducing terrorists motivation, means and opportunity to conduct such terrorism. The
strategy will represent an international perspective with input from citizens of both developed and
developing nations. Further, the strategy will represent the fusion of a diverse array of possible
preventive measures into an integrated system that is feasible and cost effective. The specific
steps and actions needed to implement each preventive measure will be included in the descrip-
tion of each measure. A plan for pilot testing components of the strategy will be included in the
final report in order subsequently to demonstrate the value and the cost of the preventive meas-
ures.

The resulting report will be intended for publication and widespread dissemination with
the intention of mobilizing world opinion in ways that will help prevent biological terrorism.
Further, this report will provide insights and options to assist U.S. policy officials in their efforts
to prevent biological terrorism. The core team will conduct an active effort to present the proj-
ects recommendations and findings to key audiences inside and outside of government.
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Annex 1.
Working group composition and tentative location of participants.

BW experts working group
U.S. biological warfare program expert (U.S.), Detection specialist (Europe)
Former Soviet Union biological warfare program expert (Former Soviet)
Protection specialist (U.S.), Biotechnology scientist (Japan)

Public health working group
City emergency medical technician (Asia), National public health official (France)
Hospital medical doctor (Africa), City public health official (U.S.)
World Health Organization (United Nations)

Intelligence, law enforcement and information working group
City police inspector (New York City), FBI or Scotland Yards officer (U.S. or England)
Former intelligence officer (U.S. or Europe), Journalist (New York City)
International treaty inspector (United Nations foreign national)
Expert on biological warfare knowledge and expertise

Arms control and international law working group
Australia Group expert (Australia), International law expert (Europe, World Court)
3 Arms control experts (India, Brazil, and Europe)

Conflict resolution working group
2 International law experts (Europe, Asia), Cultural expert (South America)
2 Practitioners on conflict resolution (Middle East, Bosnia)

Hostility avoidance working group
Global ideology expert (U.S.), Multi-national corporation official (Europe)
World Bank (Asia), Developing country global planner (South America)
Religious expert (Africa), Cultural Expert (Asia)



Deterring CBRN Terrorism:
Developing a Conceptual Framework

Michael J. Powers

Over the past five years, a great deal of resources — financial resources, intellectual
capital, time — have been expended in preparing for and developing a national capacity to respond
to incidents of chemical, biological, radiological, and nuclear terrorism (CBRN). These efforts
have included substantial federal programs designed to bolster state and local public safety and
public health capacities to prevent, detect, and respond to CBRN terrorism. Both executive and
legislative branch officials have stated that these programs will detect, thwart, and mitigate the
effects of CBRN terrorism, but also deter potential terrorists from using these weapons. But, does
it make sense for government officials to talk about deterring CBRN terrorists as part of a nation-
al counterterrorism strategy? What does it mean to deter potential terrorists? Is the logic of deter-
rence useful in addressing this threat? Can potential terrorists be deterred? What about potential
CBRN terrorists? What are the available instruments useful in implementing a deterrence strate-
gy with the broader national counterterrorism strategy? How could these various instruments
deter potential terrorists? This paper provides a conceptual foundation for developing an integra-
tive policy approach to deterring CBRN terrorism. While the success of a deterrence-oriented
approach in preventing an individual act of terrorism ultimately depends on the terrorist s unique
set of motivations and logic, casting what Graham Pearson describes as the web of deterrence,
has the potential to catch a majority of potential CBRN terrorists. Importantly, deterrence in the
context of CBRN terrorism does not require a new set of instruments. Most of the necessary
instruments currently exist, and if better integrated, policymakers can exploit them within a deter-
rence-based framework.

Developing this framework requires elucidating and then integrating the component parts
of three distinct, but closely related dimensions. The first dimension, the elements of deterrence,
is the basic conceptual precept of deterrence theory. The second dimension, opportunities for
deterrence, 1s the set of decision points within the process of CBRN terrorism — from group for-
mation to utilization of a CBRN weapon — that could be affected by the instruments of deterrence.
The final dimension, the instruments of deterrence, is the set of tools use to deter terrorists
through their effect on the opportunities. Identifying the range of constituent parts of each pro-
duces a matrix that can be used to explore the interaction between opportunities, instruments, and
conceptual elements. Figure 1 is a graphical representation of this matrix. Systematically iden-
tifying the linkages and relationships between the components of each dimension produces a con-
ceptual framework for developing a deterrence-based approach to countering CBRN terrorism.



Elements of Deterrence

Althought the exact details of how a terrorist develops an interest in CBRN weapons, goes
about the task of developing CBRN weapon, and then actually utilizes that weapon will differ in
each case, the concept and practice of deterrence has not changed much since the conceptual
development and subsequent refinement conducted during the early stages of the American-
Soviet nuclear standoff. The core conceptual components of deterrence have remained constant,
but have been adjusted in response to changes in current threats, like the Cold War nuclear con-
frontation, or in new situations to address new types of threats, like the challenge of chemical and
biological proliferation. It is important to note that each of the following elements must be pres-
ent within an effective deterrence strategy. Each conceptual element forms an indispensable part
of the concept and practice of deterrence.

Action to Be Deterred

In the CBRN terrorism context, the ultimate action to be deterred is the use of a CBRN
weapon by a terrorist. Yet, as the CBRN process model demonstrates, a number of intermediate
steps must take place - acquisition of resources necessary to obtain equipment, materials, and
expertise, weapon development and production, testing and evaluation, and operational prepara-
tions for weapon employment. Each of these intermediate steps also provides an action to
deterred. Because of the interrelation of these steps, deterring the terrorist from undertaking any
of these steps will prevent the terrorist from successfully acquiring and using CBRN weapons. In
this context, the objective of a deterrence strategy should not only be deterring use of the weapon,
but should also focus on attempting to deter the terrorist from undertaking the intermediate steps.

Target of Deterrence

Any deterrence strategy involves persuading an individual or group from undertaking an
unwanted action. At its core, deterrence rests on the ability to influence the decision making
process of the individuals undertaking the unwanted action before that action is taken. That indi-
vidual or set of individuals are the targets of deterrence. For a lone actor, that individual is the
sole target. Deterring a group requires an ability to influence the key decision-makers within that
group. During the Cold War, the United States and the Soviet Union focused their deterrence
efforts on influencing the leadership of the other country. For many (especially contemporary)
terrorist groups, a formal leadership structure may be hard to define. Even within rigidly hierar-
chical groups like states, decision-making does not always rest with the formal leadership — other
members of the group are responsible for executing the mandates of the leadership. Because
CBRN terrorism is not a single act but a series of actions undertaken by particular individuals,
each of whom provides opportunities for deterrence, almost all members of a terrorist organiza-
tion are potential targets of deterrence. Perhaps the best example of this is the failure of an Aum
Shinrikyo cult member to puncture his sarin-filled pouch during the cult s infamous 1995 attack.
According to various studies conducted after the attack, he failed to carry out his assignment



because he feared arrest and prosecution.

Deterrence requires not only identification of the target of deterrence, but also an under-
standing of the target. Because it rests on affecting decisions made by the target, deterrence also
requires an understanding of how the target, in this case the CBRN terrorist, makes decisions.
While most models of deterrence suggest decision-making is a mechanistic process of cost/ben-
efit analysis, in reality, decision-making is a highly complex, psychological process. For both
individual terrorists and terrorist groups, decisions are based on a process combining a pure
rationality that weighs expected costs with benefits, and degrees of risk associated with taking a
certain action, and other non-rational, psychological and social factors, including hatred, fear,
obsessions and compulsions, and other factors.

The more that is known about the CBRN terrorist s motivations and values, the better
costs and benefits can be manipulated for the purpose of deterring the unwanted action.
Thoroughly understanding the group s motivations and values provides the baseline for assess-
ments of the government s ability to manipulate costs, benefits, and risks involved with develop-
ment and use of a CBRN weapon.

Cost/Benefit Manipulation

The practice of deterrence focuses on exploiting the ability to manipulate the costs and
benefits associated with the action being deterred to influence the target s decision to undertake
that action. In theory, a reduction of benefits the actor gains, or an increase in incurred costs, will
dissuade the actor. Because the incursion of costs, and receipt of benefits occurs affer undertak-
ing the unwanted act, deterrence requires the target to recognize the deterrer s capability and will-
ingness to manipulate costs and benefits before deciding to act. To successfully deter the actors,
the unwanted action, the target of deterrence, and in this case the terrorist, must be confident at
the point of decision of the deterring party s ability and willingness to manipulate costs and ben-
efits. The key to deterrence is shaping the actor s perception of the costs, benefits, and risks asso-
ciated with acting before he acts.

Cost may be measured by the terrorist in a number of ways, including risk of punishment,
wasted financial resources, loss of time, diminished international standing, loss of political sup-
port, etc. In this regard, perhaps the strongest cost that can be fostered through deterrence is a
personal impact on the freedom of the terrorist, including imprisonment. Increasing the costs
incurred by the terrorist after an incident fosters the perception that the risks associated with the
undesired action are above acceptable levels. In addition to increasing costs incurred after an
incident, steps taken to complicate the process of CBRN weapon acquisition can serve to con-
vince potential terrorists that CBRN weapons are either too difficult to acquire or too expensive.

Equally important to dissuading the potential terrorists from acquiring and using CBRN
weapons are demonstrations of effective consequence management and mitigation capabilities.



These capabilities serve to reduce or remove projected benefits from the use of such weapons by
minimizing their immediate impact. During the Cold War, all but moderately effective defenses
against bombers and ballistic missiles were deemed to be very technically challenging and too
expensive to develop and deploy. Because of their enormous destructive power, American gov-
ernment officials abandoned civil defense efforts with the advent of thermonuclear weapons.
Because the effects of chemical, biological, and radiological weapons are less immediate, defen-
sive measures can be taken to reduce the effects of these weapons on their victims before the vic-
tims are seriously injured. Deterring CBRN terrorism requires convincing the potential CBRN
terrorist that potential benefits are minimal or nonexistent.

Communication

Communication with the target plays a pivotal role within a deterrence strategy. Because
the key to deterrence is to influence the target s decision-making process by ensuring their aware-
ness of probable costs and benefits, it may be the single most important element of deterrence.
This is done by informing the target that the response to acting will impose costs, remove bene-
fits, or increase risks. Effective communication is the mechanism through which the deterrer can
provide the actor with this information.

Communication may occur either directly or indirectly. If the target is known, communi-
cation can be either direct or indirect. Direct communication can take various forms - phone calls,
written messages, etc. Indirect communication take the shape of information disseminated
broadly to the public through statements geared toward the target, demonstrations of capability
and commitment, and the publication of government-provided information in mass media outlets.
During the Cold War, American and Soviet representatives frequently engaged in direct commu-
nication through diplomatic dispatches, telephone conversations, and through frequent official
and unofficial meetings. But they also often engaged in indirect methods of communication -
nuclear tests and televised military parades are good examples. Indirect communication is most
useful in situations where a specific target of deterrence is unknown or there are no means of
direct communication. It is also useful when obfuscating the communication source from the tar-
get, perhaps because of a high level of distrust between the target and the deterring party. Because
of these two points, indirect communication is an important element of deterrence in the terror-
ism context. Indirect communication assumes that the target can and will receive information and
messages provided through certain public media. Thus, information disseminated to the public
can be designed for receipt by potential terrorists residing within the public.

Credibility

Deterrence involves a large degree of psychological interplay between the target and the
deterrer. In large part, it revolves around shaping the perception of the target. If the target group
does not believe the deterring party is capable of manipulating the costs and benefits in the course
of responding to the action being deterred, the target will not incorporate the deterrer-provided



information in their decision-making process. In other words, if the target does not believe the
deterrer is either willing or able to respond as promised, information on what that response will
be and how it will affect the actor will not influence the actor.

Credibility is an important, but challenging, conceptual element when attempting to
implement a deterrence strategy in any context. It could be difficult for the deterring party to por-
tray itself as credible when communicating with the target. The mode of communication may not
be amenable to reinforcing credibility. Additionally, the target may not be willing to take any
communication from the deterring party (especially when it is the United States government) as
credible. For example, information purporting a high-level of terrorism preparedness in
Washington or New York City can be perceived by certain actors to be part of a government mis-
information campaign, and thus perceived to be a bluff. On the other hand, if the deterring
party bluffs successfully, it will dissuade the terrorist without actually possessing the ability or
willingness to manipulate costs, benefits, and risks as described.

Opportunities for Deterrence

How might policymakers successfully apply deterrence to counter CBRN terrorism? At
what points will the instruments of deterrence affect the terrorists decision-making process?
Terrorism is not the moment at which a car bomb detonates or when salmonella bacteria sprayed
on a salad bar begins to sicken restaurant patrons. Terrorism represents a series of interrelated
activities progressing from ideology and value formation to the use of violence to support of the
objectives of that ideology. Importantly, terrorism is more than a single decision to acquire and
utilize an instrument of violence — regardless of whether it involves conventional explosives,
nuclear devices, biological agents, or chemical agents. Rather, engaging in terrorism involves a
series of decisions undertaken by a series of individuals (assuming the terrorist is not a lone actor)
over an extended period of time. This fact is important to consider because the application of
deterrence to terrorism involves attempts to influence each of those decision points and the indi-
viduals who carry them out. The following list of activities provides the basic process model for
CBRN terrorism for this analysis. These steps are listed not in chronological order, but the order
of logical progression. In other words, for each step in the model, the steps listed above that step
must have previously occurred.

* Ildeology and Value Formation - Creation of the group, individual, and individual
affinity for group

* Motivation - Recognition of link between CBRN weapons effects and the group
objectives, and the momentum driving to the actor to acquire and use CBRN weapons
* Planning & Information Gathering — Selection of type of weapon, identification and
exploitation methods to acquire and develop weapon, and identification of potential
targets

* Acquisition - Process of obtaining materials and equipment needed for weapon
fabrication



» Stockpiling - Fabrication of CBRN weapon(s)

* Deployment - Preparing weapons for use (testing, evaluation, prepositioning)
* Dispersal - Actual use of the weapon

* Exploitation - Phenomenon resulting from use (mass casualties, fear & panic,
political bargaining)

Instruments of Deterrence

While the basic elements of deterrence have not changed since the early days of the
American-Soviet nuclear confrontation, the application of deterrence theory has changed accord-
ing to changes in the threat environment. Even within the context of the Cold War nuclear con-
frontation, both parties adjusted the instruments of deterrence and the ways in which both parties
employed these instruments in support of mutual deterrence, in response to technological
improvements, changes in relative military superiority, and shifts in the international political
environment. In the context of CBRN terrorism, the types of instruments and the number of
instruments is broader than in the nuclear context. Like the Cold War, it includes communication,
awareness, and punitive measures. Unlike the Cold War, both denial measures and defensive
measures arefeasible and have utility within a deterrence framework.

Each of the following instruments could be used to exploit the opportunities for
deterrence provided by the process of CBRN terrorism but no single instrument can in and of
itself provide a robust CBRN terrorism deterrent. It is important to capitalize on the synergistic
deterrent effect of the full set of instruments working toward deterrence.

Awareness

Awareness refers to the deterrer s ability to identify and assess both the target(s) of deter-
rence and the available opportunities. Apart from identifying and assessing targets and opportu-
nities, it also supports the other instruments of deterrence by informing them or directing them
toward their most productive application. Awareness incorporates a number of tools including
traditional intelligence functions, law enforcement activities, open source information, and
increasingly, information provided by non-governmental organizations involved with monitoring
disaffected segments of society.

The process of identifying and assessing potential CBRN terrorists and the opportunities
for deterrence can be broken into two levels, strategic and tactical. On a strategic level, aware-
ness should identify the set of possible targets and provide key information on those targets,
including some degree of understanding of motivations and value systems. Awareness can dis-
cern where costs and benefits can be manipulated, what the terrorist holds valuable including their
perception of the utility of using CBRN weapon, ways to threaten what the terrorist holds of
value, and the most sensitive points of leverage of a particular terrorist. This may include a fear
of being discovered or punishment, loss of limited financial resources, or inability to achieve the



level of violence perceived to be vital in achieving their objectives. Because much of this level
of awareness involves understanding motivations, logic, and objectives, human intelligence is
of particular importance. In addition to traditional human intelligence operations, potential
sources include law enforcement activities, surveys and outreach activities completed by non-
governmental organizations, and open source publications.

On a factical level, awareness facilitates the instruments used for manipulation of costs,
benefits, and risks. What are the possible threat agents and how should the country prepare for
their use? What are the potential targets of attack and how should they protected? How is a sus-
pected CBRN terrorist obtaining materials and equipment and what measures can be taken to pre-
vent their acquisition? Answers to many of these questions require effective technical intelli-
gence sources in addition to the human intelligence sources listed above. Answers to these ques-
tions also require a high-level of self-awareness. Assuming the terrorist will move down the path
of least resistance, answering many of these questions requires continual surveys of internal vul-
nerabilities and capability levels.

Awareness also directly provides a means for increasing the costs incurred by CBRN
terrorists. Recognizing the possible existence of an intelligence or law enforcement operation tar-
geted at their activities, potential terrorists may find it necessary to take measures to thwart those
operations, which may in turn increase the cost or disrupt their activities. They may also decide
to skip entire steps in the process due to the substantial risk of discovery. In either situation,
secrecy imposes a certain amount of cost on the potential terrorist.

A fundamental consideration at both the strategic and tactical levels of awareness is the
integration, synthesis, and analysis of data from a multitude of sources. It is one thing to exploit
various information sources to collect and then store information and data. It is another thing to
use that data to understand the situation and provide both explanations and forecasts. The cor-
nerstone of sound analysis is an intelligent, disciplined, alert analyst.

Denial Measures

Denial measures are designed to retard or completely prevent the acquisition of CBRN
weapons, materials, equipment, and expertise by the terrorist. Many of these measures are eco-
nomically oriented and serve to increase the cost of acquisition incurred by the terrorist. Costs
are not only measured in terms of financial resources, but also in difficulty or ease of acquisition,
expenditures of available time, anonymity, and the pesonal safety and security of group members.

Denial measures are designed to increase the cost and decrease the chance of success
involved with acquiring or developing a CBRN weapon by complicating acquisition and devel-
opment. Early recognition by the terrorist of the levels of difficulty involved should influence the
decision to undertake subsequent acquisition activities before they are undertaken. A key ques-



tion is whether the terrorist can be dissuaded from attempting to acquire CBRN weapons through
information on the degree of challenge and difficulty, and the low chance of success. Effective
communication can serve to convey this message, but if our ability to control transfers of tech-
nologies to non-state groups is perceived by the terrorist to be ineffective, they are not likely to
be deterred from attempting to acquire the requisite weapons, materials, and equipment. The key
is shaping the terrorist s perception of the level of difficulty before

acquisition is attempted.

While bluffing may be part of policies supporting deterrence, actually increasing the
level of difficulty associated with acquiring a CBRN capability will go a long way toward con-
vincing potential terrorists that acquisition and deployment is too difficult. Many of the mecha-
nisms and systems for controlling technology transfers to state actors are already in place at both
the national and international levels. While they have been developed and refined to stem state
proliferation, the regimes have dealt with front companies or illegitimate non-governmental sci-
entific exchange organizations created by states to engage in illicit technology transfers. These
regimes already attempt to address non-state actors, but they still need improvement to address
the problem posed by non-state actors not linked with state programs. Legislation designed to
regulate transfers of agents and equipment, stricter criminal laws, licensing for certain types of
equipment, and allocation of resources to support implementation of these measures should be
considered.

Defensive Measures

Policymakers have frequently touted the deterrent effect of robust defensive capabilities.
How does defense translate into deterrence? Developing robust defensive capabilities before a
CBRN terrorism incident can diminish or eliminate motivations for using CBRN weapons by mit-
igating their immediate impact - mass casualties, or the fear and insecurity that the use of such a
weapon is likely to create. It is difficult to determine with any degree of specificity the mental
interaction between motivations, weapon effects, and the longer-term objectives of a specific ter-
rorist. It is fair to assume the potential CBRN terrorist is interested in this class of weapons rather
than conventional weapons because of their potential for quantitatively and qualitatively higher
levels of casualties, physical damage, and psychological impact. Preventing the terrorist from
achieving their long-term objectives through the immediate effects of CBRN weapons can con-
tribute to deterring the terrorist from both acquisition and use, and perhaps focusing their atten-
tion on potentially less destructive conventional explosives.

Robust defenses are most likely to deter acquisition and use of chemical, biological, and
radiological weapons. Unlike nuclear or even conventional weapons, these three types of

weapons are most amenable to defensive capabilities designed to mitigate the effects of their use.



Physical protective equipment donned prior to an attack can prevent both the physical and psy-
chological impact the attacker is trying to achieve. Techniques to rapidly identify the agents,
antibiotics, medical facilities, decontamination equipment, well trained medical personnel, shel-
ters, filtered air, and evacuation procedures are just some of the physical protection measures
against a chemical, biological, or radiological attack. In addition, the effect of these weapons is
not the product of explosive energy with damage resulting from the blast and debris. It is the
product of the released material s physiological effect on the human body. Because there is a
delay between exposure to these materials and the onset of effects, a window of opportunity exists
for agent mitigation and medical intervention. An effective defense against chemical, biological,
and radiological weapons must also reduce the psychological impact. In large measure, having
an effective defense capability in place before an incident will go a long way in calming the pub-
lic fears both before and during an actual incident. Telling the public above the measures taken
to prepare and respond will reduce anxieties. Counter-terrorism officials must also ensure coun-
seling is available to deal with the psychologically traumatized casualties resulting from an inci-
dent.

The key to integrating defenses into a deterrence strategy is to make sure the target rec-
ognizes adequate defenses are in place before deciding to act. By informing the public and the
potential terrorist of the nation s relatively low vulnerability to CBR weapons, the terrorist is
more likely to conclude that the chance of meeting their objectives through the use of such
weapons is low. In designing defense programs with deterrence in mind, the most important, but
potentially most challenging question is how much is enough? More specifically, how much is
enough to deter. Part of the answer depends on how much risk the terrorist can accept in decid-
ing to act, in particular the risk of failure, and the amount of time and money the country is will-

ing to spend to reduce vulnerabilities in a period of constrained budgets and competing priorities.

Punitive Measures

The objective of punitive measures is not to affect the terrorist s ability to obtain a CBRN
weapon or effectively use it, but to impose high costs in response to attempts to acquire or use
such weapons. Deterrence through assured punishment has always been a key component of
deterrence strategies. While the application of military force can have a strong deterrent effect in
theory, its contribution may be diminished in practice because force will not be an appropriate
response to many CBRN incidents, especially minimal damage incidents, nor acquisition and
development activities. When force is not an available instrument, effective law enforcement and
prosecution plays an especially important role in punishing terrorists.

The deterrent effect of various punitive measures depends on the degree to which the



potential terrorists value the group s survival, their individual freedom, and their individual safe-
ty. Punishment and retaliation will deter terrorists when the success and even survival of the
group is jeopardized through the elimination of group members — either through arrest and pros-
ecution of individual members or through the use of force against the group as a whole. Even if
the potentiality of punitive measures has minimal deterrent effect on decisions made by the
group s leadership, the possible loss of life and freedom may deter individual members from car-
rying through the group s plans.

Some individual actors, however, may not value their freedom and safety except insofar
as it affects their ability to accomplish their immediate objective — acquisition and use of a CBRN
weapon. These actors may not care about what happens to themselves or the group once the
weapons have been used. In this situation, punitive measure will have a deterrent effect when law
enforcement achieves a high-level of success in regularly identifying and prosecuting individuals
attempting to acquire or develop CBRN weapons capability. Similar to the deterrent effect of
denial measures, successfully identifying and prosecuting terrorists for attempting to acquire a
CBRN capability will help convince future terrorists that acquiring this capability is too hard.

With respect to all possible means of punishment, law enforcement, prosecution, military
force, etc., past actions seem to be important for shaping the terrorists perception of the likely
response to future attacks. As was mentioned previously, deterrence rests on the target s percep-
tion of the benefits and costs of acting before making the decision to act. Historical precedent
does represent one piece of information the terrorist will use to make a judgment on acting or not
acting, and the likely response to acting. Inaction in responding to previous terrorism incidents
will adversely affect the deterrent value of punitive measures by decreasing the terrorist s per-
ception of the likelihood that those measures will be taken in the future.

International Cooperation

Given the transnational nature of many terrorist networks and organizations and the poten-
tial for the effects of a CBRN terrorism incident to spread internationally, international coopera-
tion is essential to ensuring that the other instruments of deterrence fully address the CBRN ter-
rorism threat. Many of the previously mentioned instruments of deterrence currently exist but
require some measure of adjustment to address the international dimension of this threat. For
example, specific guidelines for sharing intelligence information could improve the capability to
track and assess transnational terrorist groups. On the other hand, an international regime cur-
rently exists to address the state-to-state dimension of the proliferation threat, but may require
some adjustment to address the non-state actor dimension of the problem. For example, only the
Chemical Weapons Convention requires signatories to criminalize activities prohibited by the
convention. In addition, multilateral agreements like the CWC, BWC, and NPT help to de-



emphasize or even de-legitimize these weapons, thus promoting a social taboo against CBRN
weapons. By itself, such a taboo contributes substantially to preventing incidents of CBRN ter-

rorism.

Other areas for improving international cooperation to combat CBRN terrorism exist.
While current export control mechanisms like the Australia Group are focused on the state dimen-
sion of the proliferation, other international mechanisms could help to regulate transfers of such
items to non-actors and promote increased transparency regarding such transfers. Countries need
to implement regulations designed to control the spread of biological, chemical, and radiological
materials, like the CDCs Select Agent List and the recently introduced Dangerous Biological
Agent and Toxin Control Act, on an international basis if they are to be effective. While such
mechanisms are unlikely to eliminate transfers of technology, increased transparency will con-

tribute to deterrence by increasing the cost of acquisition and increasing the risk of discovery.

In addition, greater international cooperation is needed to improve defensive capabilities
on a global basis. The U.S. Department of State has been working with friends and allies in the
Middle East and East Asia to provide counter-terrorism training in addition to providing detection
and personnel protective equipment. In addition, the CDC is beginning to engage both nations
friendly to the United States and international organizations like the World Health Organizations
to improve global bioterrorism detection and response capabilities. These efforts are a good first
step, but they must be expanded and multilateralized. As countries like the United States improve
their own capabilities, they must cooperate with countries with similar levels of capabilities and
assist countries with lesser-developed counter-terrorism capabilities. Without some degree of
international uniformity in response capabilities, a high degree of preparedness in a country like
the United States will deter the terrorist who has successfully developed a CBRN weapon from
using it in that country, and use it in another. Such an incident will severely affect both American

citizens and American interests abroad, and may affect the American homeland directly.

An important difficulty will be working with international partners while maintaining a
unified message. Coordinating and sustaining both attention and effort will be difficult across
international coalitions. Differences of opinion have developed within the United States over
such issues as the precise nature of the CBRN terrorism threat, and the required response to that
threat. Such disagreements certainly span international boundaries and could increase the cost
and time required to foster international counter-terrorism cooperation.

Communication
As has been argued throughout this paper, the key to deterrence is dissuading the target
from acting by communicating the likely or probable response. That response must serve three



purposes: 1) increase the risk that the target will fail, 2) increase the cost the target will incur by
acting, and 3) reduce the benefits the target hopes to derive from acting. To deter future acts of
CBRN terrorism, the potential terrorist must be informed of the nature of the likely response to
each of the steps in the CBRN terrorism process before the terrorist decides to undertake that step.
The process through which the deterring party communicates with the target before he decides to

act is central to providing the target with this information.

Government officials must identify and exploit available channels of communication with
potential CBRN terrorists to provide a number of specific pieces of information. For each step in
the CBRN terrorism process, messages provided to the terrorist must link the step with a specif-
ic response. They should also provide the terrorist with information on how the response will
increase costs, decrease benefits, and/or decrease the chance of success, while shaping the terror-

ist s perception of both the ability and the willingness of the deterrer to respond as promised.

Exploited channels should include both direct methods of communication, if available,
and indirect methods. If a specific terrorist is known and willing to listen, direct communication
is possible and packages of information tailored for deterring the specific terrorist can be devel-
oped and disseminated. Because most actors will probably attempt to remain anonymous before
attempting to carry out acts of violence, this type of direct communication with a terrorist will be

unlikely in most situations.

In situations where a potential CBRN terrorist is suspected to exist but is not explicitly
identified, communication is still possible through indirect channels. Because the potential ter-
rorist resides within the public, mass communications, public relations, and various media outlets
can be exploited to provide information to the potential terrorist. Some examples of this type of
communication include broadly disseminated general statements (perhaps on the level of pre-
paredness and defensive capabilities, the difficulty of acquiring or developing a CBRN weapon
given the capability of various denial measures, and the high cost that will be incurred by the
group and the individual members of the groups attempting or actually using a CBRN weapon)
that filter through to the terrorist, use of third parties to provide information - either direct com-
munication or general statements and declarations, intentionally providing a carefully calibrated
level of transparency regarding high levels of current capabilities, preparedness, and vulnerabil-
ities, open demonstrations of capabilities, and others. Transparency should make available a cer-
tain type and amount of information in order to inform potential terrorists about capabilities and

preparedness, while not jeopardizing those capabilities in the process.

Because it is difficult to know if potential terrorists are listening to messages provided



through indirect channels, a vital part of a communication strategy supporting deterrence is the
identification of the specific channels to which terrorists are most likely to be open and deter-
mining the information requirements of the archetype CBRN terrorist. Planning a CBRN terror-
ism incident will require information on the level of vulnerability of a particular target, the type
of security surrounding a target, or the type of defenses, for example the amount and types of vac-
cines included in the national pharmaceutical stockpiles. Much of the information terrorists
require come from government sources, either directly or through third parties. Determining
these requirements and the corresponding channels use to obtain that information may provide the
opportunities to communicate with potential terrorists who have not been specifically identified,

by providing a mechanism by which information can be provided to the terrorist.

The media is an important tool the government can leverage to support a deterrence strat-
egy. This includes the print media, television, and the Internet. The government must carefully
craft both the message and the medium used to communicate with the public and potential ter-
rorists. Information provided to the public is likely to trickle down to the terrorist, for example,
various statements by public officials to gradually expose the public to a new terrorist threat and
gain its support in mobilizing an effective response. Through these statements, government offi-
cials may inadvertently communicate to the terrorist that developing and using certain types of
CBRN weapons is easy or that we are highly vulnerable to such weapons (e.g., If it was diffi-
cult, it would not be such a large problem. ) We will need to use similar statements, release offi-
cial studies and evaluations, and conduct periodic demonstrations of maturing counter-terrorism
capabilities to reduce public insecurities while deterring potential terrorists. During the Cold War,
officials struck a delicate balance between transparency and opacity with regard to the nuclear

forces of the United States. American counter-terrorism officials must strike a similar balance.

Conclusions

As this paper attempts to illustrate, it is possible to deter potential CBRN terrorists, but
deterrence is not going to work in all situations for all actors. It is important to remember that the
instruments of deterrence in the CBRN terrorism context are the same instruments that will be
needed if deterrence fails.

The challenge facing policymakers lies in actively using these instruments to support
deterrence in an integrated and synergistic way. Awareness will identify and provide under-
standing of potential CBRN terrorists. Awareness also supports the effective application of the
denial, defense, and punitive measures. Effective denial efforts will reinforce the message that



acquiring or developing a CBRN weapon is too costly or too difficult. Robust defensive capa-
bilities deny the terrorist the immediate benefits of using a CBRN weapon — mass casualties and
mass hysteria. Punitive measures impose a direct cost on the terrorist in response to attempting
to acquire or use CBRN weapons. Given the borderless nature of the problem, international coop-
eration is key to ensuring the full effectiveness of the other instruments of deterrence. Finally,
communication is a cornerstone of deterrence. Through effective mechanisms of communication,
the deterring party can inform potential terrorists of the likely response, and do so before the ter-
rorist decides to act.

It is important to recognize the relationship between various instruments of deterrence,
especially the instruments that impact cost/benefit/risk manipulation. Perhaps the most important
of these is the relationship between denial and defense measures. Successful denial measures
should work to decrease the scope of the problem left to defensive measures to mitigate. A suc-
cessful denial strategy will narrow the threat envelope, thus reducing the requirement for defen-
sive measures. In other words, better denial measures will reduce the burden on defenses.
Together, denial and defensive measures should be used to convey a message: it is too hard.

The instruments needed to deter potential CBRN terrorists currently exist, but policy-
makers and government officials need to integrate them into a policy framework specifically con-
structed to support deterrence. Within such a framework, communication plays a critical role.
Through effective communication strategies, potential terrorists can be deterred from future inci-
dents of CBRN terrorism by linking individual steps in the CBRN terrorism process to a response
designed to deny benefits and increase costs, and thus influence decisions made by the potential
terrorist in the present.

1 The author would like to express his appreciation to Sandia National Laboratories, specifically Dr. Larry Brandt, for supporting
the original study from which much of this paper has been generated. The ideas and conclusions in this paper are those of the
author and are not necessarily endorsed by CBACI or its sponsors.






Biological Terrorism Variables and
Emergency Response Concepts!

Richard W. Hutchinson, Ph.D.

Introduction. Biological warfare involves the use of microorganisms (bacteria, viruses, or fungi)
or toxins to produce death or disease in humans, animals, and plants. This broad definition of bio-
logical warfare is in keeping with the essentially open-ended potential of such warfare with
respect to target, timing, method of attack and agent employed. While use of the term "warfare"
implies use in war between nations, vulnerability studies demonstrated the potentially devastat-
ing impact of biological weapons, should they be acquired and dispersed by terrorists.

Concerned about the Tokyo sarin-gas attack and the bombings of the New York City
World Trade Center and the Oklahoma City Federal Building, Senators Nunn, Lugar and
Domenici prepared legislation that called for improvement in domestic preparedness against ter-
rorist use of chemical, biological, nuclear and radiological weapons. In support of this legisla-
tion, the U.S. Army Soldier and Biological Chemical Command initiated a Biological Warfare
Improved Response Program to develop and to demonstrate improved concepts for responding to
terrorist use of biological weapons against U.S. population centers.

To implement the program, a multi-agency, multi-disciplined team was formed to work
through a series of realistic biological attack scenarios in order to converge on a practical system
of response concepts. Realism of the attack scenarios was addressed through analogy to past U.S.
biological simulant field-tests and by employing experts from the past U.S. biological warfare
program. Practicality was achieved by including emergency responders, managers and health-
care providers within the team. This paper summarizes the insights gained with respect to the key
variables of biological terrorism and the response concepts that were developed to deal with those
variables.

Biological Terrorism Variables. Primary variables associated with biological terrorism are
agent type, routes of infection, agent dissemination, residual hazard, and casualty dynamics. A
short explanation of each of these variables is presented below.

Biological Agents. A key variable of biological warfare is the choice of agent. The Centers for
Disease Control and Prevention (CDC) list anthrax, tularemia, smallpox, plague, filoviruses, and
botulism as agents of greatest concern. Each of these agents was weaponized in state sponsored
warfare programs with the possible exception of the filoviruses. Other lists of possible agents are
much longer. The possibility of surprise- agents produced by terrorists or state-sponsored pro-
grams should not be discounted. Informative articles on a number of these agents are available
on the Web (www.hopkins-biodefense.org/pages/agents/agent.html).

1. Disclaimer: The contents of this white paper are not to be construed as an official Department of the Army posi-
tion unless so designated by other authorizing documents.



Considering the list of CDC agents as examples, what are the characteristics of these
agents that would drive emergency preparedness concerns? Anthrax and tularemia are examples
of lethal diseases that require prompt treatment to reduce death. In the case of tularemia, death
can be greatly reduced if antibiotic treatment is initiated at the onset of symptoms. Conversely,
anthrax requires antibiotic treatment before the onset of symptoms in order to avoid death. Thus,
emergency response plans must include the ability to rapidly disburse pharmaceuticals to popu-
lations symptomatic or suspected of being exposed. Both of these agents are non-contagious and,
therefore, the spread of disease from one person to another would not be a key concern.

Smallpox and plague are examples of highly contagious diseases that can spread from one
person to another through the aerosol route. Patient isolation and immunization of family mem-
bers and health care workers are critical concerns in responding to terrorist use of such agents.
Smallpox is a virus and like most viruses with today s state of technology, is untreatable once
symptoms appear. Plague is also a highly lethal disease, but it is treatable before or at the onset
of symptoms.

Other possible agents such as Venezuelan Equine Encephalitis (VEE) and the toxin SEB
have a very low lethality though they produce severe illness. VEE is a virus for which there is
no treatment.

For all of these agents, the virulence of the particular strain employed will impact the
number of casualties produced during a particular incident. For example, the Japanese cult Aum
Shinrikyo used a vaccine strain of anthrax in their attempted attacks on Tokyo and failed to pro-
duce any casualties.

In summary, biological agents can be characterized as lethal or non-lethal, treatable or
non-treatable, and contagious or non-contagious. These characteristics drive emergency pre-
paredness with respect to availability and distribution of pharmaceuticals, isolation of victims,
and plans for handling large numbers of diseased. Thus, rapid identification of the agent follow-
ing an attack is paramount. For all of these diseases there is the need to provide supportive care
of the victims — however many that may result from a particular attack. The diseases caused by
known biological agents are severe — more intense and debilitating than the usual flu.

Routes of Infection. The primary routes of infection for biological agents are through aerosol
inhalation, ingestion and skin abrasions. The aerosol route is of greatest concern because of the
potential to infect large numbers of people such as in a subway or a sports arena. The outside
release of biological agent as a "line source" could potentially infect a large population center.
Contamination of food at a restaurant or food processing plant is another approach that was
demonstrated in Oregon by the Rajneeshees in 1984. Cutaneous anthrax is an example of infec-
tion that can occur through skin abrasions.

From a response perspective, the first indication that a biological event has occurred will
probably be the presentation of sick people to clinics and emergency rooms regardless of the route
of entry. Most biological agents have an incubation period of one or more days before symptoms
appear. The route of entry is important to epidemiological investigation in order to identify the



population at risk. It is also important to criminal investigation in order to project backward in
time to the release location and source.

Agent Dissemination. Biological agents may be dispersed as an aerosol using an explosive device
such as a charge inside a container of liquid agent, a spray device for liquid or dry powder agent,
or through natural dissemination such as the dispersion of a dry powder in a subway. Dry pow-
der agent is the easiest to release and can have an aerosol efficiency of 20% or higher, but it is the
most difficult and hazardous form of agent to produce. Explosive devices usually have aerosol
efficiencies of less than 0.1%, and liquid spray devices have intermediate efficiencies. Aerosol
efficiency, as used here, refers to the percent of infectious organisms released into an inhalable
aerosol of 1 to 5m in diameter. Release of a biological agent at a low efficiency means that most
of the infectious organisms are contained in large particles which fall to the ground close to the
release point. The successful release of a biological aerosol is not trivial. The Aum Shinrikyo of
Japan was not successful in infecting anyone in their attempts to disperse biological organisms.

The following table shows key aerosol parameters that relate to biological warfare.
Particles of 1-3m deposit in the deep lung where they are most effective in causing disease. Also,
the small particles settle slowly and, therefore, stay air-born for a period of hours giving oppor-
tunity to infect many people over a wide area. The larger particles settle much faster and thus are
quickly removed as an inhalation hazard. Further, large particles deposit in the upper-respirato-
ry track where they are less likely to cause disease.

[Figure: SEE ATTACHED FILE]

The wide range in efficiency of aerosol release that terrorists of varying capability might
achieve could impact emergency response in the following way. A given target attacked with a
highly concentrated, efficiently dispersed agent could produce infection in 90% of the target pop-
ulation. If that same target were attacked by a dilute, inefficiently dispersed agent, only a small
fraction such as 1% of the target population might be infected. Thus, the scale of the biological
attack cannot be directly equated to the number of people exposed; rather it is a combination of
the target population and the efficiency of attack. Since the efficiency of attack will in all likeli-
hood be unknown, response should focus on the number and location of victims ascertained
through epidemiological investigation.

Residual Hazard. Aerosol particles that deposit on surfaces following the initial release do not
generally pose a serious residual hazard for the following reasons. First, it is the large particles
that deposit in high levels close to the point of release. These particles do not tend to re-aerosolize
in the inhalable range where they would pose an inhalation hazard. Second, the fine particles set-
tle in low concentration over a wide area because of their low settling velocity. After settling,
they adhere strongly to the surfaces. Consider how fine dust adheres to a windshield at 50 mph.
Therefore, the fine particles tend to be re-aerosolized in very small numbers, and thus produce a



minimal hazard. Further, between the time of the biological attack and the onset of casualties, the
agents on surfaces would undergo biological decay that would also reduce the residual hazard.

While a secondary aerosol hazard is not likely to produce additional casualties, there is the
possibility that some of the bulk agent could be left in the device or close to the release point. If
this material is a dry powder, it could pose a residual hazard. Thus, there is uncertainty regard-
ing residual hazard following a biological attack, and protection would be warranted in collect-
ing evidence at the release site.

Casualty Dynamics. Victims of a biological aerosol attack will be exposed almost simultane-
ously. As a result they will become ill within a compressed period of time. Casualty curves for
anthrax are shown in the following figure. Following exposure, no casualties would occur for at
least 24 hours during the incubation period. Then, a few people would become ill with flu-like
symptoms. These would include exposed people that were immune depressed and those that
received an exceptionally high agent dosage. During day three the number of people becoming
ill would increase dramatically, and a few of the infected would progress to the critically ill stage.
During day four, fatalities would begin to occur, and the number of critically ill would greatly
increase. Sometime during day 3 and 4 the media, the public, and the health care and emergency
response community would become aware that a medical emergency was underway. Then, the
number of worried well seeking medical care would be a multiplier of 5-10 times the number of
ill seeking medical care as was observed in Tokyo following the nerve-gas attack on their sub-
way. These curves would remain essentially the same for any scale of attack because everyone
would be exposed at the same time regardless of the scale of attack. In the case of contagious dis-
eases, additional secondary and tertiary infection waves would occur unless steps were taken to
contain the outbreak.

[Figure: SEE ATTACHED FILE]

The curves shown here represent a high level of exposure. Casualties resulting from a
low-level release of anthrax spores over Sverdlovsk Russia presented over a more extended peri-
od. For other agents, the set of curves would move to the left for diseases with a shorter incuba-
tion such as VEE or to the right for diseases with longer incubation periods such as smallpox. The
fatality curve would greatly diminish for non-lethal diseases, and the critically ill curve could
extend further to the right.



The dynamics with which casualties occur following a biological attack is a key driver of
emergency response concepts. Detection and identification of the disease is likely to occur dur-
ing days 3 or 4. By that time the numbers seeking medical care and the critically ill would be on
a steep rise and would peak within one to two days. Anything that could shorten the time to detec-
tion and identification would give more time to cope effectively with the rise in casualties. But
even under the best of circumstances with early detection, the rapid increase in casualties would
imply the need for a local-based response system in order to keep pace with casualties resulting
from a biological attack.

A second key factor driving the response is the number of casualties. These curves are
scaled for a large and efficient biological attack against a large population in a subway, a sports
arena, or a metropolitan area. This same attack, but with a dilute agent inefficiently disbursed,
might produce 1,200 or less casualties. The scale of a biological attack cannot be predicted
beforehand. A robust response strategy must be able to cope with a very wide range in numbers
of casualties.

Summary, Biological Attack Variables. Variables associated with possible biological attacks
include choice of the agent, method of dissemination, route of infection and selection of target
and times. From an emergency response perspective, these unknown and uncontrollable variables
would all manifest in the presentation of sick and worried people that must be calmed, treated,
given supportive care, and possibly handled as fatalities. The unpredictable scale of biological
attacks makes it possible that local medical capabilities would be overwhelmed. The dynamics
of casualty presentation necessitate rapid detection and identification, and very rapid response.
Uncertainty regarding residual hazard implies the use of protective measures in collecting evi-
dence.

Coupled with these variables is the overall uncertainty of the biological threat. We might
think of biological terrorism as a potential peril that could become an immediate peril quickly,
with little or no warning, and with devastating impact. Faced with this possibility, two choices
are evident: (1) Prepare before the event; or (2) Prepare after the event. We do not know if a
biological event of devastating proportions will ever occur, but that fact does not alter these two
choices. If we do choose to prepare to respond before the event, the low likelihood that such an
event would occur in a given locality does have a practical impact on response strategy. A
response strategy needs to be both effective in coping with a wide range of biological attack vari-
ables (or it may fail) and practical with respect to cost, effort and simplicity (or it will not be
implemented).

Emergency Response Concepts. To develop concepts for responding to a biological attack, a 60
member multi-disciplinary team of local, State and Federal emergency responders and managers,
and technical experts analyzed five attack scenarios during a series of five workshops. The
sequence of scenarios was as follows: an attack on a building with tularemia infecting 1,000
occupants; an attack on a sports arena with a mixture of SEB toxin and tularemia infecting 20,000
attendees; an attack on a subway with anthrax infecting over 100,000 riders; and an attack on a
metropolitan area with VEE virus infecting over 1 million residents. Finally an attack on a cat-
tle feed lot with Rift Valley fever producing illness in both cattle and humans was analyzed. The




scenarios supported by tutorials on key aspects of biological warfare not only provided examples
against which to develop response concepts, but also served to establish a common basis of under-
standing of the nature of the biological warfare.

After presenting each scenario, the team was asked to identify the response activities that
they would take and timelines of when these activities would need to occur. Response concepts
resulting from the first two workshops were incomplete — approaches to deal with the large num-
ber of casualties had not been identified. However, in the third workshop the team built on what
was learned from the first two workshops and produced an integrated concept for dealing with a
major biological incident. The team also estimated the resource requirements to implement the
concepts and then identified available resources to fulfill the requirements and shortfalls. During
the fourth workshop the response strategy from the third workshop was re-tested and strength-
ened, and the resource estimates were refined. The process was repeated again in the fifth work-
shop by applying the response strategy to an agriculture target.

Response Strategy. The key aspects of the resulting biological response strategy are the
following.

1. Emergency response plans need to be integrated at local, State and Federal levels and in place
before the event.

Reason: Responding to a sizable biological attack will require additional resources from State,
regional and Federal levels that can be most effectively utilized if they are integrated into the
planing. Given the complexities and time constraints of responding to a biological incident, try-
ing to determine roles, missions and strategy during the event would likely fail. Consistency of
response concepts throughout the nation would greatly facilitate the efficient application of out-
side resources whenever and wherever they might be needed.

2. Response to a biological attack needs to be locally based.

Reason: Rapid response is necessary to keep pace with the casualties. The local community,
which understands its own needs, resources and population base, is in a unique position to
respond rapidly and to provide a framework for quickly absorbing and effectively utilizing out-
side aid.

3. Response concepts need to prepare for a wide range of casualties.
Reason: The scale of a biological attack cannot be predicted. A terrorist biological warfare attack
has the potential of infecting from several individuals to 10% or more of a locality’s population.

4. The primary focus of the response needs be on care of casualties, worried well and those at
risk. Plans to expand local medical capabilities need to be in place with pre-established lines of
communication. Use of outside and non-traditional resources over a protracted duration needs
to be anticipated.

Reason: Coping with the large number of casualties and worried well is the most difficult aspect
of biological response planning and, therefore, requires special attention.

BW Response Template. In fulfilling these aspects of the response strategy, the team grouped




response activities to provide structure and organization to the response concept. The resulting
integrated response strategy is depicted as the BW Response Template in the following diagram.
Key decisions that health and local officials would need to make during an emergency response
are also indicated.

Continuous surveillance is an ongoing activity to monitor available information such as
emergency room visits and ambulance runs for unusual levels of activity. These non-specific
indicators can draw attention sooner, rather than later, that an unusual health event is occurring.
The CDC now has grants to States and localities to develop and to test approaches for continuous
surveillance. Such surveillance would assist in the early detection of both natural and terrorist
spread disease.

Should continuous surveillance give indication of an unusual occurrence, surveillance
would be immediately expanded by actively polling emergency rooms, clinics, doctors offices,
veterinarians and others to better define the extent and nature of the medical situation. If expand-
ed surveillance gave indication that a major or unusual health event was occurring, then medical
diagnosis and epidemiological investigations would be implemented to determine the cause and
to identify the population at risk. Criminal investigation would be started at that time to help
determine if the disease outbreak was the result of malicious intent. Epidemiological and crimi-
nal investigations could usefully share information, as both investigations would be striving to
identify the nature and site of the attack by interviewing casualties. Epidemiologists seek infor-
mation to better define the population at risk, and criminal investigators need the same informa-
tion in order to know where to look for evidence.

During the course of these investigations the number of ill and critically ill would be
building. There would be enormous pressure on local officials to make decisions regarding pro-
phylaxis, treatment, isolation and appropriate emergency response. It is likely that these decisions
would be made on a presumptive basis within 12 to 24 hours after expanded surveillance indi-
cated that a major public health event was occurring. Efforts to confirm medical diagnosis, refine



the estimate of population at risk, and expand criminal investigation would continue, and the
ongoing emergency response would be altered as needed based on the new findings.

The lower nine elements of the response template address the emergency response activ-
ities. Hazard assessment, mitigation and control would address residual hazard at the site of
release and include control of contaminated food and vectors should these be applicable to the sit-
uation. Prophylaxis, immunization and care of casualties form the core elements of the response
template. These elements must deal with the large numbers of both victims and worried well. It
is through these elements that existing local medical capabilities would be expanded to form a
system into which outside and non-traditional resources could be absorbed and utilized. To this
end, the team developed the concept of a modular emergency medical system. The key compo-
nents of this system are shown below.

Neighborhood emergency help centers or points of distribution would be established to
provide prophylaxis, immunization, and information to those seeking medical aid. The centers
would also triage incoming patients to separate the critical ill for transportation to other facilities.
One concept is to expand existing clinics with volunteers and administrative staff to allow for a
throughput of 1,000 patients per day or greater. Alternately, the centers could be established in
other temporary facilities such as hotels. Acute care centers, which could satellite off of area hos-
pitals, would provide treatment and supportive care for the critically ill that exceed hospital
capacity. These would depend on a skeleton staff of local physicians and nurses augmented with
volunteers and outside state, regional and federal medical personnel.

A complementary approach is to allow the critically ill to stay at home. Medications
would be provided at the home, and family members, volunteers and outside medical personnel
would provide supportive care. Community outreach would be necessary in most cases because
some victims would not be able to access a neighborhood help center or other assistance. Recent
analysis of attacks with a contagious disease organisms indicated an advantage if the ill are kept
at home for purposes of isolation. Taken together, these three components offer flexibility in deal-
ingwith large numbers of casualties resulting from a biological emergency. However, they would
only be effective if the local health care community worked together as an integrated system
under centralized command and control during such an emergency.



Key Components,
Modular Emergency Medical System

[Figure: SEE ATTACHED FILE]

Control of the affected area and population would involve both public information and
security at health-care facilities and other vital installations. These activities are directed at calm-
ing the public and obtaining public support and compliance with the response measures as well
as maintaining order and calm at health facilities. Resource and logistic support would focus on
receiving and employing outside aid to include both medical supplies and personnel. Receiving
and credentialing points would be needed for incoming medical personnel and volunteers.
Logistic supply centers would be needed to receive, divide and distribute supplies.

Continuity of infrastructure may require public utilities and other critical services to
implement their emergency operation plans if their staffs are reduced as a result of the attack.
Distribution of prophylaxis to key utility workers could be required depending on the circum-
stances. Fatality management involves plans to augment the staff at local morgues to increase the
processing rate and to use refrigerated facilities or vehicles as temporary fatality storage sites
pending final disposition. Family support services are needed to provide information and assis-
tance to the families of emergency responders during the incident as well as to deal with the
longer-term psychological impact of the incident.

Command and control at the local, state and federal levels is needed to tie all elements of
the response together. Local command and control would focus on coordinating the emergency
response. State and federal command and control would focus on supplying outside support.
Although a biological terrorist attack would result in a catastrophic medical emergency, and the
medical community is paramount in deciding on the nature of the disease and treatment regimes,
it will fall on the emergency managers to make the various response elements work together and
to call for and integrate outside resources. Effective response to a biological incident would only
occur if these two communities worked together in an integrated fashion. This integration would
need to be pre-planned before the event and lines of communication would need to be pre-estab-
lished. Additional information is available at Web location www2.sbccom.army.mil/hld/ BW
Improved Response Program "Interim Planning Guide for Improving Local and State Agency
Response to Terrorist Incidents Involving Biological Weapons."

Conclusions. It appears that effective response to a biological incident would be possible through
pre-planning and preparation. Further, the cost of such preparation for a given locality appears
modest since the main activities are planning and establishing lines of communication. The addi-
tion of costly local infrastructure is not necessary. The cost of continuous surveillance, the only



ongoing element of the response template, appears modest since it involves the capturing and
analysis of already existing data. At the Federal level, one of the main costs in preparing to
respond to biological incidents is the need to stockpile antibiotics and vaccines. The CDC is cur-
rently establishing a national pharmaceutical stockpile.

Preparations for a biological emergency would be applicable to any catastrophic medical
emergency that could result from natural epidemics, earthquakes or hurricanes. Thus, there is
side benefit in preparing for biological incidents that would help the medical and emergency com-
munities respond to other more likely medical incidents. Further, emergency managers have
noted that many of the elements of the BW response template would be applicable to many nat-
ural emergencies.

Preparing to respond to a biological incident is not a simple task. Emergency managers
and health care officials are already faced with a wide array of emergencies with which they have
to cope. Taking the time and energy to plan for a low-probability biological event poses a diffi-
cult question in terms of priority. To assist localities in implementing the response template, a
computer program is being developed called the response assets management system (RAMS)
that will provide the BW response template in a convenient computer-based form. Equally
important, it will assist emergency managers on a day-to-day basis with scheduling and time-
keeping. The automated format will also allow response templates to be stored for other types of
more routine emergencies. Thus, RAMS will provide the ability to automate local emergency
response plans, which can then be shared as best practices between communities. The approach
has potential to not only help implement biological response planning, but also to improve emer-
gency planning and response throughout the country.

A final insight: it appears that the best response to a biological incident may reduce death,
suffering and economic loss by approximately 50%. This level of saving would be of enormous
benefit and would seem to justify improving response preparations. However, the remaining level
of loss would still be enormous and totally unacceptable. Thus, biological terrorism must be pre-
vented.
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Abstract - The need to improve war-fighter training led to significant advancements in simulator
technology. Now, simulator technology is ready to be applied to a new challenge: an evolution-
ary approach to training military medical personnel that will result in improved combat casualty
care. With the exception of the introduction of helicopter evacuation support during the Korean
War, changes in combat casualty care have not significantly altered the percentage of wounded
soldiers lost in combat since World War II. The introduction of battlefield simulator training has
improved strategic planning and combat readiness. It is time to apply these same tools to
improvement of medical planning, military medical readiness, and execution of casualty care.

1.) MEDNET - An Overview

The MEDical simulation NETwork (MEDNET) is envisioned as a comprehensive simulation
system that can be used to augment combat casualty care, support civilian medical training, and
to provide just-in-time basic first-aid training in the event of terrorist attack. Viewed as a Grand
Challenge for improving military medical readiness and combat casualty care, MEDNET is
anticipated to become a fully integrated part of the overall strategic training mission of military
medical personnel.

The challenge before us is the integration of a number of existing and evolving simulation
and medical technologies. The concepts behind MEDNET are based on the blending of
Advanced Distributed Simulation (ADS) technology and modern, emerging telemedical technol-
ogy. ADS technology includes enhanced Distributed Interactive Simulation (DIS), as well as con-
structive and live simulation capabilities. In support of ADS, the Institute for Electrical and
Electronics Engineers recently approved a simulation interface standard [IEEE 1516] known as
the High Level Architecture (HLA). The HLA is sponsored by the Defense Modeling and
Simulation Office (DMSO).

Based on the HLA standard, MEDNET could enable the simulation of any number of events
and environments including, but not limited to, civilian patients, wounded combatants, patient
surroundings, and the various echelons of care. In addition, MEDNET could leverage Internet
technologies to incorporate a virtual clinician to provide support in diagnosis and disbursement
of general medical knowledge to both medical and non-medical military or civilian personnel.



To date, biological weapons have not been used. However, in the unlikely event of a wide-
spread biological threat such as unforeseen terrorist activity or a natural outbreak of disease, hav-
ing MEDNET available to provide assistance to non-medical personnel may save a significant
number of lives. Biological weapons are strategic in nature, and often spread well beyond their
intended target (i.e., the Dandelion Effect). Should a biological threat occur, quarantine measures
will no doubt be implemented and communications media (e.g., telephone, radio, and networking
services) will become critical assets in fighting such terrorist activities. MEDNET, perhaps as an
extension to the Health Alert Network, can play a role in supporting the transmission and com-
munication of medical information and operations to combat the biological threat over a widely
distributed communications network.

Recent advances in World Wide Web technologies and applications, continuous performance
improvement in computing and communications hardware, and the continued evolution of the
Internet-2 and Next Generation Internet indicate that future bandwidth will be available to sup-
port and sustain a geographically dispersed, distributed simulation system. In the following sec-
tions, we will describe the various components of MEDNET.

2.) The Components of MEDNET

The concept of MEDNET is based on existing distributed and reconfigurable simulation
system technology suitable for both individual and team training. The primary components of
MEDNET include the ADS system (the core of MEDNET) and infrastructure, the virtual patient
simulator, a fully immersive 3D rendering system, an injury catalog database incorporating a
comprehensive library of known branched-physiological scenarios, and an adaptive intelligent
interface module called the Virtual Clinician Assistant.

Using the components of MEDNET, future civilian and military medical personnel will be
able to educate and train in a synthetic environment (e.g., surgical theater, urban street accident,
battlefield, rural area, etc.), triage and treat virtual injuries, and seek expert guidance, all from
within the virtual environment of MEDNET. From a portal on the World Wide Web to a fully
immersive virtual environment, MEDNET will be capable of offering a wide range of education-
al and training capabilities. The Grand Challenge of MEDNET is to provide this vast array of
capabilities in a cohesive system that also supports differing levels of detail.

At one end of the spectrum is MEDNET’s Web Portal Interface. Through this interface,
MEDNET has the capability of providing basic first aid information to a broad constituency, such
as the general public. In an operational setting, MEDNET has the capability to support JIT com-
munications and operations support. In instances of terrorist attack, hundreds of thousands of
people are going to want to know where to turn for general first aid information, assistance, or



quarantine rules in the event of a biological threat. In the latter example, we now know that local
and regional hospitals and trauma centers become quickly overloaded when the number of injured
reaches O(100). In fact, a recent simulation (a socratic dialogue) sponsored by the Institute for
Security Technology Studies at Dartmouth last July indicated that health officials may be unable
to triage the vast majority of the injured public. Further, as the first responders are the second to
fall, the system is expected to collapse rapidly. Then where will people turn for basic informa-
tion and first aid? The answer is the Internet. And where on the Internet will they be able to find
up-to-the-minute information in an on-going crisis?

MEDNET.

At the other end of the spectrum is MEDNET’s fully immersive environment. In its fully
immersive capability, a virtual reality (VR) cave would be constructed around modern data-grade
video graphics projectors, suspended from the ceiling and displaying on four surrounding walls.
The expectation of this system is that this simulated synthetic environment will render a 360-
degree field of view that fully immerses the participant(s).

In the center of this rendered space resides a table (a high definition volumetric display) that
will present the virtual patient image to the interactors. This display presents a stereoscopic
image that appears as a scale model resting on a table, gurney, or litter. The interactor(s) may
view this image from any angle by walking around the table or by leaning over it to gain per-
spective from various azimuths and altitudes. Perhaps of particular interest are the data fusion
capabilities of this display, which integrate graphical or multi-dimensional datasets with the vir-
tual patient display. A true synthesis of MRI, 3D ultrasound, or other CT data can be used to
morph the virtual patient to simulate a particular patient condition. When merged and morphed
with data from the Visible Human Project, a true-to-life rendering is produced. But the grand
challenge goes even further simulating the entire patient electro-mechanically, chemically, bio-
logically, etc.

3.) The Virtual Patient Simulator

At the center of the MEDNET synthetic environment will be the high fidelity Virtual Patient
Simulator (VPS). The VPS is the subsystem responsible for modeling and rendering the human
patient form in considerable detail. The core of the human model used by MEDNET could ini-
tially be constructed using a blend of ADS technology developed by the U.S. Department of
Defense and the Visible Human project from the National Institutes of Health. However, there
is little reason to stop there. There are many systems and processes that can be modeled, both
independently and in synchronicity with other systems. Theoretically, this could take us down to
the operational level of DNA, or to as high of a level as bedside manner JIT Training. The chal-
lenge is both research-oriented and educational.



There are many ways in which a human patient simulator could be used. For example, sce-
nario-specific data for a virtual patient simulation could be initially drawn from a physiological
patient database. Then mathematical behavioral models contained within the injury catalog could
be selected to create a scenario-specific medical event, possibly from stored Magnetic Resonance
Imaging (MRI) data sets. These displays could then be superimposed on the digitized Visible
Human and morphed as appropriate onto a standard human model. Visual or polygonalized
data collected from the National Library of Medicine’s Visible Human project could then provide
a texture mapped overlay to generate quite realistic imagery. In another example, the virtual
patient-generated image might contain generic ADS entity models. It may be possible to extend
this presentation (such as in a learning environment) by synchronizing and registering a live data
fed and superimposing it on the simulated patient. Given that livepatient information is being col-
lected (e.g., x-ray mapping) and displayed in the surgical theater today, this part of the challenge
is the next logical step.

In most technical training environments, immediate assessment and feedback on perform-
ance can greatly enhance the task acquisition process.

Initial VPS systems will likely be a composite simulation system (a blend of live, real-time,
and constructive simulation technology) utilizing an aggregation of both low and high fidelity
modeling techniques. Low fidelity modeling will be accomplished using constructive simulation
techniques. When aggregated with virtual simulations, the VPS will be used to manage the major-
ity of the patient’s sub-systems in a logical and coherent fashion. High fidelity modeling that
requires a high-degree of interaction will be accomplished strictly using real-time distributed
interactive simulation techniques. Today, multi-processor-based systems are capable of providing
the high-degree of interaction and fidelity required to train a clinician or medical corpsman.
What's missing is the human patient simulation.

4.) The Haptic Interface

Human-computer interaction has historically consisted of limited interaction with visual
displays of iconic and character data on a two-dimensional screen. Networked Virtual
Environments (Net-VEs) offer an alternative interaction paradigm in which users are no longer
simply external observers of data but are active participants with their data in a 4D virtual world.
Within the Net-VE, force sensation plays an important role in recognition of 4D objects and our
interaction with them. The hardware and software technology involved in the creation of inter-
active virtual environments such as MEDNET is still relatively new; however, haptic devices are
already available in commercial-off-the-shelf form.

A high fidelity haptic simulation of surface contact presents a demanding technical challenge
in the design of force reflecting Net-VEs. In fact, the creation and quantification of the charac-



teristics of each of MEDNET’s application components is a research task in itself. One of the
main objectives of the MEDNET Grand Challenge is to stimulate research. This includes the
identification and quantification of representative force sensations by an interactor in the 4D syn-
thetic environment.

[Figure: SEE ATTACHED FILE]

Figure 1 High-Fidelity MEDNET Simulator Configured for Surgical Training.

Surrounding the volumetric display within MEDNET will be a set of haptic (tactile/force-
feedback) interaction tools. These tools that comprise a technology assessment will permit the
interactor to reach out, touch and feel the VPS. The haptic systems in MEDNET that permit the
interactor to touch, feel, and otherwise physically interact with the VPS will lead to evaluation
and characterization of the fidelity necessary in haptic devices and the human factors associated
with tactile and force-feedback systems in medical simulation applications.

High fidelity, distributed interactive simulation techniques will provide for adequate man-in-
the-loop interaction and response times. Although direct feedback to the interactor will be pro-
vided for by the haptic system, interaction and rendering will be controlled by the distributed Net-
VE. Entity-to-interactor interaction will encompass various surgical tools and simulated telemed-
ical instruments. Additional techniques can be programmed into the MEDNET system as new
tools are added to support a variety of training and educational tasks.

5.) Three and Four Dimensional Displays

In many applications, the understanding and interpretation of visual images are inherent parts
of the problem solving process. Examples in medical imagery range from diagnostic radiology
and fluid-structure interaction to problems involving operator-assisted telerobotics. In MEDNET,
the computer can be used to perform image, data, and knowledge processing in a way that is
aligned with an understanding of the user.



Pseudo-holographic display systems can enhance our understanding and interpretation of
visual images. They also provide for more realistic imagery. For the interactors, this display
system can enhance interaction with the virtual patient simulation and further the immersion
effects. In addition, several different levels of medical clinicians can be trained using MEDNET’s
reconfigurable environment. Clinicians can perform physical assessment tasks and practice pro-
cedures.

The objective of these systems is to provide high-fidelity video stimuli to the trainee with a
minimal amount of distortion. This can occur in the VR Cave, or through the desktop using LCD
shutter glasses. This can enhance the realism associated with the actual simulated environment.
While this appears feasible and sensible on the surface, little research has been done to verify
training effectiveness, cost effectiveness, human factors, or the impact of display system types.
Network performance and training effectiveness are particularly troublesome and limited.
However, initial system prototypes do appear quite promising, and recent assessments by the
Army Research Laboratory appear to support the claim that interactors using 3D visualization
appear to perform at a superior level to those using only 2D visualization. Thus we have good
evidence to lend credence to the belief that 4D interaction may indeed be superior still.

6.) The Virtual Clinician Assistant

A significant amount of research has been conducted in developing techniques for embedded
assessment for intelligent tutoring systems. This area focuses on the application and extension of
real-time embedded assessment technology to casualty care. Today we believe that this level of
assessment could now be integrated with modern knowledge-base technology and made available
to the public at-large through the Web.

Consider that in most technical training environments, immediate assessment and feedback
on performance can greatly enhance the acquisition process. This is especially true for procedural
based applications (e.g., diagnostics, control procedures, etc.). When procedural errors are iden-
tified in real-time, it is easier for the learner to comprehend the context in which the error
occurred. Often it is the situational variables that lead to a procedural error, hence corrective
feedback in real-time aids in learning to avoid situationally induced errors.

The Virtual Clinician is the focus of research on the development of a prototype real-time
intelligent embedded assessment module that would be integrated with MEDNET. This module
would capture the procedural knowledge for a selected subset of diagnostic and/or operational
activities. This involves knowledge engineering of selected procedures, development of the pro-
totype knowledge model, and integration and testing of the Virtual Clinician interface. Further,
timely information could be programmed into this interface to provide Just-In-Time training to



the public at-large.

One of the side benefits of a validated embedded assessment module is that it reduces the
number of live assessment experts needed for training. The Virtual Clinician prototype will be
structured so that it can be extended into a comprehensive model in the out-years of the MED-
NET program. This is perhaps by far the most visionary component of MEDNET.

A key element necessary to enhance many of the tools and models being developed is the
need for an intelligent diagnostic aid. The intelligent diagnostic aid would exploit neural network
technology, specifically back propagation neural networks, to provide expert diagnosis based on
selected physiological scenario inputs. This type of expert systems approach is vital to the devel-
opment of medic and physician-centered training. A fundamental reason for the importance of
this type of system to the long-term goals of the MEDNET project is the same as for any expert
system, the retention of expert knowledge.

Often the time between armed conflicts is lengthy. As a result, each time the military enters
an armed conflict, it has a staff of physicians and medics with little or no direct experience in
combat casualty care. The objective of the intelligent diagnostic aid within MEDNET is to cre-
ate a system that can capture combat casualty diagnostic knowledge so that it is permanently
archived and accessible during future training and conflicts. Later, this knowledge can be moved
into the civilian sector to aid in diagnostic training and emergency room care.

7.) Conclusion

A grand challenge is a feat no one has attempted, but one in which we can see how it could
be accomplished. MEDNET is one such grand challenge. This challenge will generate an immer-
sive and highly adaptable virtual environment that will allow individual participants or teams to
train simultaneously. The scenes presented within the MEDNET cave can change from a front line
battlefield, through combat support hospital, all the way back to a remote hospital located in rural
New Hampshire or urban Miami. Indeed, the entire continuum of support echelons can be mod-
eled. Modeling treatment received prior to, during, or after transportation, or post-operative care
can be but one focus of MEDNET simulations. Situational awareness training garnered through
each step in the design of the 21st century medical system will be supported.

This integrated use of MEDNET, coupled with the World Wide Web and Health Alert
Network represents a training simulation of providing casualty care as a comprehensive and
realistic simulation exercise. Further, as our communication infrastructures stabilize and evolve,
there is every reason to believe that a training system such as MEDNET could also be used in an
operational capacity. The MEDNET training environment will therefore be a knowledge deliv-
ery environment, enabling medical personnel to better understand and manage the toll exacted by



casualties.
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Cybercare: Responding to a Mass Casualty Event
in the 21st century

Joseph Rosen, MD

Abstract

In the next decade it is likely that we will be faced with a mass casualty event in the United
States either from a natural disaster or a terrorist attack. For example our present healthcare sys-
tem would be overwhelmed rapidly by a bio-attack using a weapon of mass destruction such as a
bioengineered virus. The ideal U.S. healthcare response system would consist of, a national com-
mand network that would control a large set of resources. These resources would include telemed-
icine, telerobotics, health care first responders, and major medical centers all electronically linked
together throughout the country.

This new "cybercare" healthcare system will be immediately available to respond to a
large catastrophic event, in one or more localities, from distant multiple remote command and
healthcare response teams. The system would be designed to handle the following scenario: the
release of a 'new’ virus that would cause a catastrophic event in a major city and then spread in a
’dandelion’ fashion encompassing multiple new sites within a short time of onset. The cybercare
healthcare response system will quickly assign distant healthcare sites to act as remote protected
telemedicine response resources to respond to sites that have been attacked.

This new cybercare healthcare response system would combine a number of critical tech-
nologies. These would include both information technologies and physical technologies.
Telemedicine, telesurgery, telemonitoring, virtual reality, augmented reality, telecommunica-
tions,and intelligent software agents would all make up key parts of this system. The system will
utilize remote-controlled robotics in conjunction with responders at the incident sites, as well as
autonomous robots. It would require a flexible command structure so that command can be
shifted to any part of the network as the attack progresses. The cybercare response network will
have to encompass most of the U.S. to have the necessary resources to respond to a large cata-
strophic event.

The recommendation of this report will be to develop a research agenda to create a sys-
tem to response to a catastrophic terrorist attack that would normally overwhelm the present local,
state and federal agencies, and interagency groups. In these extraordinary circumstances a special
agency or system maybe required to respond and institute the recovery from the terrorist event.
This system will require an integration of resources in a flexible matrix approach that can respond
rapidly and dynamically to an attack on our nation (see Extreme Information Infrastructure).



What is this system?

The system will first need to be modeled and its components identified. These components
will need to be developed on a expedited schedule, if they are not already developed, or are being
developed by one of our agencies.

The system would then need to be developed in a large scale simulation environment -
MEDNET (like SIMNET). Once established as a simulator it will need to be deployed as a ’per-
formance machine’ where each of its components are operated from distant remote protected sites,
such as in a tele-operation model. The command sites will direct resources at the sites that have
been attacked -these resources will include humans, tele-operated machines, and equipment and
supplies.

In this way a national network of command resources will be immediately available to
respond to a large catastrophic event in one or more localities or states from multiple remote com-
mand response teams. This catastrophic event(s) may then spread in a dandelion’ fashion ( as seen
with small pox and cyber threats) encompassing rapidly multiple new sites which will be quick-
ly assigned new distant command sites to respond to them. In some cases command sites will
become infected and be switched to local response sites.

This system will require a level of tele-operations and augmented reality that has only in
the past been used in isolated cases for specific operations like MOUT, underwater remote oper-
ations and rescue, response to nuclear contamination in nuclear power plant disasters, and most
recently extensively in minimally invasive surgery throughout the country.

This system will also require a flexible command structure so that command can be shift-
ed to any part of the network as the attack progresses. Overall command can be centralized,
regionalized or remain de-centralized as best indicated.

The network will have to encompass most of the US to have the necessary resources to
respond to a large catastrophic event, otherwise the network of response teams could in itself be
overwhelmed as the number of local sites affected increases rapidly. ( It could also employ
response teams from international sites, NATO or other allies).

Each response site could be a remote command/response team assigned a specific task at
the incident site or each response team can be virtual, made up of a number of individuals that
have been previously trained together but now live at distant sites from each other. The team
members will be networked together as they are brought online to work together and grouped
according to their needed skills for this attack.



This system will need both remotely controlled operations ( simple robots -MIT, UTAH,
Stanford, JPL) for many tasks, some humans at the incident sites (with protective gear), and some
autonomous robots for very simple tasks such as supply and logistics (See Carnegie Mellon
autonomous robot program and Cybercare Robots).

The robots should not be seen as robots, but as their component parts -control/command
units, sensors (vision and touch), motors and mobility, bandwidth and supportive structure. In
some cases we shall only want to send in mobile-sensors, in other cases sensors with motors to
perform a simple task like take a sample. In some cases enough band width will be available to
remotely control these robots, in other cases they will need to be autonomous. IN some cases they
will only need to transport supplied, in other cases they will need to establish basic utilities such
as water, power and bandwidth.

The system and its network will be like the description of an army in Sun Tzu the Art of
War - An army should be like a snake - if you attack its head it will response with its tail, if you
attack its tail it will respond with its head, and if you attack its middle it will attack with both its
head and its tail. All of the parts of this system have to have this flexibility. A multi-site, sustained
attack is a very likely scenario in the future. It is one that we are least prepared for on our own
domestic soil.

The component parts will need to be set in place like the Eisenhower defense highway
system. This approach was a radical approach away from the hub systems of the railroads. The
network envisioned will need the bandwidth of the internet that is presently laid down all over
America like the Eisenhower system of highways. Or in the event of an attack large amounts of
bandwidth will need to be laid down rapidly - which is true of any battlefield of the future.

With respect to the robots or their sub-components they will need to be assembled from
multiple local depots where they are stockpiled. They should be reconfigurable according to the
needs of the situations. They should be whenever possible remotely controlled. (They could be
stockpiled in national guard armories, or at local police, fire department, or EMS departments).
In some cases robots that are used for domestic production or services could be re-assigned, just
as we use humans in dual purpose roles. (In the distant future the robots could be created as a
generic workforce and then reconfigured as needed in the event of an attack. In an alternative
approach they could be made up of many smaller components and could self-assemble and re-
configure as needed).

As we move further into the future the technologies of robotics, genetic engineering, and
nanotechnolgies will provide improved, miniaturized, flexible tools to support the above system
( they will also play a significant role in the weapons). It is hoped that all of this will be realized
by the year 2025. However, inspite of the critics who say you can not build this system now - all



of the components of this system are presently available in small numbers. Many of the tele-oper-
ation systems have been available since the 1950’s. The robotic systems have seen great advances
in the last several decades. The types of simulators and virtual reality systems needed have been
developed from the 1970’s to the 1990’s and used successfully in the preparation and training for
the Gulf War (SIMNET and DMSO).

To put this ’system’ together would require an effort proportionally or greater than the
Manhattan Project. But just as in the Manhattan Project - the nation and our society was at seri-
ous risk. A catastrophic terrorist attack with a weapon of mass destruction whether it be a
bioweapon or a cyberweapon, or a combination of the two could result in our society and its fun-
damental values being seriously compromised.

The time to develop a response and therefore a true deterrent is now. A system as we have
presented would contain the threat before it spreads throughout a region and possibly the nation.
It allows us to face in a very real way the enormity of a successful deployment of a WMD on our
populace. But this system also gives us a response and method of recovery to sustain our nation-
al infrastructure and societal values in the face of such a threat. It is no longer possible to assume
these threats will not happen. In the words of the secretary of defense one year ago "It is not
hyperbole. IT is reality". It is only a question of time before we are faced with extraordinary chal-
lenges



National Institute for Urban Search and Rescue
Requirements Committee

Bobby Hartway, Chairman
Charter: Develop the XII Blueprint

Members:

Brian Morgan
Robert Chartrand
Jeff Ribel

The committee emphasis over the last few months has been to produce an XII Blueprint
Development Plan for the development and publication of the XII BLUEPRINT for Domestic
Preparedness against Weapons of Mass Destruction and Emerging Infectious Diseases. The XII
Blueprint will be a systems requirements document useful across all disciplines and at all levels
of Government, Non-Government, Industry, and Academia during efforts to develop and opera-
tionally integrate the combined systems comprising Domestic Preparedness. The Blueprint will
be based upon a total integrated systems engineering model of the Domestic Preparedness
System. The committee is presently defining a systems engineering methodology that will be used
to construct the integrated model. An early draft version of the systems model has been estab-
lished and is briefly introduced here, but much work remains to be done. NSF grant funding is
being sought to support a fulltime effort to finish the system model and then use it to develop and
publish the complete XII Blueprint document.

This report describes the activities to plan the technical accomplishment of the XII
Blueprint.

Efforts to acquire funding to 1) fully develop and publish the XII Blueprint and 2) use the
Blueprint to develop and build the XII Development Testbed are described in the NIUSR Grants

and Contracts Committee report.

Efforts to prototype and publicly demonstrate the enabling technologies available to
implement an XII are described in the Technical Committee report.

This report follows a six step sequence as shown by the flowchart below.

[Figure: SEE ATTACHED FILE]



(1) What is The Domestic Preparedness System?

The purpose of constructing an overall model for the "Domestic Preparedness System" is
to establish a common system environment model because it helps establish the present and future
boundaries of the system. It doesn t matter whether these boundaries are firm or fuzzy. What is
most important is to show what could be involved in the overall model, whether now or two
decades in the future. The idea is to provide a basis for the big picture over the long haul. This
big picture can then be subdivided and annotated as to what is real and right now, and what is
fuzzy and somewhere in the future. The single most important purpose is to have an integrated
whole picture that shows what the system is and could be to support collaborative discussion and
integrated planning .

Our conceptual system model shows that the Domestic Preparedness system is truly a sys-
tem of systems, many of which are not yet well defined, but which must one day be accounted
for. What is most clear is that there are so many different organizations and disciplines involved,
and so many different missions. Many of these entities respond differently to the same common
"threat", and some entities have a unique threat. The important concept is that in the event of an
"extreme crisis", many of these entities will have to work together as a single integrated opera-
tional system. Worse yet, each type of "extreme event" will likely require a different combination
of entities to properly respond. In other words, the Domestic Preparedness System is a system of
systems that will individually be required to very rapidly harmonize, synchronize and interoper-
ate under unpredictable extreme situations. Sounds like the military concept for global joint rapid
response force doesn t it? Sounds a lot like an oxymoron since joint and rapid are mutually con-
tradictory. This is precisely why we call the solution an "extreme information infrastructure".
Simply put, the system must have the flexibility that while each system is optimized for their spe-
cific and individual missions, they may be operationally and informationally reconfigured very
rapidly so that any authorized operational entity at any location can have access to the right infor-
mation at the right time. It is clear that at the present time, most of the entities of the "system" are
not technically structured or jurisdictionally chartered to operate effectively outside their tradi-
tionally defined mission area.

[Figure: SEE ATTACHED FILE]



(2) Why are Requirements Needed?

The large Federal budgets established to address the problems associated with the threats
of Domestic Terrorism and Emerging Infectious Diseases were created in an attempt to quickly
implement programs to counter and diminish these threats. These funds were released in advance
of any requirements other than vague references to the ominous dangers presented by the collec-
tive threats. The legislation authorizing the funding left it up to committees, working groups, and
individual government departments and agencies to determine how best to allocate the funding.
The GAO has issued several reports on the lack of sufficient overall coordination and the com-
plete lack of requirements. The only mechanism to date set up by the Federal Government to
establish an integrated set of requirements is several multi-agency committees and working
groups. There is inadequate central authority to manage the committee and working group activ-
ities to any common goal. This means the implementation process for a Domestic Preparedness
System is "Here is Money, Bring Solutions". Presumably, after enough of this process takes place,
the resulting individual solutions can somehow be integrated into a cohesive, operationally inte-
grated system. This has never worked in the past, and isn t likely to work this time. What will
have to be done is to work out the integrated system requirements in parallel with the multiple
implementation activities now going on, in the hope that when a system vision is finally acquired,
the aggregated solutions can somehow be fused into an operational whole. This simply means a
lot of retrofitting. But this will not be successful without a master integrated operational plan. It
is difficult to imagine how a single integrated operational picture could be established without a
total system requirements definition. It is difficult to see how a total integrated system require-
ments definition could be established without a total integrated system model. It is inconceivable
how a total integrated system model could be established without using a systems engineering
process. It is unlikely that an objective total view systems engineering process could come from
some jurisdictional player from "inside" the system. It is therefore easy to see the very important
role for the non-profit, multi-jurisdictional body of the NIUSR membership. This is the exact pur-
pose for the NIUSR Requirements committee effort to develop a plan to produce the missing and
critically needed systems model and XII Blueprint for the Domestic Preparedness System.

[Figure: SEE ATTACHED FILE]



(3) What is a Systems Engineering Methodology?

A systems engineering methodology is nothing more than a process that breaks a large
complex system into enough smaller pieces that the system components and their individual inter-
actions can be sufficiently defined to provide a single integrated operational model of the system.

[Figure: SEE ATTACHED FILE]

The process can be described as one of developing and defining all the different view-
points one can take in looking at a system and its operations. For example top-down versus bot-
tom-up. Every system has hierarchical levels, breadth and depth. Every system has distinct oper-
ations types and operational phases. By defining the various dimensions of a system, it is easier
to focus any given discussion on characteristics of a model because there are now common view-
points that can be shared.

The best way to visualize the system dimensions is to think of them as VIEWPOINTS of
an exercise game participant. The viewpoints vary depending upon the hierarchical system
LEVELSs; (1)at the top are strategic policy, strategic planning, strategic operations C2, (2) in the
middle are tactical planning, tactical operations C2, tactical logistics/dispatch, and (3)at the bot-
tom are field operations C2 or incident command, and field response actions.

Coordination, interoperable communications, security/authority verification, and decision-sup-
port information are needed at every one of these levels, but they each look a little different at
each level.

These of course are exactly the same levels we have always had in military systems.
Professionals in the C4I business already know that there are tight parallels between military C41
and emergency management C41. But one VERY important difference in emergency management
that NIUSR adds is that COORDINATION adds a fifth C to make emergency management a C51.
This is because in combined operations in military systems, you have a rigid hierarchy of author-
ity, whereas in emergency management combined operations you have a lot of "organizational



anarchy" that requires coordination. So CS5I is used to clarify the distinction between the usual
military view and the emergency management view. On top of the difficulty of organizational
anarchy coordination, you add the requirement for INTEROPERABILITY of multi-jurisdiction-
al communications needed to make this already difficult coordination possible. Again, this is
more difficult than combined operations interoperabilty in the military, because in C51I you are
dealing with multi-jurisdictional, anarchical organizations.

Now, you add on the terrible condition that, oh, by the way, you will lose most of your
normal communication links and networks during the disaster, so you will have to have backups.
So you must make sure your C51 communications must be accessible and reliable during the dis-
aster.

Finally, you add on security and authority certification across all levels and all jurisdic-
tions in your organizational anarchy. And now you have the basic requirements for a C5I extreme
information infrastructure (XII) system!

[Figure: SEE ATTACHED FILE]

But don’t stop here. Add a new level to the hierarchy of levels from top to bottom. Add a
level below the bottom C5I (tactical field operations) level. This new bottom level is the popula-
tion or public level. If the C5I system is the management system, the public is what’s being man-
aged. The public includes the victims, worried well, bystanders, and public at large, as well as the
media folks everywhere and in everyone’s face. We call this viewpoint "inside-out vs. outside-in".
Inside-out is the view of CS5I towards the situation and the victims, public, media. Outside-in is
the view of the victims, public, and media towards C51. This may sound trivial, but you will be
surprised how it, in addition to the other levels/views, helps divide the Essential Elements of
Information into more logical groupings. So, there you pretty much have how to use a systems
approach to visualize disaster/emergency management as a "system", and how to break up the
requirements into different segments or pieces or viewpoints, in order to tackle them one at a time
and keep them organized.



The final trick is to realize that this "system" looks different FOR EACH TYPE of disas-
ter. It especially looks different for scenarios requiring extensive medical facility use and medical
care providers and specialized medicines, as you have for bioterrorist events. Then, when you add
in a contagious bioagent, it goes beyond our present ability to control. But there is hope through
modeling, planning, exercise, and coordination.

There are ENORMOUS differences in how you handle the scenario management depend-
ing upon the type of threat agent. Contagious scenarios create very stressing time-factors and con-
tainment-control factors. You can liken this to stopping a nuclear chain reaction and trying to con-
tain the radiation. If you don’t do the right thing very quickly and correctly, it’s all over, and irre-
versable. This is exactly why a plague or smallpox type scenario stresses any emergency man-
agement system. But staying with the analogy, a nuclear reactor doesn’t stress out professionals
in the nuclear energy business because they have completely modeled it, know exactly how to
manage it, and have a lot of continuous practice. (Of course, accidents can still happen, but they
try to model and practice those too!).

It will thus be helpful to define an intensity scale to the scenarios. You can define a con-
tinuum or scale to the level of scenarios, something like a knob or rheostat you could use to turn
up "scenario HEAT". Everyday 911 type emergencies at the lowest setting, then on to large scale
natural disasters (like FEMA does all the time) about a third up, to terrorist events using chemi-
cal agents (like sarin) higher yet, to terrorist events using bio-agents like Anthrax (infectious)
even higher yet (maybe two-thirds), and then to extreme terrorist events like Plague (highly con-
tagious) very high up (maybe nine-tenths), and finally, over the top (100+) would be combined
extreme events, such as warfare-type combined chem-bio events (yes, some are talking about
this) or a really really nasty natural bug like we had in the 1918 flu pandemic.

What is very interesting about this knob, is that you invoke different TYPES of response
as you turn it up. For example, just because you can handle a very large natural disaster (FEMA
type) doesn’t mean you can handle even a small chemical terrorist event - - because you cross the
boundary of the TYPE of response required! Most obvious is that Firemen, Policemen, HAZ-
MAT, and EMS techs are not going to be the medical responders for biological disease agents, but
they all DO need to be protected for their OWN safety against such agents.

When you train these first responders how to protect themselves and coordinate on-scene
responses, you have only addressed one-half of the equation. The other half, which is causing all
the recent exercise failures, is when you bring in the part about medical care facilities where all
these victims end up. They are simply unprepared and haven’t been much involved so far in the
big "WMD" movement. Most exercises can’t bring in the public health and medical care facilities
as players simply because there usually is no way to "network" with them! Most state and local
public health systems don’t have much networking at all (some small local ones don’t even have
web access). Most hospitals, clinics, and other care providers each do their own thing. TOPOFF
2000 in Denver proved this out as being a real big problem area, but everyone is having a lot of
trouble figuring out how you fix the problem, because there is no one in charge of the loose col-
lection of health and medical care jurisdictions and institutions. The Public Health Service com-
munity is only just now getting slightly increased funding, and help from CDC, but the have a



long ways to go. Each local area medical care faciltiy is necessarily motivated by the bottom line
more than the common cause (unless someone pays them).

The point is that if you turn the scenario knob up just one little notch past chemical ter-
rorism, you go into a whole new world or required response types. A small area Anthrax attack
turns the knob just a crack into this new area, and a larger wide-scale anthrax attack immediate-
ly takes you into another dimension of response altogether, namely the medical facilities and
health care side. When you add contagious bio-agents (natural or terrorist), the response require-
ments go critical.

There you have it. The basic components of a systems approach for modeling the
Domestic Preparedness System. You have the scenario rheostat, the system levels, the system
views, the coordination, the communications, the security/authority certification, and finally all
of these versus different types of disaster scenarios.

(4) What is a Total Integrated Systems Engineering Model ?

A total integrated system model is the descriptive system model resulting from using the
system engineering methodology and viewpoints described above. The advantage of a single inte-
grated system model is that the individual components may then be worked in parallel, in any
order, with assurance they will correctly interface as a single cohesive whole when put back
together. This is obviously exactly what is needed for the Domestic Preparedness System. The
trick of course is to first have a good description of what the system is. In absence of this, and if
starting with an existing system or aggregate pieces that are to be made a system, the system must
be synthesized from information gained by reverse engineering. This can be done by aggregating
the existing parts, looking at their individual requirements, determining their interfaces, and then
reverse engineering any translators as needed to make them mutually interoperable. This is exact-
ly the situation with the Domestic Preparedness System. The individual component parts are indi-
vidually known, but not described anywhere in sufficient detail that a composite picture may be
painted. The trick here is to construct a generic system model that allows placeholders for all the
existing pieces to plug in when information is gained on each. When sufficient information on all
the pieces is acquired, the multiple interfaces may be investigated and specified. Translators,
retrofits, or re-engineering efforts may then be identified and undertaken.

The draft concept for the NIUSR System Model for the U.S. Domestic Preparedness
System shows the basic structure for beginning the system modeling process just described. You
can see it has most of the basic dimensions discussed above in the systems engineering approach.
There are many many details to be added for each of the simple components shown, but the basic
structure is there to support collaborative discussion. Closer inspection will reveal that this model
shows system features from only a single jurisdictional viewpoint. A "depth" must be added to
each entity to account for the jurisdictional divisions of Government, Non-Government, Private,
and Industry.

You must also realize that every single arrow in the system model diagram indicates an
information interface. Each of these interfaces implies a network connection, a message protocol,
a data format, and of course a scenario context for when each type of data should be available or



broadcast, and who is authorized to handle that information.

(5) How will the XII Blueprint be produced?

The Requirements Committee blueprint development process is a bottom-up process. It
starts with taking a fresh modeling look at the entire integrated system concept of crisis and con-
sequence management for the Domestic Preparedness System. It will go further than most other
models by considering interfaces with the total Health Care System from top to bottom in addi-
tion to the usual "WMD" entities and interfaces. In addition to better supporting bioterrorism sce-
narios, this newer part of the model will address the recent concern for Emerging Infectious
Diseases (EID). This new part of the model is crucial to Bioterrorism scenarios, which become
delayed response medical problems. The model also considers interfaces with the Global Disaster
Information Network (GDIN) program, and DoD s renewed interests in Operations Other Than
War (OOTW) programs. The product resulting from employing this bottom-up process will be a
documented system architecture description, the XII Blueprint. Preliminary work on this docu-
ment serves as a base reference for NIUSR projects for any specifically targeted funding area.

[Figure: SEE ATTACHED FILE]

(6) Exactly what is the XII Blueprint?

The XII Blueprint comprises the technical and operational requirements for an evolving
and totally integrated XII System that will fully support the Domestic Preparedness System. It
defines XII functional system components and their operational and technical interfaces at each
operational level in the system and for each operational phase of an extreme event. The Blueprint
will serve as a "living documentation" of evolving XII System Description and System
Requirements. It will be a funded extension of work now being done in the XII Requirements
Committee by volunteers.

The XII Blueprint will be the system requirements for the NIUSR project to implement
the XII Development Testbed. The XII Development Testbed will be a stand-alone installation of
an operational software suite and equipment set comprising an XII development system in some
customer/sponsor specified location. This equipment set will not have to be tied to any specific
facility — it would in fact be "transportable". The equipment set development will be a funded
extension of the volunteer work now being done to produce the periodic XII Games



Demonstrations, such as the present "When Disaster Strikes" tabletop game and workshop being
held here now in Las Vegas. The basic testbed would be software configurable to function as an
operational center model for any jurisdictional entity at any level in the Domestic Preparedness
System.

Conclusion
1) A plan has been established that will provide a structure to produce the XII BLUE
PRINT.

2) The initial development of a Domestic Preparedness System Model has begun. It is
being used as the basis to develop the Implementation Plans for the XII BLUEPRINT
document and the XII DEVELOPMENT TESTBED.

3) We hope to be able to make available through the NIUSR website the draft material of both the
Domestic Preparedness System Model and the Systems Engineering approach used to develop it.
The free availability of this material should encourage better participation and collaboration
among NIUSR membership by serving as a common roadmap or point of reference. (Remember
that NIUSR membership is a multi-disciplined, multi-jurisdictional group representing all sides
of Domestic Preparedness —Government, Non-Government, Industry, and Academia.)

4) This draft material will be useful to the Grants and Contracts Committee in support of
the effort to capture funding for full development of the XII BLUEPRINT document and the XII
DEVELOPMENT TESTBED.

5) We need more membership participation in this critical activity, and anyone interested is
encouraged to join the effort.



Cybercare Robots

Neil J. Fisher NREMT

Summary

Currently there isn t an effective, safe way to handle this form of Bio-HAZMAT threat.
Current methods involve setting Control Zones , and specially trained teams in NBC suits. The
response times are relatively long and the risk to the team is high. Local Emergency Management
teams are ill equipped to handle these circumstances. First Responders would quickly succumb to
the virulent disease.

Technology exists now that would significantly reduce the death toll among citizenry and
emergency response personnel. All Terrain Robots, with GPS and autonomous behavior systems
could be used to distribute vaccine, official information, monitor the situation at multiple sites,
and provide a direct link to local and remote response personnel.

Problem

In mass casualty situations, where the standard infrastructure breaks down, new infra-
structure must be brought in to replace the missing pieces. Injured civilians, first responders and
other medical personnel will require treatment. Relief and decontamination efforts will be daunt-
ing, and as time goes by will become increasingly more difficult to manage. At the present time
specialists and special equipment have to be brought in from around the country. This process is
extraordinarily dangerous, takes time, and is expensive.

Terrorist situations that invoke Presidential Decision Directive (PDD-39) and the Federal
Response Plan (FRP) terrorist and chemical and biological Weapons of Mass Destruction (WMD)
annex, are essentially "worst case scenarios". In these situations, as in the fictitious news report
above, FEMA, the FBI, the National Guard, along with local Emergency Management personnel,
are faced with a complete (or near complete) breakdown of local infrastructure. Other problems
that must be dealt with include the physical and emotional state of symptomatic and non-symp-
tomatic persons in the hot zone.

Solution

iRobot Corporation has demonstrated autonomous GPS waypoint following, and swarm coordi-
nation software in various public demonstrations. This picture is a composite photo of the test
track at Montgomery County Fire Rescue Training Facility, in Rockville, MD using data from a
test run this September. GPS waypoints were entered into an Operator Control Unit through a
graphical interface similar to the satellite image shown here. An Urban Robot equipped with a
differential GPS receiver followed a randomly selected path so accurately that the deviation can-
not be seen at this scale. This software was developed as part of DARPA s Tactical Mobile Robot
(TMR) program.

Figure: See Attached File



Robots could be used in this type of mass casualty scenario in a variety of ways. Large
all-terrain robots similar to iRobot s ATRV could be strategically located throughout a city, or in
close proximity. These robots would be deployed in time of crisis to deliver medication, and pro-
vide a communication link to field command, or relay to a remote command center. Loud speak-
ers mounted on the robot could deliver official information, while onboard cameras, microphones
and other sensors monitor activity near the robot.

Figure: See Attached File

All of the necessary technology for such a robot exists today. An ATRV has been modi-
fied to carry a medical payload (vaccine for instance), and be equipped with the GPS waypoint
following software, and satellite tracking. Multiple robots could be controlled by swarm behav-
ior models. The advantages of using an ATRV type platform are: Simplicity, high maneuverabil-
ity, rugged, low cost, proven technology, reliability, and simple maintenance. Presently ATRVs
have approximately a ten-mile range. They are equipped with cameras, sonar sensors. Laser
scanners, onboard computers for obstacle detection and avoidance, and vision processing sys-
tems. The addition of attitude and inertial guidance packages would complete the sensor suite.
With simple routine maintenance, an ATRV could stand ready for several years.

In the near future, with sufficient funding, a number of technological enhancements could
be made: battery and computer technology will continue to improve; autonomous behaviors will
continue to be developed; running times will be extended; on-board processing capabilities will
be increased. Robot capabilities increase exponentially. These trends will continue over both
mid-term (five year) and long term (ten plus years). Sensor and communications technology
improvements coupled with advances in software, will allow the robots greater situational aware-
ness and flexibility in obstacle avoidance. Cooperative behaviors between robots will enhance
the capabilities of the robotic team. Included with the collaborative ability of the team would be
real-time dynamic mapping of the contaminated area including biohazard and casualty data, giv-
ing the Incident Commander the ability to always work from the most up-to-date information.
Based on the latest information the Incident Commander could alter individual unit objectives to
better achieve overall mission directives, or if necessary, redirect the entire team. The enhanced
communication ability of the team will allow temporary a communication infrastructure to be set
up quickly and efficiently. Robot survivability will also be an issue. Not only will the
CybeResponder need to be able to withstand the rigors of the environment, it might have to sur-
vive mobs of panicked people. The best solution to this dilemma is to use simple robust tech-
nology.

Five Years from now, the robotic team itself would have the ability to find alternate routes,
and modify individual goals, to achieve the overall mission objective. ODOA and sensory situa-
tional awareness will advance to a state where dynamic obstacle detection, trajectory and path
planning will be robust and reliable enough to avoid moving traffic on busy streets. Other behav-
iors that would be implemented in the five year time frame might be crowd response behaviors,
use of visual information to identify humans, anti-handling/anti-tampering, and self-righting.



Possible crowd responses would be based on observed crowd behavior. Someone might try to
damage the robot if it were perceived that the CybeResponder is not distributing vaccine fast
enough. The robot might respond with a series of warnings followed by a non-lethal defensive
maneuver, such as directed pepper spray, or possibly electrically charging the outer shell of the
robot. Self-righting may also be useful here, in addition to inversion due to unexpected obstacles
or unstable terrain. Visual identification of individual persons can be helpful in the distribution
of vaccine, either in denying medicine to those who have already received some or in seeking out
those who have not or are unable to seek help on their own.

Ten years in the future, the possibilities and potential of robotic first responders will begin
to approach the abilities of human first responders, and in certain areas surpass them. Advances
in material science will allow lighter, more powerful and more maneuverable mechanical chassis.
Mechanical, electrical and software systems will be tightly and seamlessly integrated. Thus
resulting in unprecedented durability and reliability. Robot responders will be able to perform
complex self-diagnosis and limited self-repair. Further advances in cooperative behaviors, and
specialized robotic team members will expand the role of the Robotic Response Team. Economic
pressures will continue to drive down the cost of technology, enabling local staging of response
teams in all major metropolitan areas. With increased capabilities will come increased usefulness
and greater deployment possibilities. Robots serve as first responders for all HAZMAT and Mass
Casualty events. Robots could serve as Paramedic and HAZMAT Technician Assistants, Robotic
Responders could spend extended periods of time in the "hot zone". Greater emphasis on auton-
omy, with voice recognition software would allow the Cyber Responder to converse with victims,
and report findings to incident command.

Relevant Technology
iRobot Corp manufactures many types of outdoor all terrain robots.

Urban Robot

The Urban Robot* is an enabling technol-ogy that provides unprecedented mobility over
terrain that previous robots could not negotiate. This self-righting, tracked robot can climb over
urban and rural terrain includ-ing curbs, rubble, standard stairs, fields, and sand.

The Urban Robot was developed under con-tract with DARPA s Tactical Mobile
Robotics (TMR) program whose goal is to develop autonomous vehicles for reconnaissance and
surveillance applications. The first Urban Robots were built as research tools that are currently
in use at Carnegie Mellon University, Georgia Tech, University of Southern California, SRI
International, the University of Pennsylvania, and the Spe-cial Operations Forces of the US
Military. The upgraded urban platform has been developed for commercial use and is being man-
ufactured and sold by our RWI Divi-sion. Urban Upgrade Robots are now in use at a wide vari-
ety of sites including Jet Propulsion Labs, Oakridge National Labs, Honeywell and Southwest
Research Insti-tute.

Figure: See Attached File

The urban robot measures approxi-mately .63 L x .50 W x .13 H meters. Its small size



makes it diffi-cult to detect and offers a minimal shipboard footprint. During urban warfare test-
ing at Ft. Sam Houston in October, 1999, the low profile made it difficult to target and disable
through gunfire.

The system was designed to with-stand repeated impacts experienced in typical opera-
tions. Testing at Ft. Sam Houston showed it to survive repeated hand tosses over a 2 meter high
fence onto earthen landing zones. This allows the possibility for the robot to be deployed in MCM
operations from other delivery vehicles including a low altitude helicopter.

Operation is simple and achieved by a single hand-held computer mouse-like input
device. Situational awareness data (camera, position, sensors) is displayed to the operator and can
be recorded for future analysis. The robot is based on a computer brain which controls the com-
munications, motors and various sensors. This facili-tates the addition of customer add-ons such
as special cameras, mine detection sen-sors, thermal sensors, GPS, etc. This digital control archi-
tecture offers easy integration and compatibility with existing Command and Control Systems.
Payload capacity is approximately 20 kg and battery operation time is approximately 2 hours.

We are currently developing the next generation of this robot. Advancements for this plat-
form will include waterproofing, mechanical manipulation, autonomous behav-iors, modular pay-
load and sensor addition, faster speed, longer battery run time and lower production cost. This
robot will be available for demonstration in September 2000.

K8 Rapid Response Robot

The K8 Rapid Response Robot is designed as a tactical scout robot a rapid deployment
tool to provide on the scene commanders with the critical, up- to-the-second audio and visual
intelligence they need to make swift, defensible, informed decisions. K8 scouts the way for entry
teams while serving as a potentially life-saving "trip wire" to determine a suspects state of
mind, capabilities and intent. Because it is neither armed or armored, K8 is highly unlikely to be
used by a suspect as either a weapon or shield.

Due to its small size and rugged construction, the K8 can be carried in standard patrol
units right to where its needed where it can be quickly deployed to assist in the search for flee-
ing suspects, domestic disturbances, etc. without having to call out a dedicated unit. Wherever
your team can go, the robot can go Including up stairs. With no bothersome tether to get tan-
gled, the K8 can turn in the tightest hallways and doors.

Figure: See Attached File
Packbot
Packbot, the next generation of Urban Robot, takes the man-packable robot to the next level. It
features quick-change batteries and fast release flippers. Packbot is a man-portable robotic plat-

form with onboard computer processing.

The platform will be capable of speeds of up to 4 meters per second and run times of two



or more hours. Packbot will be able to withstand shocks of up to 400 Gs and will be waterproof
to 3 meters. Packbot will be a combat-ready system, and will posses many autonomous functions.
Through the combination of autonomous and assisted tele-op behaviors, Packbot will be able to
follow preprogrammed routes, circumnavigate obstacles, climb stairs, scout out new and alternate
routes, and relay sensor data to a command post.

The Packbot is the centerpiece of the U.S. Government s Tactical Mobile Robots (TMR)
program whose goal is to develop autono-mous vehicles for reconnaissance and surveillance
applications. The goal of the TMR Program is to increase the information of hazardous threats
while reducing the potential for harm to humans currently providing this function. PackBot is a
tracked vehicle, similar to the Urban Robot, that incorporates forward-articulated tracks to aid in
stair climbing, sensor positioning, self-righting, and high centering recovery. This vehicle is high-
ly robust, easily man-portable, and has demonstrated extreme mobility in var-ied terrain.

In Phase I of the PackBot project, iRobot devel-oped a proof of concept tracked mobili-
ty plat-form that incorporated forward articulated tracks. Under Phase I, a complete system design
was developed including the robot, a wearable user interface, and system programming. The sen-
sor package, including vision for navigation and tracking, is tailored to the mobility system and
integrated into the system architecture. The PackBot robot weighs approximately 18 kg and can
be compactly stowed for easy transport without the need for special equipment.

The next design iteration was the PackBot/Urban II platform, which added environmental
ruggedness. The latest iteration added new electronics featuring PC-based control.

During recent evaluation exercises with the U.S. Army Engineers at Fort Leonard Wood,
MO, a single soldier easily carried the PackBot by backpack, allowing free use of both hands. The
robot can be quickly and easily inserted into otherwise unattainable locations.

The PackBot offers an unprecedented level of mobility through varied terrain and rugged
environments. The robot can readily right itself after tipping accidentally or on purpose by a dis-
abling attempt by enemy forces. Using its forward tracked articu-lators, it can climb stairs, rocks,
curbs, hills and ramps, and stand upright to navigate narrow twisting passageways. The robot can
move on land at speeds up to 2 m/s.

The control system of PackBot will enable rapid response to environmental stimuli of its
sensors, such as cameras, attitude sensors, sonar, thermal/infrared sensors, magnetometers and
heading sensors, each specially tailored to the unique system architecture. Sensors customized to
specific missions can easily be integrated into the system due to its modular architecture.

ATRV

The rugged, reliable ATRV is the mobile robot of choice for demanding all-terrain proj-
ects. Its low center of gravity, big knobby tires, large ground clearance, weather-resistant enclo-
sure, over 220 pound payload capacity, plenty of sensor coverage and long run times enable the
ATRV to overcome obstacles that would stop most any other robot. The ATRV was designed as



an all purpose robotic platform. Its large size, multiple batteries, payload capacity and sensor
coverage, make it an ideal choice for the CybeResponder.

The ATRV s hardware and software architecture is shared across the product line, allow-
ing developments for one robot to be shared across all of iRobot s research platforms.

Figure: See Attached File

Mobility*“ Software

The iRobot s Mobility robot integration software system represents a breakthrough in the
design of software systems for robots and RCV’s. The vision of Mobility is to provide a means to
rapidly develop interchangeable control software for a wide range of robot and RCV systems. The
latest implementation of Mobility (the second major revision of the system) is making the vision
of the reuse of interoperable soft-ware components for robot and RCV control a reality. Mobility
is being used to build the software required by several commercial and DOD development proj-
ects on a daily basis.

Mobility includes a set of basic reconfigurable services for mobile robot and RCV hard-
ware control, abstraction and management. We provide services for servo motion control, odom-
etry, sensor processing, image capture, video compression, and many more. There are also graph-
ical tools for connection and configuration of the software components. Parameters for each com-
ponent can be adjusted and data-flows between components are graphically specified on-line,
using these tools. The basic control mechanisms and sensory processing for some new robots can
some-times be created entirely without programming, but through reuse of existing com-ponents
and our component configuration management tools.

The Mobility system also supports a set of more advanced services that are used to pro-
vide robots and RCV’s with features like mapping, navigation and driver assist behaviors. These
advanced services can greatly reduce the mental and physical load on the operator of the RCV by
using information available to the robot to provide quick reactive responses to difficult situations,
such as a collision avoidance or self-righting driver assist behaviors.

Mobility based software systems are built from collections of dynamically config-urable,
pluggable software components. These components work together by con-forming to strictly
defined interface definitions for every aspect of component functionality. Pluggable software
components work together like your TV, VCR and wall outlets do; you connect compatible inter-
faces (power to power, video to video) and it works together. The connectors on your TV are also
shaped so that you can’t plug video into the power outlet. Mobility provides this same kind of
pluggable con-nectivity and error protection for software components by following the CORBA
2 standards defined by the Object Management Group (OMG). The OMG is an inter-national con-
sortium of commercial software companies that work to define stan-dards for high level interop-
erability of software systems. Mobility specifies all internal and external system interfaces using
an open specification language called Interface Definition Language (IDL) that is defined as part
of the CORBA 2 specifi-cation.



Mobility follows applicable OMG defined Common Object Service (COS) inter-faces and
defines new robot and RCV specific interface suites that are used to repre-sent, coordinate and
control all of the elements of robot and RCV systems, as in the existing Urban Robot. These
iRobot defined interfaces can be made openly available using the openly defined IDL format and
others may write software that utilizes all the features of Mobility by following these interface
definitions and the open com-munications standards defined by the OMG.

By combining open standards like CORBA with highly reusable and configurable robot
component software designs, the Mobility robot software integration system helps iRobot deliv-
er unprecedented robot capability and interoperable interfaces in one tightly integrated software
system.

FARnet*

FARnet is a high speed, low and predictable latency, local area network architecture.
FARnet is optimized for communication with and control of large numbers of heter-ogeneous sen-
sors and actuators, in an environment where fast and real-time are both critical requirements. We
anticipate that the use of FARnet will lead to significant advantages for Cyber Response Vehicles
in weight reduction and modularity.

Deployer

The goal of iRobot s Deployer Project is to support small robots that DARPA has devel-
oped under the MTO Distributed Robotics program. We will develop a larger general-purpose
robot to transport and deploy these smaller specialized robots to areas of interest. The larger robot
will provide high-speed long-range transportation over various terrains to place the specialized
small robots near where they can accomplish their tasks. After the smaller robots have succeed-
ed at their tasks, the Deployer vehicle may collect and extract them.

The Deployer vehicle will also provide communications relay and power when necessary
for the small robots. A critical part of this work involves coordinating the larger vehicle with the
smaller vehicles and collat-ing the data from multiple small robots in the larger robot for trans-
mission back to a base operator. The number of mission com-mands needed from the operator is
being substantially reduced under our supervised autonomy control paradigm.

Swarm

The goal of the Swarm project at iRobot is to develop techniques for programming a dis-
tributed group of autonomous robots. Pro-grams for individual robots need to be robust in the face
of complex environ-ments, and the group software needs to be tolerant to the failure of any num-
ber of individuals. The algorithms developed must be designed to be completely scalable, that is
to function with groups of 10 or groups of 10,000.

Each individual robot is programmed using our proprietary Behavior Language software,
running on top of our Swarm multi-robot operating system. This allows us to develop and test
software at the individual and group level rapidly. A centralized data acquisition system for deter-



mining each robot s position and status in real time is also under development. This will allow us
to define and measure global metrics to judge the success of our algorithms.

At the heart of the swarm project is the ISIS communication system. This propri-etary
hardware lets robots communicate with their neighbors using infrared light. The system also
allows a robot to determine the relative bearing, orientation, and range of all the robots it is in
communication with. The communication network formed by these local interactions allows
information to propagate throughout the entire group of robots.

The combination of local spatial relationships and group sharing of information gives the
swarm powerful abilities. For example, the robots can position themselves into an arbitrary user
defined shape, or the current physical arrangement can be uploaded to the user, forming a map of
the explored area.

In addition to explicit communication with the ISIS system, individual robots will also be
able to communicate with others by leaving trails in their environment.

The list of potential applications of this research is prodigious, including mine counter-
measures, nuclear/biological/chemical threat detection, or covert surveillance.

Summary

The likelihood of Local, State and Federal Emergency Response Teams facing a cata-
strophic Biological Weapon incident is constantly increasing. Technology now exists that could
greatly increase the survivability of both the general populous and of the Emergency Responders
themselves. The technology developed by iRobot Corporation is scalable and provides a clear
upgrade path for future platforms. Continual improvements in our technology, will expand the
capabilities and roles of future CybeResponders. The autonomous abilities of CybeResponders
will advance in step with developments in software and sensory technology. CybeResponders
either alone or in teams will save lives, save time and save money. Robotic Response Teams will
be ready and able to assist in HAZMAT mass casualty incidents, now, and into the future.



Information Technology and the
Medical Response to Bioterrorism

Jon C. Bowersox, M.D., Ph.D.

Introduction

Medical preparedness will be a key factor in mitigating the damage caused by terrorist
attacks. The United States has developed a well-organized emergency management system for
responding to domestic catastrophes, primarily based on experience with natural disasters such as
hurricanes and earthquakes. The existing disaster system will be applicable to attacks with con-
ventional, nuclear or chemical weapons, where the peak incidence of injuries will occur at the
time of attack. The Incident Command System developed and used by the Federal Emergency
Management Agency (FEMA) is designed to enable a rapid response to a single sentinel event.
Medical information management in these situations will be focused on command and control
issues including patient retrieval, triage, and optimal utilization of limited clinical resources.

In contrast, the specter of bioterrorism poses management challenges more analogous to
disease epidemics, in which the time from detection to eradication may span weeks. The onset
of casualties will be insidious and difficult to recognize, the prevalence of disease will increase
with time, and the affected population may be widely dispersed. The first responders to a bioter-
rorist attack will be primary care physicians, nurses, pharmacists, and hospital emergency depart-
ments, not paramedics and law enforcement personnel. Public health resources will be critical for
epidemiologic investigations and infection control. Capabilities for remote evaluation and treat-
ment must exist, particularly in the likelihood of community quarantine. A robust information
technology system that will meet these needs, and be integrated with the medical command and
control network must be developed (Table 1). Fortunately, the widespread proliferation of com-
munication and computing capabilities throughout American society provides the opportunity to
create a comprehensive information management strategy for combating bioterrorism.

¢ Surveillance and disease detection

» Pathogen identification (diagnosis)

* Prophylaxis and treatment

¢ Information dissemination (news, education, self care)
* Monitoring of response to treatment

Coordination with disaster response command and control elements
¢ Forensic analysis (law enforcement)

Table 1. Health information technology needs for responding to bioterrorism.



Health Information Technology

Health care in the United States is a $1.1 trillion industry, employing more than 10 mil-
lion people. Surprisingly, the use of computers in health care has lagged far behind other sectors
of the economy. For example, transportation and financial services industries have invested 10-
12% of annual revenues in information technology over the past decade, compared to only 2-5%
in health care. There are several reasons why physicians and others have been slow to integrate
computers into their practices. Health care remains a cottage industry, with more than half of the
nation s 600,000 physicians in solo or small group practices. There are 5,000 hospitals and more
than 3,000 health insurance companies in the United States, each with their own proprietary com-
puter network. Standard data formats are only now starting to be widely implemented, and there
is virtually no interoperability among health information systems from different vendors. Despite
the economic clout of the health industry, physicians and hospitals operate on low profit margins,
making significant capital investments in information technology difficult to justify.

Currently, computers are mainly used for administrative functions, including patient reg-
istration and accounting. Virtually all patient visits result in a claim form being submitted for
reimbursement, or for resource tracking in the case of government or managed care organizations.
More than one billion claims are submitted each year in the United States. A standardized diag-
nostic coding system is used nationwide (International Classification of Diseases, Ninth Revision,
Clinical Modification, ICD-9-CM). Although only 50% of all claims are currently submitted
electronically, by the year 2005 all claims will be processed through web-based systems, using
standard (HL7) data formats. Other areas of increasing use of computers are for clinical record
keeping and patient management. With the rapid growth of the Internet, consumer health infor-
matics is emerging as a key area of future development (Table 2).

* Administrative (patient registration, eligibility determination, accounting, lab reporting)

* Clinical Record Keeping (laboratory results reporting, electronic medical records)
» Patient Management (telemedicine, digital radiography)
* Consumer Health Informatics (info portals, education, disease management)

Table 2. Applications of information technology in health care.

The pharmaceutical industry has been more effective in using information technology for
handling prescriptions, with electronic data interchange enabling rapid authorization and claims
processing by most insurance companies. Furthermore, automated inventory management is used
for tracking prescribing patterns, and for just-in-time ordering and supply of over-the-counter and
prescription drugs. Pharmaceutical companies gain access to a wealth of information that can be
used for targeted marketing to individual physicians and consumers.

Information systems are widely used in clinical laboratory management and results report-
ing, however, it has only been in the past few years that standardized formats for handling health
data have been developed. Health Level 7 (HL7), a messaging format used by 97% of large hos-
pitals and 80% of all health organizations, has been adopted by the Centers for Disease Control
and Prevention (CDC), commercial laboratories, and state health departments as the standard for



the electronic transfer of laboratory data. Although enabling automatic transmission of microbi-
ology results across systems and interfaces, state and local health departments have not agreed
upon a common set of data required for disease reporting, which has limited implementation.
When these issues are resolved, rapid reporting will greatly enhance disease surveillance and epi-
demiologic investigations.

Clinical care is still based on direct contact between patients and their physicians.
Telemedicine has been available for more than two decades, but is used by less than 1% of all
health care providers on a regular basis. Hardware costs and telecommunication charges have
been prohibitively expensive until recently, and only government-subsidized programs have had
sustained use. Liability and lack of reimbursement for teleconsultations have also hindered adop-
tion. Institutions that have had the greatest success with telemedicine are those providing spe-
cialty expertise to rural areas and prison populations, where distance and security risks tip the
cost-effectiveness balance toward remote care. As the reach of broadband telecommunications
networks (e.g., DSL, cable modem) extends into homes and small medical offices, the use of
telemedicine will likely increase. Telemedicine will have its greatest value in providing special-
ist expertise to smaller communities, and for extending care to remote or hazardous environments.

The rapid growth of the Internet, and the availability of cheap and powerful computers
with online connectivity will dramatically change the practice of medicine over the next decade.
In 1996, only 20% of physicians had computers in their offices; in 2000 almost 90% of medical
offices are online. Consumers are frequently using the Web to access health information and serv-
ices. Of'the 116 million Americans who access the Internet, 70 million visited health-related sites
last year. Web-based programming using emerging standards such as XML and Java, may also
stimulate the development and eventual implementation of electronic medical record systems.

Portable, wireless computing is on the horizon. A consortium of cellular phone manufac-
turers has developed the Wireless Application Protocol (WAP) that will enable cellular phones to
become Internet portals with web accessibility. Portable computing devices (PDAs) will also
become mobile workstations as products incorporating Bluetooth, an international specification
for broadband wireless interconnectivity, become available. Handheld, mobile devices will be
used for remote physiological monitoring, point-of-care laboratory testing, clinical record keep-
ing, and telemedicine. Voice recognition technology will be incorporated into these devices,
eliminating the need for writing or keyboard entry.

Televisions and telephones, present in more than 98% of U.S. households, are frequently
used as sources of health information. Cable and broadcast networks have an ever-increasing
selection of health-related programming, primarily focused on entertainment. The Public
Broadcasting System is a potential venue for consumer education about health issues. Telephones
are ubiquitous, inexpensive, and highly effective as an interactive medium. A number of man-
aged care organizations are using telephones for nurse-based triage and algorithm-driven care.
The use of telephone-based, remote monitoring is increasing, particularly for managing chronic
diseases and for cardiac telemetry. Thin-client computing devices use televisions as display mon-
itors, and can connect to the internet through cable or dial-up modems, providing networked com-
puting through common, and familiar appliances (e.g., WebTV).



Public Health Informatics

The CDC has been spearheading efforts to develop electronic tools for national disease
surveillance and enhanced preparedness among state and local public health officials (Table 3).
The Health Alert Network (HAN) is an internet-based system that will link local health officials
into an integrated, nationwide system for epidemiologic investigation, training, and rapid com-
munication. The National Electronic Disease Surveillance System (NEDSS) is being developed
to integrate the many disease surveillance systems currently being used, incorporating tools for
interpretation, analysis, and reporting of data through secure networks. Standards for those data
elements required for electronic laboratory reporting are being established through the Common
Interface for Public Health Electronic Reporting (CIPHER). Epi Info 2000 is a Windows-based
software application for use by public health officials in conducting outbreak investigations, and
for managing public health databases. CDC also sponsors BTTv, an educational tool using live
and archived video streaming for bioterrorism preparedness and response. Although currently
focused on educating public health practitioners and officials, educational modules can be readi-
ly customized for all levels of health care providers, and for the public. The World Health
Organization is developing internet- based software for global epidemiology and identification of
emerging diseases,

Health Alert Network (HAN)

National Electronic Disease Surveillance System (NEDSS)

Common Information for Public Health Electronic Reporting (CIPHER)
Epi Info 2000

BTtv

Table 3. Centers for Disease Control and Prevention (CDC) public health information tech-
nology initiatives.

as are a number of non-governmental organizations and universities worldwide. Currently, the
CDC s efforts are focused on upgrading the capabilities of state and local health departments. The
challenge for public health informatics developers will be in extending the reach of data acquisi-
tion and knowledge dissemination to every health care provider, and in automating the surveil-
lance process.

Applying Information Technologies in the Response to Bioterrorism

Scenario-based planning is an effective tool for assessing risks, planning resource alloca-
tion, and training responders. A hypothetical, but realistic, bioterrorist attack will involve the
covert release of a particulate infective agent into a public gathering. Within 48 hours, those
exposed will develop respiratory symptoms. Some will purchase over-the-counter remedies from
pharmacies and supermarkets. Others will call managed care triage nurses, or visit their primary
care providers. The youngest and oldest, with the least pulmonary reserve, will be seen in hos-
pital emergency departments. Gradually, culture specimens will be obtained and processed by
local laboratories. Eventually, local and state health departments will become aware of an
increased incidence of respiratory infections, and may initiate epidemiologic investigations.
People will be aware that many of their neighbors and co-workers have become sick, and appre-



hension bordering on panic will ensue. By the time laboratory identification of a bioterrorist
agent is obtained, and treatment recommendations are made, business and government produc-
tivity will have ceased, and it will be too late to implement effective disease prophylaxis and treat-
ment. Chaos will spread to other communities in the country, and even around the world, as the
fear of multiple attacks ensues. Over time, the incidence of new cases will drop, and the disease
will disappear, but catastrophic damage to individuals and society will have been done.

Using the example presented, it is evident a well-developed health information infra-
structure would enable an earlier, and more effective response to the crisis (Figure 1). An auto-
mated surveillance and detection system, based on a simulation and modeling network, would
constantly monitor such data as ICD-9 codes from insurance claims forms submitted daily by
health care providers. Constant monitoring of drug prescription orders and sales register data for
over-the-counter cold remedies would be analyzed against epidemiologic models, with a geo-
graphic information system (GIS) overlay.

Automating data acquisition and analysis will increase detection sensitivity, and reduce
the current dependence on human-based reporting and epidemiologic investigation. Precedence
exists in systems that monitor telecommunications and Internet traffic for data elements concern-
ing national security. When a detection threshold is exceeded, immediate review by an epidemi-
ologic investigation service crisis team would occur, and if necessary the FBI and FEMA would
be notified. An automated surveillance system would also contribute to forensic analysis neces-
sary in determining attribution. Concerns regarding privacy and data security are important, but
can likely be addressed within the context of the Health Insurance Portability and Accountability
Act of 1996(HIPAA). HIPAA will require all users of health care information to meet stringent
standards for ensuring patient confidentiality.

Figure: See Attached File

Figure 1. Future implementation of health information technologies (+IT) in response to a
bioterrorist attack will enable earlier detection, and will result in fewer total casualties compared
to capabilities available today (-IT).

By enabling earlier detection, supplies for prophylaxis and treatment can be deployed
more rapidly to the appropriately targeted population. Early involvement of media resources will
lessen the apprehension and panic that will ensue. Content can be originated from a central loca-
tion, but delivered locally. Although television, radio, and telephone will remain the primary



modalities for information dissemination, the web will be a powerful tool for education, and for
interactive assessment of psychological stress levels. Mental health resources can be mobilized
from a national cadre of trained responders, who will be able to perform counseling using web-
based, interactive video. The interactivity provided by video conferencing will also be a power-
ful tool for satisfying human needs for social intercourse if quarantine conditions are imposed.

The other application of telemedicine will be in rapidly establishing the virtual presence
of physicians and other specialists who have a recognized expertise in biological warfare, and
who have trained together as a team. Peer-to-peer communication with community health per-
sonnel will facilitate mentoring as the medical response evolves, and will enable medical leader-
ship to be maintained at the local level.

Monitoring the response to treatment will be greatly facilitated by electronic medical
records systems. Using HL7 and XML standards, data elements can be readily abstracted for
tracking appropriate physiological parameters, such as temperature and respiration, and laborato-
ry results. The next generation of medical devices, including ventilators and intravenous infusion
pumps, will incorporate Internet chips, with a unique IP address, enabling remote adjustment of
parameters. The additional functionality provided will enable the delivery of care in hazardous
environments with less risk to local personnel. Also, therapy could be provided in a patient s
home or shelter if hospital resources are overwhelmed.

Although information technologies have tremendous potential benefits in improving the
medical preparedness and response to a bioterrorist attack, they also introduce liabilities.
Dependence on any telecommunication network carries the risk of service failure. Whether from
system overload, or coordinated information warfare, denial of service would impact future med-
ical command, control, and response capabilities. Introducing false data could trigger an unnec-
essary and inappropriate response, and lead to infrastructure collapse. Developers of health infor-
mation technologies will need to work closely with computer security experts to ensure that prod-
ucts are hardened against cyberterrorism.
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Clinical Practice Guideline -
Telemedicine in Plastic Surgery

G. Ayorkor Mills-Tettey

Background

Telemedicine is a system of healthcare delivery at a distance by the use of telecommuni-
cations technology. It has numerous applications, the most obvious of which include providing
healthcare to patients in remote or rural areas, and consulting specialists in distant institutions.

Telemedicine in the United States began with the use of a two-way, closed circuit televi-
sion link for medical treatment and education, by the University of Nebraska in 1959. Another
early application include the joint NASA/U.S. Public health Service/Lockheed Corporation
"Space Technology Applied to Rural Papago Advanced Health Care" (STARPAHC) project, a
program that brought medical care to remote areas of the Papago Indian Reservation in Arizona
in 1970. Following further pioneering work in rural Canada and at the Massachusetts General
Hospital in Boston, the first transoceanic telemedicine support system was established by the
Naval Ocean Services Center in 1982. This Remote Medical Diagnostic System continues as a
vital means of delivering health care to shipboard personnel. Recent advances in fiber optics and
digital compression have allowed this technology to become more affordable and widely appli-
cable in clinical medicine, especially in radiology and psychiatry. Today’s information revolution
has sparked renewed interest in the field of telemedicine.

Activities that fall under the broad umbrella of "Telemedicine", the remote delivery of
healthcare, currently take two main forms.

Fully interactive telemedicine involves real time (instantaneous) communication and
interaction between a physician and a patient over a telecommunications link that usually consists
of a two-way video and audio communication. Such an interaction is similar to videoconferenc-
ing that would take place in a business setting. For medical applications however, standards of
image, motion, and sound quality are often higher than those required for a typical business
videoconference. These standards are determined by the specific application and are related to
the amount of information needed for a physician to make a definitive diagnosis. Equipment that
would be found on both ends of a typical real-time telemedicine link includes television screens,
microphones, and transmission equipment.

The second form of telemedicine is referred to as Store-and-Forward (SAF) Telemedicine.
Here, as the name implies, the patient is examined by local health personnel and the relevant
information from a patient examination is stored as text, images, or even sound files, and is then
forwarded to the consulting specialist at a later time by the use of computers and a telecommuni-
cations link. This may be done through a pre-established network, such as a local-area network



within an institution, by transmission between two sites using telephones, satellite, radio,
microwave links, or the internet.

The main advantage that real-time telemedicine holds over store-and-forward telemedi-
cine is the opportunity it affords for full interaction between the physician and the patient in ques-
tion. This corresponds closely to the traditional physician’s examinations that patients are accus-
tomed to. It also allows physicians to make behavioral observations of a patient. However, due
to its technological requirements discussed below, real-time telemedicine often involves very pro-
hibitive costs. For several applications, store-and-forward telemedicine, which is much less cost-
ly, is adequate or even preferable. While real time telemedicine necessitates pre-scheduled
appointments for the telemedicine session between the two sites, store-and-forward systems can
overcome limitations related to time, in addition to geography, because it eliminates the need for
scheduling between two sites. Thus, both forms of telemedicine have important uses in different
applications.

Diagnosis at a distance is an important application of telemedicine in several fields,
including plastic surgery. Treatment planning and monitoring of patients through remote con-
nections may save time, and reduce cost and inconvenience by avoiding the transportation of ill
patients and making it possible to consult specialists in different geographic areas. When
telemedicine is extended to the home care of patients, it may be possible to reduce the length of
hospital stays and provide more consistent monitoring of chronically ill patients without time-
consuming and potentially dangerous travel by the patient or physician.

An example of a program that illustrates the remote diagnosis application in plastic sur-
gery and primary health care is the International Medical Electronic Link (IMEL), an internet-
based system that allows doctors in remote parts of Peru and Nepal to consult specialists in larg-
er hospitals in the respective countries, and also at the Dartmouth Hitchcock Medical Center the
United States. This store-and-forward telemedicine link saves patients expensive travel arrange-
ments and provides support for primary care physicians in these remote areas. Participating
physicians are registered at the IMEL website and may request a consultation by selecting the
desired department and consultant from a list at the website. The physician then enters the
patient’s clinical information on a department-specific online consultation form, includes any dig-
itized images, and submits the request. The specialist is notified by e-mail of the requested con-
sultation, and by going to the IMEL website, he can access the patient record, examine the case,
and append a response. The primary care physician and specialist may exchange follow-up infor-
mation in this manner, and a comprehensive electronic case record for each patient is thus main-
tained. IMEL has proved very effective in surgical planning and diagnosis of diseases.

Yale University, in collaboration with Interplast Organization, effectively used an internet-
based system to screen potential plastic surgery candidates in Manaus, Amazonas, Brazil, prior to
arriving on-site in 1997. The program was publicized through the news media, and potential
patients reported at an oncological hospital in Manaus for a physical examination. A commer-
cially available digital camera (The Color QuickCam by Connectix Inc, 640 by 480 pixels) facil-



itated imaging. Using a Pentium PC at the Manaus site, an Apple Macintosh at the Yale site, a
22.8 kilobytes per second bandwidth modem, and a local internet service provider, images of the
patients along with a bilingual history-physical examination form were sent to Yale by e-mail.
The data and images were evaluated by plastic surgeons, pediatricians and anesthesiologists, and
the diagnosis and proposed operating procedure and schedule were forwarded back to Manaus.
Upon arrival on site, each patient was re-evaluated prior to surgery and for all 99 of the patients
scheduled, the diagnosis and treatment plan was in 100 percent agreement with the prior remote
evaluation. Evaluating patients over the Internet beforehand saved about 20% of the time spent
on-site.

Computers, telecommunications, and biotechnology are some technologies that may be
combined into a telemedicine system. The technology that forms the basis of a telemedicine sys-
tem is the telecommunications link, which serves as the channel through which the audio, visual,
and textual data generated in a telemedicine encounter must be relayed. This data may be trans-
mitted as analog (continuos) signals, such as over plain telephone lines, or as digital (discrete)
signals, such as through a satellite link. Video and audio signals are analog signals, and in order
to relay them over digital transmission systems, they must be converted to digital signals first. In
such systems, this conversion is achieved by a Coder/Decoder (Codec), a device that converts an
analog signal into a digital signal at its point of transmission and back again at its point of recep-
tion. The amount of information per second to be transmitted, or the required bandwidth, deter-
mines the telecommunications technology used, from low-bandwidth plain telephone lines to
high-bandwidth fiber optic cables and satellite technologies. Real-time interactive telemedicine
generally requires high bandwidth communication capabilities due to the large amount of visual
and audio information that must be transmitted each second. Store-and-forward systems typical-
ly require lower bandwidths. Larger bandwidths used in telemedicine systems relate to higher
costs. Because of this, the development of telemedicine is closely linked to the further develop-
ment of data compression techniques, in which information is compressed in order to be relayed
over lower-capacity channels.

Aspirations to develop telemedicine so that it closely mirrors face-to-face medicine, and
even to enhance telemedicine beyond the traditional medical experience, have resulted in the
development of several highly innovative telemedicine-related technologies. "Digital instru-
ments" such as electronic stethoscopes and digital dermatoscopes can enhance interactive
telemedicine systems. In telepathology, robotically controlled microscopes may be used to exam-
ine samples at the remote site. The innovation continues into the future; although not in general
use today, telesurgery applications employing robotics enhanced with virtual reality are current-
ly being actively experimented with.

Telemedicine raises several interesting questions beyond its strictly medical and techno-
logical implications.

Loss of confidentiality is a potential hazard of telemedical communication. The trans-
mission and storage of electronic information pose security concerns that are much greater than



those with a paper record. Although encoding technologies are achieving greater sophistication,
it is not likely that unauthorized access to private medical information can ever be completely pre-
vented. Methods to enhance security include the use of encryption and the establishment of pass-
words to log onto network systems.

The defining feature of telemedicine the distance between the patient and physician
is a great source of risks related to liability and licensure. Issues of licensure require resolution
because medical licenses, granted by individual state boards, make no current provision for elec-
tronic patient care from outside their own jurisdictions. Suggested alternatives to full licensure
requirements include exceptions for special conditions, exemptions for telemedicine in general,
and limited telemedicine licensure. Also unresolved is the question of legal exposure of the
telemedical consultant to charges of negligence. It is not established how the traditional standards
of the physician-patient contract apply in an electronic communication.

Reimbursement structures must be systematized. Medicaid presently allows states to
reimburse for telemedical consultations on an optional basis. Thus far, this provision has been
adopted in 14 states: Arkansas, California, Georgia, lowa, Illinois, Kansas, Louisiana, Montana,
North Dakota, Oklahoma, South Dakota, Texas, Virginia, and West Virginia. In addition, Maine,
Nebraska, North Carolina and Utah are developing plans to cover telemedicine.

Finally, the day-to-day organization of a telemedicine program raises interesting issues
such as the roles of local staff, management, physicians, and HMOs.

Telemedicine is a fast-growing field. Its development and acceptance depend on a favor-
able demonstration of its performance in relation to traditional approaches to healthcare in sever-
al fields. This includes a demonstration of improvements in quality of care provided, of its cost-
effectiveness, and of other advantages it offers over face-to-face healthcare delivery. A fast-grow-
ing number of researchers and institutions are actively involved in quantifying these attributes
through the establishment and evaluation of telemedicine programs. Telemedicine has already
proved useful in many rural and remote settings.
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